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Diese Bedienungsanleitung enthalt wichtige
Hinweise zur Inbetriebnahme und
Handhabung.

Achten Sie hierauf, auch wenn Sie dieses
Produkt an Dritte weitergeben.

Heben Sie deshalb diese Bedienungsanleitung
zum Nachlesen auf!

Eine Auflistung der Inhalte finden Sie im
Inhaltsverzeichnis mit Angabe der
entsprechenden Seitenzahlen auf Seite 8.

Denne manual hgrer sammen med dette
produkt. Den indeholder vigtig information
som skal bruges under opsatning og
efterfelgende ved service. Dette skal huskes
ogsa nar produkter gives videre til anden part.
Lzes derfor denne manual grundigt igennem
ogsa for fremtiden.

Indholdet kan ses med sideanvisninger kan findes
i indekset pa side 110.

These user manual contains important
information for installation and operation. This
should be also noted

when this product is passed on to a third
party.Therefore look after these operating
instructions for future reference!

A list of contents with the corresponding page
number can be found in the index on page 33.

Le presenti istruzioni per I'uso contengono
informazioni importanti sulla messa in
funzione e sull’utilizzo dell’impianto. Vanno
osservate anche in caso di cessione del
prodotto a terzi. Conservare pertanto le
presenti istruzioni per I'uso in vista di una
consultazione futura.

Un elenco dei contenuti con l'indicazione delle
pagine corrispondenti & riportato nell'indice a
pagina 135.

Ce mode d’emploi appartient a de produit. Il
contient des recommandations en ce qui
concerne sa mise en service et sa
manutention. Veuillez en tenir compte et ceci
également lorsque vous remettez le produit a
des tiers. Conservez ce mode d’emploi afin de
pouvoir vous documenter en temps utile!

Vous trouverez le récapitulatif des indications du
contenu a la table des matieres avec mention de
la page correspondante a la page 58.

Deze gebruiksaanwijzing hoort bij dit product.
Er staan belagrijke aanwijzingen in betreffende
de ingebruikname en gebruik, ook als u dit
product doorgeeft aan derden. Bewaar deze
hendleiding zorgvuldig, zodat u deze later nog
eens kunt nalezen!

U vindt een opsomming van de inhoud in de
inhoudsopgave met aanduiding van de
paginanummers op pagina 84.
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Einfuhrung

Sehr geehrte Kundin, sehr geehrter Kunde,
wir bedanken uns fiir den Kauf dieses Produkts.

Das Gerét erfillt die Anforderungen der folgenden EU-Richtlinien: EMV Richtlinie 2014/30/EU sowie RoHS
Richtlinie 2011/65/EU.

Um diesen Zustand zu erhalten und einen gefahrenlosen Betrieb sicherzustellen, miissen Sie als Anwender
diese Bedienungsanleitung beachten!

Lesen Sie sich vor Inbetriebnahme des Produkts die komplette Bedienungsanleitung durch, beachten Sie alle
Bedienungs- und Sicherheitshinweise!

Alle enthaltenen Firmennamen und Produktbezeichnungen sind Warenzeichen der jeweiligen Inhaber.
Alle Rechte vorbehalten.

Bei Fragen wenden Sie sich an ihren Facherrichter oder Fachhandelspartner!

PN

Haftungsausschluss

Diese Bedienungsanleitung wurde mit gréRter Sorgfalt erstellt. Sollten lhnen dennoch Auslassungen oder
Ungenauigkeiten auffallen, so teilen Sie uns diese bitte schriftlich unter der auf der Ruckseite des Handbuchs
angegebenen Adresse mit.

Die ABUS Security-Center GmbH & Co. KG Ubernimmt keinerlei Haftung fir technische und typographische
Fehler und behalt sich das Recht vor, jederzeit ohne vorherige Ankiindigung Anderungen am Produkt und an
den Bedienungsanleitungen vorzunehmen.

ABUS Security-Center ist nicht fur direkte und indirekte Folgeschaden haftbar oder verantwortlich, die in
Verbindung mit der Ausstattung, der Leistung und dem Einsatz dieses Produkts entstehen. Es wird keinerlei
Garantie fir den Inhalt dieses Dokuments ibernommen.




Symbolerklarung

& Das Symbol mit dem Blitz im Dreieck wird verwendet, wenn Gefahr fiir die
Gesundheit besteht, z.B. durch elektrischen Schlag.

& Ein im Dreieck befindliches Ausrufezeichen weist auf wichtige Hinweise in dieser
Bedienungsanleitung hin, die unbedingt zu beachten sind.

& Dieses Symbol ist zu finden, wenn lhnen besondere Tipps und Hinweise zur
Bedienung gegeben werden sollen.

Wichtige Sicherheitshinweise

& Bei Schaden die durch Nichtbeachten dieser Bedienungsanleitung verursacht werden,
erlischt der Garantieanspruch. Fiir Folgeschaden iibernehmen wir keine Haftung!

Bei Sach- oder Personenschéaden, die durch unsachgeméaRe Handhabung oder
& Nichtbeachten der Sicherheitshinweise verursacht werden, iilbernehmen wir keine
Haftung. In solchen Fallen erlischt jeder Garantieanspruch!

Sehr geehrte Kundin, sehr geehrter Kunde, die folgenden Sicherheits- und Gefahrenhinweise dienen
nicht nur zum Schutz lhrer Gesundheit, sondern auch zum Schutz des Geréats. Lesen Sie sich bitte die
folgenden Punkte aufmerksam durch:

. Es sind keine zu wartenden Teile im Inneren des Produktes. Auferdem erlischt durch das Zerlegen
die Zulassung (CE) und die Garantie/Gewahrleistung.

. Durch den Fall aus bereits geringer Hohe kann das Produkt beschadigt werden.

. Montieren Sie das Produkt so, dass direkte Sonneneinstrahlung nicht auf den Bildaufnehmer des

Gerates fallen kann. Beachten Sie die Montagehinweise in dem entsprechenden Kapitel dieser
Bedienungsanleitung.
. Das Gerét ist fur den Einsatz im Innen- und Aul3enbereich (IP67) konzipiert.

Vermeiden Sie folgende widrige Umgebungsbedingungen bei Betrieb:

Nasse oder zu hohe Luftfeuchtigkeit

Extreme Kalte oder Hitze

Direkte Sonneneinstrahlung

Staub oder brennbare Gase, Dampfe oder Lésungsmittel

starke Vibrationen

starke Magnetfelder, wie in der Ndhe von Maschinen oder Lautsprechern.
Die Kamera darf nicht auf unbestandigen Flachen installiert werden.

Allgemeine Sicherheitshinweise:

. Lassen Sie das Verpackungsmaterial nicht achtlos liegen! Plastikfolien/-titen, Styroporteile usw.,
konnten fur Kinder zu einem geféhrlichen Spielzeug werden.

. Die VideolUberwachungskamera darf aufgrund verschluckbarer Kleinteile aus Sicherheitsgriinden
nicht in Kinderhand gegeben werden.

. Bitte fiihren Sie keine Gegenstande durch die Offnungen in das Gerateinnere

. Verwenden Sie nur die vom Hersteller angegebenen Zusatzgerate/Zubehdrteile. Schlielen Sie keine
nicht kompatiblen Produkte an.

. Bitte Sicherheitshinweise und Bedienungsanleitungen der Ubrigen angeschlossenen Gerate
beachten.

. Uberpriifen Sie vor Inbetriebnahme das Gerat auf Beschadigungen, sollte dies der Fall sein, bitte das
Gerét nicht in Betrieb nehmen!

. Halten Sie die Grenzen der in den technischen Daten angegebenen Betriebsspannung ein. Héhere

Spannungen kdnnen das Gerat zerstoren und ihre Sicherheit gefahrden (elektrischer Schlag).



Sicherheitshinweise

1. Stromversorgung: Achten Sie auf die auf dem Typenschild angegebenen Angaben fiir die
Versorgungsspannung und den Stromverbrauch.

2. Uberlastung

Vermeiden Sie die Uberlastung von Netzsteckdosen, Verlangerungskabeln und Adaptern, da dies zu einem
Brand oder einem Stromschlag flhren kann.

3. Reinigung

Reinigen Sie das Gerat nur mit einem feuchten Tuch ohne scharfe Reinigungsmittel.

Das Geréat ist dabei vom Netz zu trennen.

Warnungen

Vor der ersten Inbetriebnahme sind alle Sicherheits- und Bedienhinweise zu beachten!

1. Beachten Sie die folgenden Hinweise, um Schaden an Netzkabel und Netzstecker zu vermeiden:
o Wenn Sie das Gerat vom Netz trennen, ziehen Sie nicht am Netzkabel, sondern fassen Sie den
Stecker an.

. Achten Sie darauf, dass das Netzkabel so weit wie mdglich von Heizgeraten entfernt ist, um zu

verhindern, dass die Kunststoffummantelung schmilzt.

2. Befolgen Sie diese Anweisungen. Bei Nichtbeachtung kann es zu einem elektrischen Schiag
kommen:

o Offnen Sie niemals das Gehause oder das Netzteil.

o Stecken Sie keine metallenen oder feuergefahrlichen Gegenstande in das Gerateinnere.

. Um Beschadigungen durch Uberspannungen (Beispiel Gewitter) zu vermeiden, verwenden Sie bitte

einen Uberspannungsschutz.

3. Bitte trennen Sie defekte Gerate sofort vom Stromnetz und informieren lhren Fachhandler.

Vergewissern Sie sich bei Installation in einer vorhandenen Videoilberwachungsanlage,
dass alle Gerate von Netz- und Niederspannungsstromkreis getrennt sind.

& Nehmen Sie im Zweifelsfall die Montage, Installation und Verkabelung nicht selbst vor,
sondern Uberlassen Sie dies einem Fachmann. Unsachgemafe und laienhafte Arbeiten am

Stromnetz oder an den Hausinstallationen stellen nicht nur Gefahr fir Sie selbst dar,

sondern auch fir andere Personen.

Verkabeln Sie die Installationen so, dass Netz- und Niederspannungskreise stets getrennt

verlaufen und an keiner Stelle miteinander verbunden sind oder durch einen Defekt

verbunden werden kénnen.

Auspacken

Wahrend Sie das Gerat auspacken, handhaben sie dieses mit dul3erster Sorgfalt.

Bei einer eventuellen Beschadigung der Originalverpackung, prifen Sie zunachst das Geréat.
Falls das Gerat Beschadigungen aufweist, senden Sie dieses mit Verpackung zuriick und
informieren Sie den Lieferdienst.
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1. BestimmungsgemaiRe Verwendung

Dieser PoE Netzwerkswitch dient als Kommunikations- und Spannungsversorgungsgerat fir Netzwerkgerate
mit Power-Over-Ethernet Anschluss.

2. Lieferumfang

—
r’
16 oder 24 Por‘g PoE managed Sicherheitshinweise Netzkabel (EU)
Switch
O

A

2 x Rack Winkel fur 19” Verbau

3. Merkmale und Funktionen

Anschlisse: 16 x (ITAC10121) bzw. 24 x (ITAC10131) PoE Gigabit (Downstream), 1 x Gigabit (Uplink)
RJ45, 1 x Gigabit (Uplink) SFP

Unterstiitzt PoE und PoE+ (IEEE 802.3 af/at)

Unterstutzt web-basiertes Netzwerkmanagement und PoE-Management

Anzeige des PoE-Leistungsverbrauches fur jeden Port im Web-Browser

6 KV Uberspannungsschutz reduziert Ausfallrisiken und Beschadigung

Port Isolation, PoE Watchdog, Link Aggregation/Port Bindelung, Loop
Pravention/Schleifenverhinderung

Geeignet fur professionelle Installation im 19" Rack



4. Beschreibung der Anschliisse

Vorderseite

Gigabit SFP Fiber Optical Port Indicator

(Port 18)
Gigabit RJ45 Port Indicator
(Port 17)

PoE Indicator

LINK/ACT Indicator| Gigabit PoE RJ45 Port

Rickseite

Grounding Terminal

PoE-MAX Indicator
PWR Indicator

Gigabit RJ45 Port
(Port 17)

Gigabit SFP Fiber Optical Port
(Port 18)

Reset Button

Power Supply

©

oL

©@

Bezeichnung

Funktion

PWR Indicator

Leuchtet dauerhaft: Der Netzwerkswitch ist normal eingeschaltet.
Leuchtet nicht: Es ist kein Netzkabel angeschlossen oder die
Stromversorgung ist fehlerhaft.

PoE-MAX Indicator

Leuchtet/Blinkt: Die Ausgangsleistung des Switches hat die
Obergrenze bereits erreicht oder steht kurz davor. Die
Stromversorgung kann unnormal sein, wenn mehrere Gerate
angeschlossen sind.

Leuchtet nicht: Der Switch versorgt ein angeschlossenes Gerat (PD)
nicht mit Strom oder versorgt ein PD normal mit Strom, und seine
Ausgangsleistung erreicht die Obergrenze nicht.

Etwa 5 Sekunden, nachdem die Ausgangsleistung des Switches
wieder den Normalwert erreicht hat, erlischt die POE-MAX-Anzeige.

Gigabit RJ45 Port Indicator
(Port 17)

Leuchtet dauerhaft: Der Port ist verbunden.
Blinkt: Der Port Ubertragt Daten.
Leuchtet nicht: Der Port ist getrennt oder die Verbindung ist fehlerhaft

Gigabit SFP Fiber Optical
Port Indicator (Port 18)

Leuchtet: Der Gigabit-SFP-Glasfaseranschluss ist verbunden.
Blinkt: Der Gigabit-SFP-Glasfaseranschluss tbertragt Daten.
Aus: Der Gigabit-SFP-Glasfaseranschluss ist getrennt oder die
Verbindung fehlerhaft.

Reset Button

Wird verwendet, um alle Konfigurationen des Switches auf die
Standardeinstellungen zuriickzusetzen.

LINK/ACT Indicator

Leuchtet dauerhaft: Der Port ist verbunden.
Blinkt: Der Port Gbertragt Daten.
Leuchtet nicht: Der Port ist getrennt oder die Verbindung ist fehlerhaft.

PoE Indicator

Leuchtet dauerhaft: Der Switch versorgt ein PD normal mit Strom.
Leuchtet nicht: Der Switch ist von einem PD getrennt oder die
Stromversorgung ist fehlerhaft.
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Gigabit PoE RJ45 Port

Wird fur die Verbindung mit einem PD (PoE Gerét) Uber ein
Netzwerkkabel verwendet.

ITAC10121: 16 Ports

ITAC10131: 24 Ports

Gigabit RJ45 Port (Port 17)

Wird fiir die Verbindung mit einem anderen Geréat tiber ein Netzwerkkabel
verwendet.

Gigabit SFP Fiber Optical
Port (Port 18)

Wird fiir die Verbindung mit einem anderen Geréat Uber eine Glasfaser
verwendet, wenn es mit einem optischen Modul verbunden ist.

Grounding Terminal

Anschluss fir die Schutzerdung

Power Supply

Anschluss flr das mitgelieferte Netzkabel (230 VAC)

5. Installationshinweise

5.1 Tisch-Installation

5.2 Wand-Installation

=0 b

w

5.3 19 Zoll Netzwerk Rack Installation

5.4 Anschluss der Schutzerde

/ i

Grounding Terminal (9
o

- = |,
L - i - ¥
"'“‘*—u..

~
Grounding Cable ™

- Grounding Bar

Erstinbetriebnahme

6.1 Verwendung des ABUS IP Installers zur Kamerasuche

Installieren und starten Sie den ABUS IP Installer oder das ABUS IP Tool. Diese sind uber die ABUS Web-
Seite www.abus.com beim jeweiligen Produkt verfugbar.

Der Switch sollte nun in der Auswabhlliste erscheinen, ggf. noch mit nicht zu dem Zielnetzwerk passender IP
Adresse. Die IP-Einstellungen des Switches kdnnen Uber den IP Installer oder das IP Tool geandert werden.
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Uber die Schaltflache ,Browser* kann eine zuvor gewahlter Switch direkt im Internet-Browser gedffnet werden
(es wird der als Standardbrowser unter Windows eingestellte Browser verwendet).

13:34:36 IPinstaller9.1.1

L e = =]
Alle auswahien
D tame - T e Berutrer Kernnon Frmuare Fimwars Undote Senerrumer [T
1 Ouidoor Tube 192168 0. 4080 IPCAB2505  akinert V236 ¥ BC1ICBO62708 Be-11-cb-08-27-08
Compact:
Sie miUssen Benutzername und Kennwort angeben.
Klicken Sie mit dem rechten Mausbutton auf die selektierte Zeile.
z >
i | e — | S— e — —— —  — s —

Alternativ kann zur Suche, Passwortvergabe, Anpassung der Netzwerkparameter
oder Firmware-Update ebenfalls das ABUS IP-Tool verwendet werden.
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6.2 Zugriff auf die Netzwerkkamera tiber Web-Browser

Geben Sie die IP Adresse der Kamera in die Adressleiste des Browsers ein (bei geandertem http Port muss
zusatzlich ,http://* vor der IP Adresse eingegeben werden).

& http://192168.0.182 L~2 <:| & IP_Camera

6.3 Erstpasswortvergabe

Aus IT-Sicherheitsgrinden wird gefordert, ein sicheres Kennwort mit entsprechender Verwendung von
Kleinbuchstaben, GroRbuchtstaben, Zahlen und Sonderzeichen zu verwenden.

Ab Werk ist kein Kennwort vergeben, dies muss bei der ersten Verwendung der Kamera vergeben werden.
Dies Kann Uber den ABUS IP-Installer (Schaltflache ,Aktivieren®), das ABUS IP Tool oder iber die Web-Seite
des Gerates geschehen.

Ein sicheres Kennwort muss mindestens folgende Anforderungen erfiillen:
- 8-16 Zeichen

- Gilltige Zeichen: Zahlen, Kleinbuchstaben, GroRbuchstaben, Sonderzeichen ( ! $ % &/ ()=7?+- )
- 2 verschiedene Arten von Zeichen missen verwendet werden

= ®
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7. Konfiguration

7.1. Ubersicht

Geratebezeichnung: Anzeigt der Bezeichnung fur den Switch. Bei Anklicken der Bezeichnung besteht
die Méglichkeit der Anderung der Bezeichnung.

VLAN Ubersicht: Ubersicht der Anzahl von konfigurieten VLANs

PoE Leistung Ubersicht: Anzeige des Gesamt- und Spitzenverbrauchs der PoE Leistung

Basisinformationen: Grundlegende Informationen zum Switch

Port Panel: Grafische Statusanzeige der Portverbindung

Port Panel

1 2 3 4 G1 G2

Ml Connected 4 PoE Enabled

Port Details: Ubersicht der Aktivierung und Eigenschaften aller Ports

Port Details
Port Name Connection Status Port Up Actual Rate/Duplex Configured Rate/Duplex Flow Control
Eth1 Connected 100 MbpsiFull-Duplex AutofAuto

Eth2 Disconnected AutofAuto

Eth3 Disconnected AutofAuto

Eth4 Disconnected AutofAuto

Eth5 Disconnected AutofAuto

Ethé Disconnected AutofAuto

888848
888848

7.1.1. Geratepassort andern
In der rechten oberen Ecke befindet sich ein Schloss-Symbol. Uber diese Schaltflache kann das Passwort fiir

den Zugang zur Web-Oberflache geandert werden.

& Falls Sie das Passwort vergessen haben, so fihren Sie ein RESET Uber die Taste an der Vorderseite
durch.

7.2. System Management

7.2.1. Zeit Konfiguration

Einstellung von Zeitzone, Zeitsynchronisierung Gber NTP bzw. manueller Datum/Uhrzeit-Einstellung.

7.2.2. Netzwerk Konfiguration
Wahlen Sie ein Verwaltungs-VLAN aus und legen Sie die IPv4-Adresse, die IPv4-Subnetzmaske, das

Standard-IPv4-Gateway, die bevorzugte DNS-Adresse und die alternative DNS-Adresse nach Bedarf fest
oder aktivieren Sie DHCP fiir die automatische IP-Adresszuweisung.
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Basic Configuration

DHCP
Management VLAN | 1
* IPv4 Address
* IPv4 Subnet Mask
* Default IPv4 Gateway

DNS Address Configuration

* Preferred DNS Address

* Alternate DNS Address

7.2.3. Systemverwaltung
Hier besteht die mdglich fir einen Switch-Neustart, Firmware-Aktualisierung, Teil-Reset, voller Werksreset,
Export der Konfiguration oder Import der Konfiguration.

7.3. Netzwerk Monitoring

7.3.1. Netzwerk Geratesuche

Die Funktion ,Netzwerkgerateerkennung* erkennt automatisch Ubertragungsgerate im selben LAN wie der
Switch und zeigt Informationen zu diesen Geraten an. Gehen Sie zu Netzwerkiiberwachung —
Netzwerkgerateerkennung. Dort werden IP-Adresse, Typ, Modell und Seriennummer der gefundenen

Netzwerkgerate angezeigt. Alternativ kdnnen Sie ein Gerat auswahlen und in der Spalte ,Betrieb” auf die
Webkonfigurationsseite des Gerats klicken.

7.3.2. MAC Adressubersicht

In diesem Meni kann nach gefunden Geraten Uber die MAC Adresse gesucht werden.

7.3.3. Portstatistiken
Sie kénnen die Ubertragenen Daten der Gerateports Uiberwachen und Statistiken dazu sammeln. Gehen Sie

zu Netzwerkuberwachung — Portstatistiken. In der Statistikliste kdnnen Sie den aktuellen Verbindungsstatus
jedes Ports und die von jedem Port Ubertragenen Daten anzeigen.
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Port Statistics

M Connected

Statistics Data

@ GlearAll 7 Refiesh (305) v

Port Name Sending Rate Receiving Rate Sent Packets Received Packets Inbound Error Packets Peak Sending Rate Peak Receiving Rate
Etht 22 4Kbps 754.0Kbps 342,490 14222505 [ 234 4Kbps 1.5Mbps
Eth2

Eth3

Eths

Eths

Eng

Emn7

Ethg

Get

7.3.4. Kabeldetektion

Die Kabelerkennung ist eine Funktion, die den Status von Ethernet-Portkabeln erkennt, um beispielsweise zu
prufen, ob in Empfangs- oder Senderichtung eines Kabels ein Kurzschluss oder eine Unterbrechung vorliegt,
und um gegebenenfalls das fehlerhafte Kabel zu lokalisieren. Gehen Sie zu Netzwerkiiberwachung —
Kabelerkennung, wahlen Sie den gewlinschten Port im linken Port-Bereich aus und klicken Sie auf Erkennen,
um das Erkennungsergebnis anzuzeigen.

Cable Detection Pori(s) Selected Eth1

1 2 3 4 5 6 7 H 61

Detection Result

Port Name Cable Status Cable Length(m} Deseription

Etnt Normal 1 Cable status is norml

7.4. Layer 2 Konfiguration

7.4.1. Port Attribute
In diesem MenUpunkt werden grundlegende Eigenschaften der einzelnen Netzwerkports festgelegt.

Die Ports kdnnen durch Anklicken ausgewahlt werden. Es kdnnen auch mehrere Ports gleichzeitig bearbeitet
werden.

Port Up: Aktivierung des Port

Duplex Mode:  Auswahl aus automatischer Erkennung, Halb- und Vollduplex fiir den Ubertragungsmodus
Rate (Mbps): Geschwindigkeit der Netzwerkschnittstelle. Auswahl aus Auto, 10/100/1000 Mbit/s

Flow Control: Flusssteuerung aktiv/deaktiv

Port Status: Ubersicht aller Einstellung fiir alle Ports

16



Port Configuration t o select gain t le port Port(s) Selected + Add All [I] Clear All

Eth1 x Eih2 x

n Port Up D

1 2 3 4 G G2 Duplex Mode Half-Duplex Full-Duplex (®) Auto

Rate (Mbps) | Auto

Flow Control ‘:)
Port Status
Port Name Connection Status Up/Down Status Actual Rate/Duplex Configured Rate/Duplex Flow Control
Eth1 Disconnected up - Auto/AUto Enabled
Eth2 Connected Up 100 Mbps/Full-Duplex Auto/Auto Enabled
Eth3 Disconnected Up - Auto/Auto Enabled
Ethd Disconnected up - AUto/AUto Enabled
Gel Disconnected Up - Auto/Auto Enabled
Ge2 Disconnected Up 4 1000 Mbps/Auto Enabled

7.4.2. Link Aggregation / Port Blindelung

Link Aggregation wird verwendet, um mehrere physische Verbindungen zu einem logischen Datenpfad mit
hoher Bandbreite zu kombinieren, wodurch eine starkere und schnellere Netzwerkverbindung entsteht.

Mindestens 2 Ports und max. 4 Ports bilden ein Portgruppe.

Bestimmte Portattribute missen fir Ports einer Gruppe identisch sein: Ubertragungsrate, Duplex Modus,
Flusssteuerung, Modus fiir hohe Reichweite und VLAN Konfiguration

1. Die erste Link Gruppe ist vorbereitet.
2.  Wahlen Sie 2-4 Ports durch Anklicken aus.
3. Drucken Sie Speichern

Link Aggregation Aggregation 2

Aggregation Group 1 Pori(s) Selected

1 3 5 7 9 1 13 15 17
2 4 6 8 10 12 14 16 18

[ Connected @) Aggregation Group Number

Aggregation Group Details ©

Aggregatien Group Number Member Ports

1 Get; Ge2

7.4.3. Long Range Mode / Modus fur hohe Reichweite

Die Ubertragungsreichweite eines Ports mit aktiviertem Modus fiir hohe Reichweite kann bei einer
Geschwindigkeit von 10 Mbit/s bis zu 300 Meter betragen. Dies ist leider von der Kabelstrecke abhangig.

Wabhlen Sie die gewtiinschten Ports durch Anklicken aus und Speichern Sie die Einstellung.
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Long-Range Mode Port(s) Selected + Add Al ] Clear Al

Eth1 x Eth2 X

ﬂ Long-Range vode (@)

[l Connected | Long-Range Mode Enabled

Port Long-Range Status

Port Name Long-Range Mode
Eth1 Enabled
Ethz Enabled
Eth3 Disabled

Eth4 Disabled

7.4.4. STP — Spanning Tree Protocol

Das Spanning Tree Protocol (STP) ist ein Layer-2-Link-Management-Protokoll, das Pfadredundanz bietet und
Schleifen in einer Netzwerktopologie verhindert. STP verwendet einen Spanning-Tree-Algorithmus, um einen
Switch als Root eines Spanning Tree auszuwahlen, und bestimmt die Netzwerktopologie durch die
Ubertragung von Bridge Protocol Data Unit (BPDU)-Paketen zwischen Geréaten, wodurch ein stabiles
Netzwerk geschaffen wird.

Aktivieren Sie als Erstes die STP Funktion tiber den Schieberegler.

Parameter Erklarung

Bridge Priority e  Der Wert reicht von 0 bis 61440, in Schritten von 4096. Der
Standardwert ist 32768. Giiltige Werte sind 0, 4096, 8192, 12288,
16384 und 61440.

e  Je kleiner der Wert, desto hoher die Bridge-Prioritat eines Switches.
Ein Switch mit héherer Bridge-Prioritat wird mit groRerer
Wahrscheinlichkeit zur Root-Bridge.

Hello Time Das Intervall zwischen den einzelnen BPDUs, die an einem Port
gesendet werden und fur die Diagnose der Portverbindung verwendet
werden. Der Wert liegt zwischen 1 und 10 Sekunden. Der Standardwert
betragt 2 Sekunden.

Max. Aging Time Die maximale Zeitspanne, fur die ein STP-fahiger Switch-Port seine
Konfigurations-BPDU-Informationen speichert. Der Wert liegt zwischen 6
und 40 Sekunden. Der Standardwert betragt 20 Sekunden.

Hinweis:

Die maximale Alterungszeit muss die folgenden Bedingungen erfiillen: 2
x (Hello-Zeit + 1) < maximale Alterungszeit < 2 x
(Weiterleitungsverzdégerung — 1)

Forwarding Delay Das Zeitintervall, das im Listening- und Learning-Zustand verbracht wird,
wenn sich die Topologie andert. Der Wert liegt zwischen 4 und 30
Sekunden. Der Standardwert betragt 15 Sekunden.
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STP
Global STP Configuration

sTP ()

* Bridge Priority | 32768
* * Hello Time
20

* Max. Aging Time

* Forwarding Delay | 15

. Connected © Blocking

7.4.5. Port Mirroring

Port Mirroring (Port Spiegelung) ist eine Funktion in Netzwerk-Switches, die es Administratoren ermdglicht,
den Datenverkehr an einem Port (gespiegelter Port) zu iberwachen und diese Daten zur Analyse auf einen
anderen Port (Spiegelungs-Port) zu replizieren. Diese Replikation erfolgt in Echtzeit, sodass der Administrator
ein ,Spiegel” bzw. eine exakte Kopie des Datenverkehrs auf dem gespiegelten Port sehen kann.

Aktivieren Sie als Erstes die Funktion Uber den Schieberegler.
Ein Port wird als Ziel der Spiegelung ausgewahlt. Es kénnen mehrere Ports als Quellport ausgewahlt werden.
Es kénnen eingehende und/oder ausgehende Daten gespiegelt werden.

Port Mirroring Port Mirroring Configuration
Enable (D
Monitoring Port | Eth1
Mirrored Port
Pori(s) Selected + Add All
1 2 3 4 G1 G2
Mirroring Direction | Egress and Ingress
M Cconnected  t Egress 1 Ingress 1} Egress and Ingress <& Monitoring Port
Port Mirroring Status
Port Name Mirroring Status Mirroring Direction
Etht Disabled
Eth2 Disabled
Eth3 Disabled
Eth4 Disabled
Get Disabled

7.4.6. LLDP - Link Layer Discovery Protocol

Link Layer Discovery Protocol (LLDP) ist ein Layer-2-Nachbarschaftserkennungsprotokoll, das es Geraten
ermdglicht, Gerateinformationen an ihre direkt verbundenen Peers/Nachbarn weiterzugeben. Bei aktiviertem
LLDP kénnen Netzwerkgerate LLDP-Dateneinheiten (LLDPDUs) senden, um andere Gerate Uber ihren
Status zu informieren. LLDP hilft beim Zeichnen der Netzwerktopologie und beim Erkennen fehlerhafter
Konfigurationen in einem Netzwerk.

Aktivieren Sie die Funktion Uber den Schieberegler. Die Funktion ist anschlieRend fir alle Ports aktiv.
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LLDP

1 3 5 7 9 " 13 15 17

W Connected

Neighbor Information

Local Port Name Peer P Address Peer Device Name
Ge9
Gel13

Gels

LLDP Configuration

enzve @D

Peer MAC Address

Peer Port Name

Gel
Get

GigaEthernet1/0/44
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7.5. Sicherheit

7.5.1. Port Isolation

Mit der Port-Isolation kénnen Sie mehrere Ports zu einer Isolationsgruppe hinzufiigen, sodass die Ports
innerhalb derselben Isolationsgruppe nicht miteinander kommunizieren kénnen. So kénnen Sie
beispielsweise verhindern, dass PCs an verschiedenen Ports miteinander kommunizieren, ohne VLANs zu
konfigurieren.

Aktivieren Sie als Erstes die Funktion Uber den Schieberegler.
Wahlen Sie die gewtinschten Ports fiir eine Gruppe durch Anklicken aus und Speichern Sie die Einstellung.

Port Isolation Port(s) Selected 4 Add Al [i Clear All

Eth1 X Eth2 X

ﬂ * Port Isolation ()

1 2 3 4 G1 G2
Save

. Connected  (®] Port Isolation Enabled

Port Isolation Status
Port Name Isolation Status
Eth1 Disabled
Eth2 Disabled
Eth3 Disabled
Eth4 Disabled
Get Disabled

Ge2 Disabled

7.6. VLAN Management

Virtuelle lokale Netzwerke (VLANSs) unterteilen ein bestehendes physisches Netzwerk in mehrere logische
Netzwerke. Jedes VLAN erstellt somit eine eigene Broadcast-Domane. Mit VLANs kénnen Benutzer im
selben VLAN miteinander kommunizieren, wahrend Benutzer in anderen VLANSs isoliert sind. Auf diese Weise
werden verschiedene Broadcast-Domanen isoliert, was die Netzwerksicherheit erhoht.

1. Klicken Sie auf VLAN Management.
2. Klicken Sie auf GLOBAL VLAN Configuration.
3. Klicken Sie auf ADD (Hinzuflugen).

Single:  ein VLAN hinzufiigen
Batch: mehrere VLANS gleichzeitig hinzufigen

4. VLAN ID festlegen

Single:  Geben Sie eine VLAN ID ein (z.B. 1)
Batch: Geben Sie eine Start- und End-VLAN-ID ein (z.B. 1 bis 2)
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VLAN

+ Add

VLAN ID

1

7.6.1. VLAN Port-Konfiguration

Konfigurieren Sie anschlieRend die Porteigenschaften des VLANSs.

1. Wabhlen Sie einen Port des VLANSs aus. Uber die Schaltfliche ADD ALL kénnen auch alle verfiigbaren

Ports hinzugefligt werden.

2. Legen Sie nun den VLAN Typ fest:

ACCESS: Auf der Schnittstelle eines ACCESS-Ports kann nur ein VLAN konfiguriert sein und er kann
nur Datenverkehr fir ein VLAN Ubertragen, normalerweise das Standard-VLAN (VLAN 1).

TRUNK: Auf der Schnittstelle eines TRUNK-Ports kénnen zwei oder mehr VLANs konfiguriert sein,
und er kann den Datenverkehr fur mehrere VLANs gleichzeitig Ubertragen.

VLAN Management

ACCESS

Global VLAN Configuration
VLAN VLAN(s) Added: 150(Up to 4094 VLANs al... Edit
Port VLAN Configuration

Port(s) Selected 4+ Add All

Type | ACCESS

PVID |1

TRUNK @ PVID

7.7. PoE Management

PoE Watchdog Configuration:

PoE Management:

Port PoE Status:

Bei aktiver Funktion werden angeschlossene PoE Endgerate in Sachen
PoE Versorgung Uberwacht und bei Problemen automatisch neu gestartet
(Deaktivieren und Aktivieren des betroffenen PoE Ports)

Wahlen Sie auf der linken Seite die Ports aus, welche mit PoE versorgt
werden sollten. Uber ADD ALL konnen alle Ports hinzugefligt werden.
Aktivieren Sie den Schieberegler ,PoE*.

PD Compatibility Mode (PD Kompatibilitdts-Modus: Es kann vorkommen,
dass PoE Endgerate nicht erfolgreich durch den PoE Port gestartet werden
kénnen. Dies kann an einer inkompatiblen PoE Schnittstelle des Endgerates
liegen.

Um die Kompatibilitat zu erhéhen kénne sie die Funktion PD Compatibility
Mode aktivieren.

Anzeige flr PoE-Aktivierungsstatus, den Aktivierungsstatus des PD-

Kompatibilitatsmodus, die Ausgangsleistung und den
Stromversorgungsstatus der PoE-Ports
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PoE Management C the port panel to select a port, and click aga ncel selection. Multiple PoE Watchdog Configuration
@ enave @D
Port PoE Configuration
L 3 5 7 S " 13 15 7 Pori(s) Selected + Add All (I Clear Al
[ o | (o W o | T
2 a s 8 10 12 14 16 18

e @D

@ PD Compati.

M connected @ PoE Enabled

Port PoE Status

7 Refresh
Port Name POE PD Compatibility Mode Output Power (W) Power Supply Status Description
Gel Enabled Disabled — Detecting ) -
Ge2 Enabled Disabled - Detecting ) .
Ge3 Enabled Disabled - Detecting ) .
Ged Enabled Disabled - Detecting ) -
Ges Enabled Disabled - Detecting ) -
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8. Wartungshinweise

Uberpriifen Sie regelmaRig die technische Sicherheit des Produkts, z.B. Beschadigung des Gehauses.

Wenn anzunehmen ist, dass ein gefahrloser Betrieb nicht mehr mdglich ist, so ist das Produkt aul’er Betrieb
zu setzen und gegen unbeabsichtigten Betrieb zu sichern.

Es ist anzunehmen, dass ein gefahrloser Betrieb nicht mehr mdglich ist, wenn

) das Gerat sichtbare Beschadigungen aufweist,
das Gerat nicht mehr funktioniert

2 Bitte beachten Sie:
Das Produkt ist fir Sie wartungsfrei. Es sind keinerlei fur Sie Uberprufende oder zu
wartende Bestandteile im Inneren des Produkts, 6ffnen Sie es niemals.

8.1 Reinigung

Reinigen Sie das Produkt mit einem sauberen trockenen Tuch. Bei stérkeren Verschmutzungen kann das
Tuch leicht mit lauwarmem Wasser angefeuchtet werden.

Achten Sie darauf, dass keine Flissigkeiten in das Gerat gelangen.
& Verwenden Sie keine chemischen Reiniger, dadurch kénnte die Oberflache des Gehauses
und des Bildschirms angegriffen werden (Verfarbungen).

8.2. Entsorgung

= Achtung: Die EU-Richtlinie 2002/96/EG regelt die ordnungsgemafie Riicknahme,

ﬁ‘ Behandlung und Verwertung von gebrauchten Elektronikgeraten. Dieses Symbol
.‘o bedeutet, dass im Interesse des Umweltschutzes das Gerat am Ende seiner

==mm= | | ebensdauer entsprechend den geltenden gesetzlichen Vorschriften und getrennt vom
Hausmdill bzw. Gewerbemlll entsorgt werden muss. Die Entsorgung des Altgerats kann
Uber entsprechende offizielle Ricknahmestellen in Ihrem Land erfolgen. Befolgen Sie die
ortlichen Vorschriften bei der Entsorgung der Materialien. Weitere Einzelheiten Gber die
Rucknahme (auch fur Nicht-EU Lander) erhalten Sie von lhrer drtlichen Verwaltung.
Durch das separate Sammeln und Recycling werden die natiirlichen Ressourcen
geschont und es ist sichergestellt, dass beim Recycling des Produkts alle Bestimmungen
zum Schutz von Gesundheit und Umwelt beachtet werden.
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9. Technische Daten

Die technischen Daten der einzelnen Kameras sind unter www.abus.com uber die Produktsuche verfligbar.

10. Open Source Lizenzhinweise

"name":"Open Source Software Licenses",
"applies_to":"ITAC10121, ITAC10131"

{
"project"{
}1
"software":{
"licenses":[
{
this license."
}1
{

]

]

"license":"MIT License",
"SPDX-License-ldentifier":"MIT",

"license_urls"[
"https://opensource.org/license/mit/",
"https://spdx.org/licenses/MIT.html"

]

{

}

{

components":[

components":[

"name":"vue-i18n",
"version":"8.26.7"

"name":"lodash",
"version":"4.17.21"

"name":"crypto-js",
"version":"3.1.2"

"name":"axios",
"version":"0.20.0"

"name":"vue-router",
"version":"4.0.12"

description":"Please refer to Appendix_| below in Appendices for the terms of

"license":"Apache License 2.0",

"SPDX-License-ldentifier":"Apache-2.0",

"license_urls"[
"https://www.apache.org/licenses/LICENSE-2.0",
"https://opensource.org/licenses/Apache-2.0",
"https://spdx.org/licenses/Apache-2.0.html"

"name":"mbed TLS",
"version":"2.25.0"
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"description":"Please refer to Appendix_II below in Appendices for the terms
of this license."

}

"note":"All software listed above is copyright by the respective author. Please see the source
code for detailed information."

}

isclaimer":"All software listed in the above is provided without any liability or warranty from their
copyright holders",
"Appendices":[

"name":"Appendix_1",

"license_terms":"\nThe MIT License\n\nCopyright <YEAR> <COPYRIGHT
HOLDER>\n\nPermission is hereby granted, free of charge, to any person obtaining a copy of this software
and associated documentation files (the \"Software\"), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so, subject to the following
conditions:\n\nThe above copyright notice and this permission notice shall be included in all copies or
substantial portions of the Software.\n\nTHE SOFTWARE IS PROVIDED \"AS I1S\", WITHOUT WARRANTY
OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO
EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR
OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE."

13
{

"name":"Appendix_II",

"license_terms":"\nApache License \nVersion 2.0, January 2004
\nhttp://www.apache.org/licensesAN\nTERMS AND CONDITIONS FOR USE, REPRODUCTION, AND
DISTRIBUTION\n\n1. Definitions.\n\"License\" shall mean the terms and conditions for use, reproduction, and
distribution as defined by Sections 1 through 9 of this document.\n\n\"Licensor\" shall mean the copyright
owner or entity authorized by the copyright owner that is granting the License.\n\n\"Legal Entity\" shall mean
the union of the acting entity and all other entities that control, are controlled by, or are under common control
with that entity. For the purposes of this definition, \"control\" means (i) the power, direct or indirect, to cause
the direction or management of such entity, whether by contract or otherwise, or (ii) ownership of fifty percent
(50%) or more of the outstanding shares, or (iii) beneficial ownership of such entity.\n\n\"You\" (or \"Your\")
shall mean an individual or Legal Entity exercising permissions granted by this License.\n\n\"Source\" form
shall mean the preferred form for making modifications, including but not limited to software source code,
documentation source, and configuration files.\n\n\"Object\" form shall mean any form resulting from
mechanical transformation or translation of a Source form, including but not limited to compiled object code,
generated documentation, and conversions to other media types.\n\n\"Work\" shall mean the work of
authorship, whether in Source or Object form, made available under the License, as indicated by a copyright
notice that is included in or attached to the work (an example is provided in the Appendix
below).\n\n\"Derivative Works\" shall mean any work, whether in Source or Object form, that is based on (or
derived from) the Work and for which the editorial revisions, annotations, elaborations, or other modifications
represent, as a whole, an original work of authorship. For the purposes of this License, Derivative Works shall
not include works that remain separable from, or merely link (or bind by name) to the interfaces of, the Work
and Derivative Works thereof.\n\n\"Contribution\" shall mean any work of authorship, including the original
version of the Work and any modifications or additions to that Work or Derivative Works thereof, that is
intentionally submitted to Licensor for inclusion in the Work by the copyright owner or by an individual or Legal
Entity authorized to submit on behalf of the copyright owner. For the purposes of this definition, \"submitted\"
means any form of electronic, verbal, or written communication sent to the Licensor or its representatives,
including but not limited to communication on electronic mailing lists, source code control systems, and issue
tracking systems that are managed by, or on behalf of, the Licensor for the purpose of discussing and
improving the Work, but excluding communication that is conspicuously marked or otherwise designated in
writing by the copyright owner as \"Not a Contribution.\"\n\n\"Contributor\" shall mean Licensor and any
individual or Legal Entity on behalf of whom a Contribution has been received by Licensor and subsequently
incorporated within the Work.\n\n2. Grant of Copyright License. Subject to the terms and conditions of this
License, each Contributor hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-
free, irrevocable copyright license to reproduce, prepare Derivative Works of, publicly display, publicly
perform, sublicense, and distribute the Work and such Derivative Works in Source or Object form.\n3. Grant
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of Patent License. Subject to the terms and conditions of this License, each Contributor hereby grants to You
a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable (except as stated in this section)
patent license to make, have made, use, offer to sell, sell, import, and otherwise transfer the Work, where
such license applies only to those patent claims licensable by such Contributor that are necessarily infringed
by their Contribution(s) alone or by combination of their Contribution(s) with the Work to which such
Contribution(s) was submitted. If You institute patent litigation against any entity (including a cross-claim or
counterclaim in a lawsuit) alleging that the Work or a Contribution incorporated within the Work constitutes
direct or contributory patent infringement, then any patent licenses granted to You under this License for that
Work shall terminate as of the date such litigation is filed.\n4. Redistribution. You may reproduce and
distribute copies of the Work or Derivative Works thereof in any medium, with or without modifications, and in
Source or Object form, provided that You meet the following conditions:\n(a) You must give any other
recipients of the Work or Derivative Works a copy of this License; and\n(b) You must cause any modified files
to carry prominent notices stating that You changed the files; and\n(c) You must retain, in the Source form of
any Derivative Works that You distribute, all copyright, patent, trademark, and attribution notices from the
Source form of the Work, excluding those notices that do not pertain to any part of the Derivative Works;
and\n(d) If the Work includes a \"NOTICE\" text file as part of its distribution, then any Derivative Works that
You distribute must include a readable copy of the attribution notices contained within such NOTICE file,
excluding those notices that do not pertain to any part of the Derivative Works, in at least one of the following
places: within a NOTICE text file distributed as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or, within a display generated by the Derivative
Works, if and wherever such third-party notices normally appear. The contents of the NOTICE file are for
informational purposes only and do not modify the License. You may add Your own attribution notices within
Derivative Works that You distribute, alongside or as an addendum to the NOTICE text from the Work,
provided that such additional attribution notices cannot be construed as modifying the License.\nYou may add
Your own copyright statement to Your modifications and may provide additional or different license terms and
conditions for use, reproduction, or distribution of Your modifications, or for any such Derivative Works as a
whole, provided Your use, reproduction, and distribution of the Work otherwise complies with the conditions
stated in this License.\n\n5. Submission of Contributions. Unless You explicitly state otherwise, any
Contribution intentionally submitted for inclusion in the Work by You to the Licensor shall be under the terms
and conditions of this License, without any additional terms or conditions. Notwithstanding the above, nothing
herein shall supersede or modify the terms of any separate license agreement you may have executed with
Licensor regarding such Contributions.\n6. Trademarks. This License does not grant permission to use the
trade names, trademarks, service marks, or product names of the Licensor, except as required for reasonable
and customary use in describing the origin of the Work and reproducing the content of the NOTICE file.\n7.
Disclaimer of Warranty. Unless required by applicable law or agreed to in writing, Licensor provides the Work
(and each Contributor provides its Contributions) on an \"AS IS\" BASIS, WITHOUT WARRANTIES OR
CONDITIONS OF ANY KIND, either express or implied, including, without limitation, any warranties or
conditions of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A PARTICULAR
PURPOSE. You are solely responsible for determining the appropriateness of using or redistributing the Work
and assume any risks associated with Your exercise of permissions under this License.\n8. Limitation of
Liability. In no event and under no legal theory, whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly negligent acts) or agreed to in writing, shall
any Contributor be liable to You for damages, including any direct, indirect, special, incidental, or
consequential damages of any character arising as a result of this License or out of the use or inability to use
the Work (including but not limited to damages for loss of goodwill, work stoppage, computer failure or
malfunction, or any and all other commercial damages or losses), even if such Contributor has been advised
of the possibility of such damages.\n9. Accepting Warranty or Additional Liability. While redistributing the
Work or Derivative Works thereof, You may choose to offer, and charge a fee for, acceptance of support,
warranty, indemnity, or other liability obligations and/or rights consistent with this License. However, in
accepting such obligations, You may act only on Your own behalf and on Your sole responsibility, not on
behalf of any other Contributor, and only if You agree to indemnify, defend, and hold each Contributor
harmless for any liability incurred by, or claims asserted against, such Contributor by reason of your accepting
any such warranty or additional liability \nEND OF TERMS AND CONDITIONS\n\nAPPENDIX: How to apply
the Apache License to your work.\n\nTo apply the Apache License to your work, attach the following
boilerplate notice, with the fields enclosed by brackets \"[]\" replaced with your own identifying information.
(Don't include the brackets!) The text should be enclosed in the appropriate comment syntax for the file
format. We also recommend that a file or class name and description of purpose be included on the same
\"printed page\" as the copyright notice for easier identification within third-party archives.\n\nCopyright [yyyy]
[name of copyright owner]\n\nLicensed under the Apache License, Version 2.0 (the \"License\"); \nyou may
not use this file except in compliance with the License. \nYou may obtain a copy of the License
at\n\nhttp://www.apache.org/licenses/LICENSE-2.0\n\nUnless required by applicable law or agreed to in
writing, software \ndistributed under the License is distributed on an \"AS IS\" BASIS, \nWITHOUT
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WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. \nSee the License for the specific
language governing permissions and \nlimitations under the License."

]
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Introduction

Dear customer, Dear customer,
Thank you for purchasing this product.

The device fulfils the requirements of the following EU directives: EMC Directive 2014/30/EU and RoHS
Directive 2011/65/EU.

To maintain this condition and ensure safe operation, you as the user must observe these operating
instructions!

Read through the entire operating instructions before commissioning the product and observe all operating
and safety instructions!

All company names and product designations are trademarks of their respective owners. All rights
reserved.

If you have any questions, please contact your specialist installer or dealer!

PN

Disclaimer

These operating instructions have been compiled with the utmost care. However, should you notice any
omissions or inaccuracies, please inform us in writing at the address given on the back of the manual.

ABUS Security-Center GmbH & Co KG accepts no liability for technical and typographical errors and reserves
the right to make changes to the product and operating instructions at any time without prior notice.

ABUS Security-Center is not liable or responsible for any direct or indirect consequential damage arising in
connection with the equipment, performance and use of this product. No guarantee is given for the content of
this document.
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Explanation of symbols

& The symbol with the lightning bolt in the triangle is used when there is a danger to
health, e.g. due to electric shock.

& An exclamation mark in the triangle indicates important instructions in this operating
manual that must be observed.

& This symbol is used when special tips and operating instructions are to be given.

Important safety instructions

& Damage caused by failure to observe these operating instructions will invalidate the
warranty. We accept no liability for consequential damage!

We accept no liability for damage to property or personal injury caused by improper
& handling or failure to observe the safety instructions. In such cases, all warranty
claims are void!

Dear customer, the following safety and hazard information is intended not only to protect your
health, but also to protect the appliance. Please read the following points carefully:

. There are no serviceable parts inside the product. Disassembly also invalidates the approval (CE)
and the guarantee/warranty.

o The product can be damaged if it falls from even a small height.

. Mount the product in such a way that direct sunlight cannot fall on the device's image sensor.
Observe the installation instructions in the corresponding chapter of these operating instructions.

. The device is designed for indoor and outdoor use (IP67).

Avoid the following adverse environmental conditions during operation:

Moisture or excessive humidity

Extreme cold or heat

Direct sunlight

Dust or flammable gases, vapours or solvents

Strong vibrations

strong magnetic fields, such as in the vicinity of machines or loudspeakers.
The camera must not be installed on unstable surfaces.

General safety instructions:

. Do not leave packaging material lying around carelessly! Plastic film/bags, polystyrene parts etc.
could become a dangerous toy for children.

. For safety reasons, the video surveillance camera must not be placed in the hands of children as
small parts can be swallowed.

. Please do not insert any objects into the interior of the device through the openings

. Only use the additional devices/accessories specified by the manufacturer. Do not connect any
incompatible products.

o Please observe the safety instructions and operating instructions for the other connected devices.
° Check the appliance for damage before commissioning; if this is the case, please do not operate the
appliance!

. Observe the limits of the operating voltage specified in the technical data. Higher voltages can

destroy the appliance and jeopardise your safety (electric shock).

Safety instructions
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1. Power supply: Observe the information on the rating plate for the supply voltage and power
consumption.

2. Overloading
Avoid overloading mains sockets, extension cables and adapters, as this can lead to fire or electric shock.

3. Cleaning
Only clean the appliance with a damp cloth without using harsh cleaning agents.
The appliance must be disconnected from the mains.

Warnings

All safety and operating instructions must be observed before using the appliance for the first time!

1. Observe the following instructions to prevent damage to the mains cable and mains plug:
. When disconnecting the appliance from the mains, do not pull on the mains cable, but grasp the plug.
. Ensure that the mains cable is as far away from heating appliances as possible to prevent the plastic

sheathing from melting.

2. Follow these instructions. Failure to do so may result in an electric shock:
. Never open the housing or the power supply unit.
. Do not insert any metal or flammable objects inside the appliance.
. To avoid damage caused by overvoltage (e.g. thunderstorms), please use overvoltage protection.
3. Please disconnect defective devices from the power supply immediately and inform your specialist
dealer.

& When installing in an existing video surveillance system, make sure that all devices are

disconnected from the mains and low-voltage circuit.
& If in doubt, do not carry out the assembly, installation and wiring yourself, but leave this to a

specialist. Improper and unprofessional work on the mains supply or domestic installations
not only poses a risk to yourself, but also to other people.

Wire the installations so that the mains and low-voltage circuits always run separately and
are not connected to each other at any point or cannot be connected due to a fault.

Unpacking

Handle the appliance with the utmost care when unpacking it.

& If the original packaging is damaged, check the appliance first. If the appliance is damaged,
send it back with the packaging and inform the delivery service.

32



Table of contents

@ kb=

Intended use

Scope of delivery

Features and functions

Description of the connections

Installation instructions

5.1 Table-top installation

5.2 Wall installation

5.3 19 inch network rack installation

5.4 Connecting the protective earth

Initial commissioning

6.1 Using the ABUS IP Installer to search for cameras
6.2 Accessing the network camera via web browser
6.3 Initial password assignment

Configuration

7.1. Configuration overview

7.1.1. Changing the device password
7.2. System management

7.21. Time configuration

7.2.2. Network configuration
7.2.3. System management
7.3. Network Monitoring

7.3.1. Network device search
7.3.2. MAC address overview
7.3.3. Port statistics

7.3.4. Cable detection

7.4. Layer 2 configuration

7.4.1. Port attributes

7.4.2. Link aggregation / port bundling

7.4.3. Long Range Mode / Mode for long range
7.4.4. STP - Spanning Tree Protocol

7.4.5. Port Mirroring

7.4.6. LLDP - Link Layer Discovery Protocol

7.5. Security and Safety
7.51. Port Isolation
7.6. VLAN Management
7.6.1. VLAN port configuration
7.7. PoE Management

8. maintenance instructions
8.1 Cleaning
8.2 Disposal

9 Technical data

33

34
34
34
35
36
36
36
36
36
36
36
38
38
39
39

39
39

39
39
40
40

40
40
40
41
41

41
42
42
43
44
44
46

46
46

47
47

49
49
49
50



1.

Intended use

This PoE network switch is used as a communication and power supply device for network devices with a
Power-Over-Ethernet connection.

2.

Scope of delivery

DOK

16 or 24 port PoE managed switch

Safety instructions

Power cable (EU)

O
L

A

2 x rack bracket for 19" installation

Features and functions

Connections: 16 x (ITAC10121) or 24 x (ITAC10131) PoE Gigabit (downstream), 1 x Gigabit (uplink)

RJ45, 1 x Gigabit (uplink) SFP

Supports PoE and PoE+ (IEEE 802.3 af/at)

Supports web-based network management and PoE management
Display of PoE power consumption for each port in the web browser
6 KV overvoltage protection reduces the risk of failure and damage

Port isolation, PoE watchdog, link aggregation/port bundling, loop prevention/loop prevention
Suitable for professional installation in a 19" rack
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Grounding Terminal

4. Description of the connections
Front panel
Gigabit SFP Fiber Optical Port Indicator
(Port 18) PoE Indicator
Gigabit Ri3> PomiyIndicator | |Nk/ACT Indicator| ~ Gigabit PoE R145 Port
A
PoE-MAX Indicator Gigabit RJ45 Port
PWR Indi R B (Port 17)
ndicator eset Button Gigabit SFP Fiber Optical Port
(Port 18)
Rear panel

Power Supply

©

oL

©@

Designation

Function

PWR Indicator

e Lights up continuously: The network switch is switched on normally.
¢ Not lit: No power cable is connected or the power supply is faulty.

PoE-MAX Indicator

e Lights up/flashes: The output power of the switch has already reached
the upper limit or is about to do so. The power supply may be
abnormal if several devices are connected.

¢ Not lit: The switch is not supplying power to a connected device (PD)
or is supplying power to a PD normally and its output power has not
reached the upper limit.

¢ The PoE MAX indicator goes out approximately 5 seconds after the
switch's output power returns to normal.

Gigabit RJ45 Port Indicator
(Port 17)

Lights up continuously: The port is connected.
Flashing: The port is transmitting data.
Not lit: The port is disconnected or the connection is faulty

Gigabit SFP Fibre Optical
Port Indicator (Port 18)

Lights up: The Gigabit SFP fibre optic port is connected.
Flashing: The Gigabit SFP fibre optic port is transmitting data.
Off: The Gigabit SFP fibre optic connection is disconnected or the
connection is faulty.

Reset button

Is used to reset all configurations of the switch to the default settings.

LINK/ACT Indicator

¢ Lights up continuously: The port is connected.
Flashing: The port is transmitting data.
Not lit: The port is disconnected or the connection is faulty.

PoE Indicator

Lit continuously: The switch is supplying a PD with power normally.
Not lit: The switch is disconnected from a PD or the power supply is
faulty.

Gigabit PoE RJ45 port

Used to connect to a PD (PoE device) via a network cable.
ITAC10121: 16 ports
ITAC10131: 24 ports
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Gigabit RJ45 port (port 17)

Used to connect to another device via a network cable.

Gigabit SFP Fibre Optical
Port (Port 18)

Used to connect to another device via a fibre optic cable when connected
to an optical module.

Grounding terminal

Connection for protective earthing

Power supply

Connection for the supplied mains cable (230 VAC)

5. Installation instructions

5.1 Desktop installation

5.2 Wall installation

*

5.3 19-inch network rack installation

5.4 Connecting the protective earth

/

2
Grounding Terminal
ﬁ'““‘-n
.
L. - -"“-.‘
S

Grounding Cable ™—__

— Grounding Bar

Initial commissioning

6.1 Using the ABUS IP Installer to search for cameras

Install and start the ABUS IP Installer or the ABUS IP Tool. These are available via the ABUS website
www.abus.com for the respective product.

The switch should now appear in the selection list, possibly with an IP address that does not match the target
network. The IP settings of the switch can be changed using the IP Installer or the IP Tool.

A previously selected switch can be opened directly in the Internet browser via the "Browser" button (the
browser set as the default browser under Windows is used).
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13:34:36 IPinstaller9.1.1

L e e

Alle auswhlen

D Mame: [ v— T Satus Borutzer Kernmort Fimare Fimveare-Update  Seseoruamer MACAdresse

1 Outdoor Tude 19216804980  IPCAB2505  aktwiert V238 = BCTICBUG2708  Be-11-cb-08-27-08

Compact:

Sie missen Benutzername und Kennwort angeben.

Klicken Sie mit dem rechten Mausbutton auf die selektierte Zeile.

Alternatively, the ABUS IP Tool can also be used for searching, assigning
passwords, adjusting the network parameters or updating the firmware.
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6.2 Accessing the network camera via web browser

Enter the IP address of the camera in the address bar of the browser (if the http port has been changed,
"http://" must also be entered before the IP address).

& http://192168.0.182 L~2 <:| & IP_Camera

6.3 Initial password assignment

For IT security reasons, it is necessary to use a secure password with the appropriate use of lower case
letters, upper case letters, numbers and special characters.

No password is assigned ex works; this must be assigned the first time the camera is used. This can be done
via the ABUS IP Installer ("Activate" button), the ABUS IP Tool or via the device's website.

A secure password must fulfil at least the following requirements:
- 8-16 characters

- Valid characters: Numbers, lower case letters, upper case letters, special characters (!$ % &/ () =7
+-)

- 2 different types of characters must be used

= ®
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7. Configuration

7.1. Overview

Device designation: Displays the name of the switch. You can change the name by clicking on the
name.
VLAN overview: Overview of the number of configured VLANs
PoE power overview: Display of the total and peak consumption of the PoE power
Basic information: Basic information about the switch
Port panel: Graphical status display of the port connection
Port Panel

1 2 3 4 G1 G2

Ml Connected 4 PoE Enabled

Port details: Overview of the activation and properties of all ports

Port Details
Port Name Connection Status Port Up Actual Rate/Duplex Configured Rate/Duplex Flow Control
Eth1 Connected 100 MbpsiFull-Duplex AutofAuto

Eth2 Disconnected AutofAuto

Eth3 Disconnected AutofAuto

Eth4 Disconnected AutofAuto

Eth5 Disconnected AutofAuto

888848
888848

Ethé Disconnected AutofAuto

7.1.1. Change device port

There is a lock symbol in the top right-hand corner. This button can be used to change the password for
access to the web interface.

& If you have forgotten the password, carry out a RESET using the button on the front.
7.2. System management

7.2.1. Time configuration

Setting the time zone, time synchronisation via NTP or manual date/time setting.
7.2.2. Network configuration

Select a management VLAN and set the IPv4 address, IPv4 subnet mask, default IPv4 gateway, preferred
DNS address and alternative DNS address as required or enable DHCP for automatic IP address assignment.
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Basic Configuration

DHCP

Management VLAN | 1

* |Pv4 Address

* IPv4 Subnet Mask

* Default IPv4 Gateway

DNS Address Configuration

* Preferred DNS Address

* Alternate DNS Address

7.2.3. System administration

Here you can restart the switch, update the firmware, perform a partial reset, perform a full factory reset,
export the configuration or import the configuration.

7.3. Network monitoring

7.3.1. Network device search

The "Network device detection" function automatically recognises transmission devices in the same LAN as
the switch and displays information about these devices. Go to Network monitoring — Network device
detection. The IP address, type, model and serial number of the network devices found are displayed there.
Alternatively, you can select a device and click on the device's web configuration page in the "Operation”
column.

7.3.2. MAC address overview

In this menu, you can search for devices found using the MAC address.

7.3.3. Port statistics
You can monitor the transmitted data of the device ports and collect statistics. Go to Network monitoring —

Port statistics. In the statistics list, you can view the current connection status of each port and the data
transmitted by each port.
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Port Statistics

M Connected

Statistics Data

@ GlearAll 7 Refiesh (305) v

Port Name Sending Rate Receiving Rate Sent Packets Received Packets Inbound Error Packets Peak Sending Rate Peak Receiving Rate
Etht 22 4Kbps 754.0Kbps 342,490 14222505 [ 234 4Kbps 1.5Mbps
Eth2

Eth3

Eths

Eths

Eng

Emn7

Ethg

Get

7.3.4. Cable detection

Cable detection is a function that recognises the status of Ethernet port cables, for example to check whether
there is a short circuit or an interruption in the receive or transmit direction of a cable and, if necessary, to
locate the faulty cable. Go to Network monitoring — Cable detection, select the desired port in the left port
area and click on Detect to display the detection result.

Cable Detection Port(s) Selected Ethi

1 2 3 4 5 6 7 8 61

Detection Result

Port Name Cable Status Cable Length(m} Deseription

Etnt Normal 1 Cable status is norml

7.4. Layer 2 configuration

7.4.1. Port attributes

Basic properties of the individual network ports are defined in this menu item.

The ports can be selected by clicking on them. Several ports can also be edited simultaneously.
Port Up: Activation of the port

Duplex Mode:  Selection from automatic detection, half and full duplex for the transmission mode
Rate (Mbps): Network interface speed. Selection from Auto, 10/100/1000 Mbps

Flow Control: Flow control active/deactive

Port status: Overview of all settings for all ports
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Port Configuration t t o select t gain to le ports can be sele a Port(s) Selected + AddAll [ Clear All

Eth1 x Eih2 x

n Port Up D

1 2 3 4 G G2 Duplex Mode Half-Duplex Full-Duplex (®) Auto

Rate (Mbps) | Auto

Flow Control ()
Port Status
Port Name Connection Status Up/Down Status Actual Rate/Duplex Configured Rate/Duplex Flow Control
Eth1 Disconnected up - Auto/AUto Enabled
Eth2 Connected Up 100 Mbps/Full-Duplex Auto/Auto Enabled
Eth3 Disconnected Up - Auto/Auto Enabled
Ethd Disconnected up - AUto/AUto Enabled
Gel Disconnected Up - Auto/Auto Enabled
Ge2 Disconnected Up 4 1000 Mbps/Auto Enabled

7.4.2. Link aggregation / port bundling

Link aggregation is used to combine several physical connections into a logical data path with high
bandwidth, resulting in a stronger and faster network connection.

A minimum of 2 ports and a maximum of 4 ports form a port group.

Certain port attributes must be identical for ports in a group: Transmission rate, duplex mode, flow control,
long range mode and VLAN configuration

1. The first link group is prepared.
2. Select 2-4 ports by clicking on them.
3. Press Save

Link Aggregation Aggregation 2

Aggregation Group 1 Pori(s) Selected

1 3 5 7 9 1 13 15 17
2 4 6 8 10 12 14 16 18

[ Connected @) Aggregation Group Number

Aggregation Group Details ©

Aggregatien Group Number Member Ports

1 Get; Ge2

7.4.3. Long Range Mode / High Range Mode

The transmission range of a port with activated long range mode can be up to 300 metres at a speed of 10
Mbps. Unfortunately, this depends on the cable route.

Select the desired ports by clicking on them and save the setting.
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Long-Range Mode Port(s) Selected + Add Al ] Clear Al

Eth1 x Eth2 X

ﬂ Long-Range vode (@)

[l Connected | Long-Range Mode Enabled

Port Long-Range Status

Port Name Long-Range Mode
Eth1 Enabled
Ethz Enabled
Eth3 Disabled

Eth4 Disabled

7.4.4. STP - Spanning Tree Protocol

The Spanning Tree Protocol (STP) is a layer 2 link management protocol that provides path redundancy and
prevents loops in a network topology. STP uses a spanning tree algorithm to select a switch as the root of a
spanning tree and determines the network topology by transmitting Bridge Protocol Data Unit (BPDU) packets
between devices, creating a stable network.

Firstly, activate the STP function using the slider.

Parameters Explanation

Bridge Priority e  The value ranges from 0 to 61440, in steps of 4096. The default
value is 32768. Valid values are 0, 4096, 8192, 12288, 16384 and
61440.

e  The lower the value, the higher the bridge priority of a switch. A
switch with a higher bridge priority is more likely to become the root
bridge.

Hello Time The interval between the individual BPDUs that are sent to a port and
used to diagnose the port connection. The value is between 1 and 10
seconds. The default value is 2 seconds.

Max. Aging Time The maximum amount of time for which an STP-enabled switch port
stores its configuration BPDU information. The value is between 6 and 40
seconds. The default value is 20 seconds.

Note:

The maximum ageing time must fulfil the following conditions: 2 x (Hello
time + 1) < maximum ageing time < 2 x (Forwarding delay - 1)
Forwarding delay The time interval spent in the listening and learning state when the
topology changes. The value is between 4 and 30 seconds. The default
value is 15 seconds.
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STP
Global STP Configuration

sTP ()

* Bridge Priority | 32768
* * Hello Time | 2
* Max. Aging Time | 20

* Forwarding Delay | 15

. Connected @ Blocking

7.4.5. Port Mirroring

Port mirroring is a function in network switches that enables administrators to monitor the data traffic on a port
(mirrored port) and replicate this data to another port (mirroring port) for analysis. This replication takes place
in real time so that the administrator can see a "mirror" or an exact copy of the data traffic on the mirrored
port.

Firstly, activate the function using the slider.
A port is selected as the target of the mirroring. Several ports can be selected as the source port. Incoming
and/or outgoing data can be mirrored.

Port Mirroring Port Mirroring Configuration
Enable (D
Monitoring Port | Eth1
Mirrored Port
Pori(s) Selected + Add All
1 2 3 4 G1 G2
Mirroring Direction | Egress and Ingress
M Cconnected  t Egress 1 Ingress 1} Egress and Ingress <& Monitoring Port
Port Mirroring Status
Port Name Mirroring Status Mirroring Direction
Etht Disabled
Eth2 Disabled
Eth3 Disabled
Eth4 Disabled
Get Disabled

7.4.6. LLDP - Link Layer Discovery Protocol

Link Layer Discovery Protocol (LLDP) is a layer 2 neighbour discovery protocol that enables devices to pass
on device information to their directly connected peers/neighbours. When LLDP is enabled, network devices
can send LLDP data units (LLDPDUSs) to inform other devices about their status. LLDP helps to draw the
network topology and recognise faulty configurations in a network.

Activate the function using the slider. The function is then active for all ports.
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LLDP

1 3 5 7 9 " 13 15 17

W Connected

Neighbor Information

Local Port Name Peer P Address Peer Device Name
Ge9
Gel13

Gels

LLDP Configuration

enzve @D

Peer MAC Address

Peer Port Name

Gel
Get

GigaEthernet1/0/44
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7.5. Security

7.5.1. Portisolation

With port isolation, you can add several ports to an isolation group so that the ports within the same isolation
group cannot communicate with each other. For example, you can prevent PCs on different ports from
communicating with each other without configuring VLANS.

Firstly, activate the function using the slider.
Select the desired ports for a group by clicking on them and save the setting.

Port Isolation Port(s) Selected 4+ AddAll i Clear All

Eth1 x Eth2 x

ﬂ * Port Isolation ()

1 2 3 4 G1 G2
Save

Connected @] Port Isolation Enabled

Port Isolation Status
Port Name Isolation Status
Eth1 Disabled
Eth2 Disabled
Eth3 Disabled
Eth4 Disabled
Gel Disabled

Ge2 Disabled

7.6. VLAN management

Virtual local area networks (VLANS) divide an existing physical network into several logical networks. Each
VLAN thus creates its own broadcast domain. VLANs allow users in the same VLAN to communicate with
each other, while users in other VLANSs are isolated. In this way, different broadcast domains are isolated,
which increases network security.

1. Click on VLAN Management.
2. Click on GLOBAL VLAN Configuration.
3. Click on ADD.

Single: Add a VLAN
Batch: Add several VLANs at the same time

4. SetVLANID

Single: Entera VLANID (e.g. 1)
Batch: Enter a start and end VLAN ID (e.g. 1 to 2)
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VLAN X

+ Add

VLAN ID

1

7.6.1.  VLAN port configuration
Then configure the port properties of the VLAN.

1. Select a port of the VLAN. All available ports can also be added using the ADD ALL button.
2. Now specify the VLAN type:

ACCESS: Only one VLAN can be configured on the interface of an ACCESS port and it can only
transmit data traffic for one VLAN, normally the default VLAN (VLAN 1).

TRUNK: Two or more VLANSs can be configured on the interface of a TRUNK port, and it can transmit
traffic for multiple VLANs simultaneously.

VLAN Management Global VLAN Configuration
VLAN VLAN(s) Added: 150(Up to 4094 VLANs al... Edit
Port VLAN Configuration

Port(s) Selected 4+ Add All

Type | ACCESS

PVID |1

ACCESS TRUNK @ PVID

7.7. PoE management

PoE watchdog configuration: When this function is active, connected PoE end devices are monitored for
PoE supply and automatically restarted in the event of problems
(deactivation and activation of the affected PoE port)

PoE Management: On the left-hand side, select the ports which should be supplied with PoE.
All ports can be added via ADD ALL.
Activate the "PoE" slider.

PD Compatibility Mode: It may happen that PoE end devices cannot be
started successfully through the PoE port. This may be due to an
incompatible PoE interface on the end device.

To increase compatibility, you can activate the PD Compatibility Mode
function.

Port PoE status: Display for PoE activation status, the activation status of the PD

Compatibility Mode, the output power and the power supply status of the
PoE ports
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PoE Management C the port panel to select a port, and click aga ncel selection. Multiple PoE Watchdog Configuration
@ enave @D
Port PoE Configuration
L 3 5 7 S " 13 15 7 Pori(s) Selected + Add All (I Clear Al
[ o | (o W o | T
2 a s 8 10 12 14 16 18

e @D

@ PD Compati.

M connected @ PoE Enabled

Port PoE Status

7 Refresh
Port Name POE PD Compatibility Mode Output Power (W) Power Supply Status Description
Gel Enabled Disabled — Detecting ) -
Ge2 Enabled Disabled - Detecting ) .
Ge3 Enabled Disabled - Detecting ) .
Ged Enabled Disabled - Detecting ) -
Ges Enabled Disabled - Detecting ) -
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8. maintenance notes

Regularly check the technical safety of the product, e.g. damage to the housing.

If it can be assumed that safe operation is no longer possible, the product must be taken out of operation and
secured against unintentional operation.

It can be assumed that safe operation is no longer possible if

. the appliance shows visible signs of damage,
. the appliance no longer functions

2 Please note:
The product is maintenance-free for you. There are no components inside the product for
you to check or maintain; never open it.

8.1 Cleaning

Clean the product with a clean, dry cloth. For heavier soiling, the cloth can be lightly dampened with lukewarm
water.

Make sure that no liquids get into the appliance.
& Do not use any chemical cleaners, as this could damage the surface of the housing and the
screen (discolouration).

8.2 Disposal
" Attention: The EU Directive 2002/96/EC regulates the proper return, treatment and
ﬁ recycling of used electronic devices. This symbol means that, in the interests of
..o environmental protection, the appliance must be disposed of at the end of its service life

==mm= | in accordance with the applicable legal regulations and separately from household or
commercial waste. The old appliance can be disposed of at official collection centres in
your country. Follow the local regulations when disposing of the materials. For further
details on take-back (also for non-EU countries), please contact your local authorities.
Separate collection and recycling conserves natural resources and ensures that all
regulations for the protection of health and the environment are observed when recycling
the product.
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9 Technical data

The technical data of the individual cameras is available at www.abus.com via the product search.

10. open source licence information

{
"project":{
"name": "Open Source Software Licences",
"applies_to":"ITAC10121, ITAC10131"

I3
"software":{
"licences":[
{
"licence": "MIT License",
"SPDX-License-Identifier": "MIT",
"licence_urls"[
"https://opensource.org/license/mit/",
"https://spdx.org/licenses/MIT.html"
],
"components":[
{
"name": "vue-i18n",
"version": "8.26.7"
I3
{
"name": "lodash",
"version": "4.17.21"
13
{
"name": "crypto-js",
"version": "3.1.2"
3
{ " nn H n
name": "axios",
"version": "0.20.0"
3
{
"name": "vue-router",
"version": "4.0.12"
}
],
"description": "Please refer to Appendix_| below in Appendices for the terms
of this licence."
I3
{

"licence": "Apache License 2.0",

"SPDX-License-ldentifier": "Apache-2.0",

"licence_urls"[
"https://www.apache.org/licenses/LICENSE-2.0",
"https://opensource.org/licenses/Apache-2.0",
"https://spdx.org/licenses/Apache-2.0.html"

]!
"components":[
{
"name": "mbed TLS",
"version": "2.25.0"
}
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"description": "Please refer to Appendix_Il below in Appendices for the terms
of this licence.”

]

}

note": "All software listed above is copyright by the respective author. Please see the source
code for detailed information."

}

isclaimer": "All software listed in the above is provided without any liability or warranty from their
copyright holders",
"Appendices":[

"name": "Appendix_1",

"licence_terms":"\nThe MIT License\n\nCopyright <YEAR> <COPYRIGHT
HOLDER>\n\nPermission is hereby granted, free of charge, to any person obtaining a copy of this software
and associated documentation files (the \"Software\"), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so, subject to the following
conditions:\n\nThe above copyright notice and this permission notice shall be included in all copies or
substantial portions of the Software.\n\nTHE SOFTWARE IS PROVIDED \"AS I1S\", WITHOUT WARRANTY
OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO
EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR
OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE."

3
{

"name": "Appendix_II",

"license_terms":"\nApache License \nVersion 2.0, January 2004
\nhttp://www.apache.org/licensesAN\nTERMS AND CONDITIONS FOR USE, REPRODUCTION, AND
DISTRIBUTION\n\n1. Definitions.\n\"License\" shall mean the terms and conditions for use, reproduction, and
distribution as defined by Sections 1 through 9 of this document.\n\n\"Licensor\" shall mean the copyright
owner or entity authorised by the copyright owner that is granting the License.\n\n\"Legal Entity\" shall mean
the union of the acting entity and all other entities that control, are controlled by, or are under common control
with that entity. For the purposes of this definition, \"control\" means (i) the power, direct or indirect, to cause
the direction or management of such entity, whether by contract or otherwise, or (ii) ownership of fifty percent
(50%) or more of the outstanding shares, or (iii) beneficial ownership of such entity.\n\n\"You\" (or \"Your\")
shall mean an individual or Legal Entity exercising permissions granted by this License.\n\n\"Source\" form
shall mean the preferred form for making modifications, including but not limited to software source code,
documentation source, and configuration files.\n\n\"Object\" form shall mean any form resulting from
mechanical transformation or translation of a Source form, including but not limited to compiled object code,
generated documentation, and conversions to other media types.\n\n\"Work\" shall mean the work of
authorship, whether in Source or Object form, made available under the License, as indicated by a copyright
notice that is included in or attached to the work (an example is provided in the Appendix
below).\n\n\"Derivative Works\" shall mean any work, whether in Source or Object form, that is based on (or
derived from) the Work and for which the editorial revisions, annotations, elaborations, or other modifications
represent, as a whole, an original work of authorship. For the purposes of this License, Derivative Works shall
not include works that remain separable from, or merely link (or bind by name) to the interfaces of, the Work
and Derivative Works thereof.\n\n\"Contribution\" shall mean any work of authorship, including the original
version of the Work and any modifications or additions to that Work or Derivative Works thereof, that is
intentionally submitted to Licensor for inclusion in the Work by the copyright owner or by an individual or Legal
Entity authorised to submit on behalf of the copyright owner. For the purposes of this definition, \"submitted\"
means any form of electronic, verbal, or written communication sent to the Licensor or its representatives,
including but not limited to communication on electronic mailing lists, source code control systems, and issue
tracking systems that are managed by, or on behalf of, the Licensor for the purpose of discussing and
improving the Work, but excluding communication that is conspicuously marked or otherwise designated in
writing by the copyright owner as \"Not a Contribution.\"\n\n\"Contributor\" shall mean Licensor and any
individual or Legal Entity on behalf of whom a Contribution has been received by Licensor and subsequently
incorporated within the Work.\n\n2. Grant of Copyright Licence. Subject to the terms and conditions of this
License, each Contributor hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-
free, irrevocable copyright licence to reproduce, prepare Derivative Works of, publicly display, publicly
perform, sublicense, and distribute the Work and such Derivative Works in Source or Object form.\n3. Grant
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of Patent Licence. Subject to the terms and conditions of this License, each Contributor hereby grants to You
a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable (except as stated in this section)
patent license to make, have made, use, offer to sell, sell, import, and otherwise transfer the Work, where
such license applies only to those patent claims licensable by such Contributor that are necessarily infringed
by their Contribution(s) alone or by combination of their Contribution(s) with the Work to which such
Contribution(s) was submitted. If You institute patent litigation against any entity (including a cross-claim or
counterclaim in a lawsuit) alleging that the Work or a Contribution incorporated within the Work constitutes
direct or contributory patent infringement, then any patent licences granted to You under this License for that
Work shall terminate as of the date such litigation is filed.\n4. Redistribution. You may reproduce and
distribute copies of the Work or Derivative Works thereof in any medium, with or without modifications, and in
Source or Object form, provided that You meet the following conditions:\n(a) You must give any other
recipients of the Work or Derivative Works a copy of this Licence; and\n(b) You must cause any modified files
to carry prominent notices stating that You changed the files; and\n(c) You must retain, in the Source form of
any Derivative Works that You distribute, all copyright, patent, trademark, and attribution notices from the
Source form of the Work, excluding those notices that do not pertain to any part of the Derivative Works;
and\n(d) If the Work includes a \"NOTICE\" text file as part of its distribution, then any Derivative Works that
You distribute must include a readable copy of the attribution notices contained within such NOTICE file,
excluding those notices that do not pertain to any part of the Derivative Works, in at least one of the following
places: within a NOTICE text file distributed as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or, within a display generated by the Derivative
Works, if and wherever such third-party notices normally appear. The contents of the NOTICE file are for
informational purposes only and do not modify the Licence. You may add Your own attribution notices within
Derivative Works that You distribute, alongside or as an addendum to the NOTICE text from the Work,
provided that such additional attribution notices cannot be construed as modifying the License.\nYou may add
Your own copyright statement to Your modifications and may provide additional or different license terms and
conditions for use, reproduction, or distribution of Your modifications, or for any such Derivative Works as a
whole, provided Your use, reproduction, and distribution of the Work otherwise complies with the conditions
stated in this License.\n\n5. Submission of Contributions. Unless You explicitly state otherwise, any
Contribution intentionally submitted for inclusion in the Work by You to the Licensor shall be subject to the
terms and conditions of this Licence, without any additional terms or conditions. Notwithstanding the above,
nothing herein shall supersede or modify the terms of any separate licence agreement you may have
executed with Licensor regarding such Contributions.\n6. Trademarks. This Licence does not grant
permission to use the trade names, trademarks, service marks, or product names of the Licensor, except as
required for reasonable and customary use in describing the origin of the Work and reproducing the content of
the NOTICE file.\n7. Disclaimer of Warranty. Unless required by applicable law or agreed to in writing,
Licensor provides the Work (and each Contributor provides its Contributions) on an \"AS IS\" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied, including, without
limitation, any warranties or conditions of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS
FOR A PARTICULAR PURPOSE. You are solely responsible for determining the appropriateness of using or
redistributing the Work and assume any risks associated with Your exercise of permissions under this
Licence.\n8. Limitation of Liability. In no event and under no legal theory, whether in tort (including
negligence), contract, or otherwise, unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be liable to You for damages, including any direct,
indirect, special, incidental, or consequential damages of any character arising as a result of this Licence or
out of the use or inability to use the Work (including but not limited to damages for loss of goodwill, work
stoppage, computer failure or malfunction, or any and all other commercial damages or losses), even if such
Contributor has been advised of the possibility of such damages.\n9. Accepting Warranty or Additional
Liability. While redistributing the Work or Derivative Works thereof, You may choose to offer, and charge a fee
for, acceptance of support, warranty, indemnity, or other liability obligations and/or rights consistent with this
Licence. However, in accepting such obligations, You may act only on Your own behalf and on Your sole
responsibility, not on behalf of any other Contributor, and only if You agree to indemnify, defend, and hold
each Contributor harmless for any liability incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability \nEND OF TERMS AND
CONDITIONS\N\nAPPENDIX: How to apply the Apache License to your work.\n\nTo apply the Apache
License to your work, attach the following boilerplate notice, with the fields enclosed by brackets \"[]\" replaced
with your own identifying information. (Don't include the brackets!) The text should be enclosed in the
appropriate comment syntax for the file format. We also recommend that a file or class name and description
of purpose be included on the same \"printed page\" as the copyright notice for easier identification within
third-party archives.\n\nCopyright [yyyy] [name of copyright owner]\n\nLicensed under the Apache License,
Version 2.0 (the \"License\"); \nyou may not use this file except in compliance with the License. \nYou may
obtain a copy of the License at\n\nhttp://www.apache.org/licenses/LICENSE-2.0\n\nUnless required by
applicable law or agreed to in writing, software \ndistributed under the License is distributed on an \"AS IS\"
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BASIS, \nWITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. \nSee the
License for the specific language governing permissions and \nlimitations under the License."

}
]
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Security Tech Germany

ITAC10121 /ITAC10131

Mode d'emploi

Version 09/2025 c €

Mode d'emploi original en langue allemande. A conserver pour une utilisation future !
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Introduction

Chére cliente, cher client,
nous vous remercions d'avoir acheté ce produit.

L'appareil répond aux exigences des directives européennes suivantes : directive CEM 2014/30/UE et
directive RoHS 2011/65/UE.

Afin de maintenir cet état et de garantir un fonctionnement sans danger, vous devez, en tant qu'utilisateur,
respecter le présent mode d'emploi !

Avant de mettre le produit en service, veuillez lire attentivement l'intégralité du mode d'emploi et respecter
toutes les consignes d'utilisation et de sécurité !

Tous les noms de sociétés et désignations de produits mentionnés sont des marques déposées de

leurs propriétaires respectifs. Tous droits réservés.

Pour toute question, veuillez vous adresser a votre installateur spécialisé ou a votre revendeur
spécialisé !

PN

Clause de non-responsabilité

Ce mode d'emploi a été rédigé avec le plus grand soin. Si vous constatez néanmoins des omissions ou des
inexactitudes, veuillez nous en faire part par écrit a I'adresse indiquée au dos du manuel.

La société ABUS Security-Center GmbH &amp; Co. KG décline toute responsabilité pour les erreurs
techniques et typographiques et se réserve le droit d'apporter a tout moment et sans préavis des
modifications au produit et aux modes d'empiloi.

ABUS Security-Center n'est pas responsable des dommages directs ou indirects liés a I'équipement, aux
performances et a I'utilisation de ce produit. Aucune garantie n'est donnée quant au contenu de ce document,
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Explication des symboles

danger pour la

2 Le symbole représentant un éclair dans un triangle est utilisé lorsqu'il existe un
, par exemple en cas de choc électrique.

& Un point d'exclamation dans un triangle indique des remarques importantes dans ce
mode d'emploi, qui doivent impérativement étre respectées.

& Ce symbole est utilisé pour vous donner des conseils et des remarques spécifiques
concernant l'utilisation.

Consignes de sécurité importantes

& Les dommages causés par le non-respect de ce mode d'emploi entrainent I'annulation
de la garantie. Nous déclinons toute responsabilité pour les dommages consécutifs !

Nous déclinons toute responsabilité en cas de dommages matériels ou corporels
& causés par une utilisation inappropriée ou le non-respect des consignes de sécurité.
Dans de tels cas, toute garantie est annulée !

Cheére cliente, cher client, les consignes de sécurité et les avertissements suivants servent non
seulement a protéger votre santé, mais aussi a protéger I'appareil. Veuillez lire attentivement les
points suivants :

° Il n'y a aucune piéce a entretenir a l'intérieur du produit. De plus, le démontage entraine I'annulation
de I'hnomologation (CE) et de la garantie.

. Une chute, méme de faible hauteur, peut endommager le produit.

. Installez le produit de maniére a ce que le capteur d'image de I'appareil ne soit pas exposé a la

lumiére directe du soleil. Respectez les consignes de montage figurant dans le chapitre correspondant de ce
mode d'emploi.
. L'appareil est congu pour une utilisation en intérieur et en extérieur (IP67).

Evitez les conditions environnementales défavorables suivantes pendant le fonctionnement :

humidité ou humidité de l'air trop élevée

Froid ou chaleur extrémes

Rayonnement solaire direct

Poussiére ou gaz, vapeurs ou solvants inflammables

vibrations importantes

Champs magnétiques puissants, comme a proximité de machines ou de haut-parleurs.
La caméra ne doit pas étre installée sur des surfaces instables.

Consignes de sécurité générales :

. Ne laissez pas trainer les matériaux d'emballage ! Les films/sacs en plastique, les morceaux de
polystyréne, etc. peuvent devenir des jouets dangereux pour les enfants.

. Pour des raisons de sécurité, la caméra de vidéosurveillance ne doit pas étre mise entre les mains
des enfants en raison des petites piéces pouvant étre avalées.

. Veuillez ne pas introduire d'objets a l'intérieur de I'appareil par les ouvertures.

. Utilisez uniquement les appareils/accessoires supplémentaires indiqués par le fabricant. Ne
connectez pas de produits non compatibles.

. Veuillez respecter les consignes de sécurité et les modes d'emploi des autres appareils connectés.
. Avant la mise en service, vérifiez que I'appareil n'est pas endommagé. Si tel est le cas, ne le mettez
pas en service !

. Respectez les limites de tension de service indiquées dans les caractéristiques techniques. Des

tensions plus élevées peuvent détruire I'appareil et compromettre votre sécurité (choc électrique).

Consignes de sécurité
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1. Alimentation électrique : respectez les indications figurant sur la plaque signalétique concernant la
tension d'alimentation et la consommation électrique.

2. Surcharge

Evitez de surcharger les prises de courant, les rallonges et les adaptateurs, car cela pourrait entrainer un
incendie ou un choc électrique.

3. Nettoyage

Nettoyez I'appareil uniguement avec un chiffon humide, sans utiliser de produits nettoyants agressifs.
L'appareil doit &tre débranché du secteur.

Avertissements

Avant la premiére mise en service, veuillez respecter toutes les consignes de sécurité et d'utilisation !

1. Respectez les consignes suivantes afin d'éviter d'endommager le cable d'alimentation et la fiche
secteur :

. Lorsque vous débranchez I'appareil, ne tirez pas sur le cordon d'alimentation, mais saisissez la fiche.
° Veillez a ce que le cable d'alimentation soit aussi éloigné que possible des appareils de chauffage

afin d'éviter que la gaine en plastique ne fonde.

2. Suivez ces instructions. Le non-respect de ces consignes peut entrainer un choc électrique :

o N'ouvrez jamais le boitier ou le bloc d'alimentation.

. N'insérez pas d'objets métalliques ou inflammables a l'intérieur de I'appareil.

. Afin d'éviter tout dommage causé par des surtensions (par exemple lors d'un orage), veuillez utiliser

un parasurtenseur.

3. Veuillez débrancher immédiatement les appareils défectueux du secteur et en informer votre
revendeur spécialisé.

Lors de l'installation dans un systéme de vidéosurveillance existant, assurez-vous que tous
les appareils sont déconnectés du réseau électrique et du circuit basse tension.

& En cas de doute, ne procédez pas vous-méme au montage, a l'installation et au cablage,
mais confiez cette tche a un spécialiste. Des travaux inappropriés et amateurs sur le

réseau électrique ou les installations domestiques représentent un danger non seulement

pour vous-méme, mais aussi pour d'autres personnes.

Cablez les installations de maniére a ce que les circuits secteur et basse tension soient

toujours séparés et ne soient a aucun moment reliés entre eux ou susceptibles de I'étre en

raison d'un défaut.

Déballage

Lorsque vous déballez I'appareil, manipulez-le avec le plus grand soin.

& Si I'emballage d'origine est endommageé, vérifiez d'abord I'appareil. Si I'appareil est
endommagé, renvoyez-le avec son emballage et informez le service de livraison.
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1. Utilisation conforme

Ce commutateur réseau PoE sert de dispositif de communication et d'alimentation électrique pour les
appareils réseau dotés d'une connexion Power-Over-Ethernet.

2. Contenu de la livraison

—
r’
Commutateur F;)%Iié;ere a16ou24 Consignes de sécurité Cable d'alimentation (UE)
0

A

|
O

2 équerres de rack pour montage
19 pouces

3. Caractéristiques et fonctions

Connexions : 16 x (ITAC10121) ou 24 x (ITAC10131) PoE Gigabit (descendant), 1 x Gigabit
(ascendant) RJ45, 1 x Gigabit (ascendant) SFP

Prend en charge PoE et PoE+ (IEEE 802.3 af/at)

Prend en charge la gestion de réseau basée sur le Web et la gestion PoE

Affichage de la consommation PoE pour chaque port dans le navigateur Web

La protection contre les surtensions 6 KV réduit les risques de panne et d'endommagement

Isolation des ports, PoE Watchdog, agrégation de liens/regroupement de ports, prévention des boucles
Convient pour une installation professionnelle dans un rack 19 pouces
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4. Description des connecteurs

Face avant

Gigabit SFP Fiber Optical Port Indicator

(Port 18)
Gigabit RJ45 Port Indicator
(Port 17)

PoE Indicator

LINK/ACT Indicator| Gigabit PoE RJ45 Port

Arriére

Grounding Terminal

PoE-MAX Indicator
PWR Indicator

Gigabit RJ45 Port
(Port 17)

Reset Button Gigabit SFP Fiber Optical Port
(Port 18)

Power Supply

©

oL

©@

Désignation

Fonction

Indicateur PWR

e Allumé en permanence : le commutateur réseau est normalement
allumé.

« Eteint : aucun cable d'alimentation n'est connecté ou I'alimentation
électrique est défectueuse.

Indicateur PoE-MAX

e Allumé/clignotant : la puissance de sortie du commutateur a déja
atteint la limite supérieure ou est sur le point de I'atteindre.
L'alimentation électrique peut étre anormale si plusieurs appareils
sont connectés.

o FEteint : le commutateur n'alimente pas un appareil connecté (PD) ou
alimente normalement un PD, et sa puissance de sortie n'atteint pas
la limite supérieure.

e Environ 5 secondes aprés que la puissance de sortie du commutateur
a retrouvé sa valeur normale, l'indicateur POE-MAX s'éteint.

Indicateur de port Gigabit
RJ45
(port 17)

¢ Allumé en permanence : le port est connecté.
o Clignote : le port transfére des données.
o Eteint: le port est déconnecté ou la connexion est défectueuse.

Fibre optique Gigabit SFP
Indicateur de port (port 18)

e Allumé : le port Gigabit SFP fibre optique est connecté.

¢ Clignotant : le port Gigabit SFP fibre optique transfére des données.

o FEteint : le port Gigabit SFP fibre optique est déconnecté ou la
connexion est défectueuse.

Bouton de réinitialisation

Permet de rétablir les parameétres par défaut de toutes les configurations
du commutateur.

Indicateur LINK/ACT

e Allumé en permanence : le port est connecté.
. Qlignotant : le port transfére des données.
e Eteint: le port est déconnecté ou la connexion est défectueuse.

Indicateur PoE

e Allumé en permanence : le commutateur alimente normalement un
PD.
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e Eteint : le commutateur est déconnecté d'un PD ou I'alimentation
électrique est défectueuse.

Port Gigabit PoE RJ45 Utilisé pour la connexion a un PD (appareil PoE) via un cable réseau.

ITAC10121 : 16 ports

ITAC10131 : 24 ports

Port Gigabit RJ45 (port 17) Utilisé pour la connexion a un autre appareil via un cable réseau.

Port Gigabit SFP fibre optique | Utilisé pour la connexion a un autre appareil via une fibre optique lorsqu'il
(port 18) est connecté a un module optique.

Borne de mise a la terre Connexion pour la mise a la terre de protection

Alimentation électrique Connexion pour le cable secteur fourni (230 VCA)

5. Consignes d'installation
5.1 Installation sur table

5.2 Installation murale

w

5.3 Installation dans une armoire réseau 19 pouces

5.4 Raccordement de la terre de protection

[

_ o
Groun‘f'i‘hihrjg Terminal i’ /"]
— ==,

) .--H'\.
—
Grounding Cable ™+

.“-‘_, Grounding Bar

Premiére mise en service

6.1 Utilisation de I'ABUS IP Installer pour la recherche de caméras

Installez et lancez I'ABUS IP Installer ou I'ABUS IP Tool. Ceux-ci sont disponibles sur le site Web d'ABUS
www.abus.com pour chaque produit.

Le commutateur devrait maintenant apparaitre dans la liste de sélection, éventuellement avec une adresse IP
qui ne correspond pas au réseau cible. Les paramétres IP du commutateur peuvent étre modifiés a l'aide de
I'IP Installer ou de I'IP Tool.
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Le bouton « Navigateur » permet d'ouvrir un commutateur sélectionné précédemment directement dans le
navigateur Internet (le navigateur défini comme navigateur par défaut sous Windows est utilisé).

13:34:36 IPinstaller9.1.1

2, IPcA = E

Alle auswhlen

D Mame: P-Adresse T Satus Berutzer Kernmort Fimare Fimveare-Update  Seseorumer MACAdresse

1 Ouldoor Tuse 19216804980  IPCAB2SDS  akiwedt V238 5 BC1ICE062708  Bet<b08-27-08
Compact:
Sie missen Benutzername und Kennwort angeben.
Klicken Sie mit dem rechten Mausbutton auf die selektierte Zeile.
< >
O | | ] T | | [ |

Il est également possible d'utiliser I'outil IP ABUS pour effectuer une recherche,
attribuer un mot de passe, ajuster les paramétres réseau ou mettre a jour le
micrologiciel.
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6.2 Accés a la caméra réseau via un navigateur Web

Saisissez I'adresse IP de la caméra dans la barre d'adresse du navigateur (si le port http a été modifié, vous
devez également saisir « http:// » avant I'adresse IP).

& http://192168.0.182 L~2 <:| & IP_Camera

6.3 Attribution du premier mot de passe

Pour des raisons de sécurité informatique, il est nécessaire d'utiliser un mot de passe sécurisé comprenant
des lettres minuscules, des lettres majuscules, des chiffres et des caractéres spéciaux.

Aucun mot de passe n'est attribué en usine, celui-ci doit étre attribué lors de la premiére utilisation de la
caméra. Cela peut étre fait via l'installateur IP ABUS (bouton « Activer »), I'outil IP ABUS ou via la page Web
de l'appareil.

Un mot de passe sécurisé doit au moins répondre aux exigences suivantes :

- 8 a 16 caracteres

- Caractéres valides : chiffres, lettres minuscules, lettres majuscules, caractéres spéciaux ( ! $ %
&amp; /()=7+-)

- 2 types de caractéres différents doivent étre utilisés

= ®
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7. Configuration

7.1. Apercu

Nom de l'appareil : Affiche le nom du commutateur. En cliquant sur le nom, vous pouvez le modifier.
Apercu VLAN : Apercu du nombre de VLAN configurés

Apercu de la puissance PoE : Affichage de la consommation totale et maximale de la puissance PoE
Informations de base : Informations de base sur le commutateur

Panneau de ports : Affichage graphique de I'état de la connexion du port

Port Panel

1 2 3 4 G1 G2

Ml Connected 4 PoE Enabled

Détails des ports : Apercgu de I'activation et des propriétés de tous les ports

Port Details
Port Name Connection Status Port Up Actual Rate/Duplex Configured Rate/Duplex Flow Control
Eth1 Connected 100 MbpsiFull-Duplex AutofAuto

Eth2 Disconnected AutofAuto

Eth3 Disconnected AutofAuto

Eth4 Disconnected AutofAuto

Eth5 Disconnected AutofAuto

888848
888848

Ethé Disconnected AutofAuto

7.1.1.  Modifier le mot de passe de I'appareil
Dans le coin supérieur droit se trouve un symbole représentant un cadenas. Ce bouton permet de modifier le

mot de passe d'acceés a l'interface Web.

& Si vous avez oublié le mot de passe, effectuez une REINITIALISATION a I'aide du bouton situé a
I'avant.

7.2. Gestion du systéme

7.2.1. Configuration de I'heure

Réglage du fuseau horaire, synchronisation de I'heure via NTP ou réglage manuel de la date/heure.

7.2.2. Configuration réseau
Sélectionnez un VLAN de gestion et définissez I'adresse IPv4, le masque de sous-réseau IPv4, la passerelle

IPv4 par défaut, I'adresse DNS préférée et I'adresse DNS alternative selon vos besoins, ou activez le DHCP
pour l'attribution automatique d'adresses IP.
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Basic Configuration

DHCP
Management VLAN | 1
* IPv4 Address
* IPv4 Subnet Mask
* Default IPv4 Gateway

DNS Address Configuration

* Preferred DNS Address

* Alternate DNS Address

7.2.3. Administration du systéme
Il est possible ici de redémarrer le commutateur, de mettre a jour le micrologiciel, d'effectuer une

réinitialisation partielle, une réinitialisation compléte des parameétres d'usine, d'exporter la configuration ou
d'importer la configuration.

7.3. Surveillance du réseau

7.3.1. Recherche de périphériques réseau

La fonction « Détection des périphériques réseau » détecte automatiquement les périphériques de
transmission se trouvant sur le méme réseau local que le commutateur et affiche des informations sur ces
périphériques. Accédez a Surveillance du réseau — Détection des périphériques réseau. L'adresse IP, le
type, le modéle et le numéro de série des périphériques réseau détectés s'affichent. Vous pouvez également
sélectionner un périphérique et cliquer sur la page de configuration Web du périphérique dans la colonne «
Fonctionnement ».

7.3.2. Apercu des adresses MAC

Dans ce menu, vous pouvez rechercher les appareils détectés a I'aide de leur adresse MAC.

7.3.3. Statistiques des ports
Vous pouvez surveiller les données transmises par les ports des appareils et collecter des statistiques a ce

sujet. Allez dans Surveillance réseau — Statistiques des ports. Dans la liste des statistiques, vous pouvez
afficher I'état actuel de la connexion de chaque port et les données transmises par chaque port.

65



Port Statistics

M Connected

Statistics Data

@ GlearAll 7 Refiesh (305) v
Port Name Sending Rate Receiving Rate Sent Packets Received Packets Inbound Error Packets Peak Sending Rate Peak Receiving Rate
Etht 22 4Kbps 754.0Kbps 342,490 14222505 [ 234 4Kbps 1.5Mbps

Eth2
Eth3
Eths
Eths
Eng
Emn7

Ethg

7.3.4. Détection de cable

La détection de cable est une fonction qui détecte I'état des cables des ports Ethernet afin, par exemple, de
vérifier s'il y a un court-circuit ou une interruption dans le sens de réception ou d'émission d'un cable et, le cas
échéant, de localiser le cable défectueux. Accédez a Surveillance du réseau — Détection des cables,
sélectionnez le port souhaité dans la zone des ports a gauche et cliquez sur Détecter pour afficher le résultat
de la détection.

Cable Detection Pori(s) Selected Eth1

M Connected

Detection Result

Port Name Cable Status Cable Length(m} Deseription

Etnt Normal 1 Cable status is normal.

7.4. Configuration de la couche 2

7.4.1. Attributs du port
Dans ce menu, vous pouvez définir les propriétés de base de chaque port réseau.

Les ports peuvent étre sélectionnés en cliquant dessus. Il est également possible de modifier plusieurs ports
simultanément.

Port Up : Activation du port

Mode duplex :  Sélectionnez entre la détection automatique, le semi-duplex et le full-duplex pour le mode
de transmission

Débit (Mbps) :  Vitesse de l'interface réseau. Sélectionnez Auto, 10/100/1000 Mbit/s

Controle de flux : Controle de flux activé/désactivé

Etat du port : Apercu de tous les paramétres pour tous les ports
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Port Configuration t o select t gain t le port e Port(s) Selected + Add All [ Clear All

Eth1 x Eih2 x

n Port Up D

1 2 3 4 G G2 Duplex Mode Half-Duplex Full-Duplex (®) Auto

Rate (Mbps) | Auto

Flow Control ()
Port Status
Port Name Connection Status Up/Down Status Actual Rate/Duplex Configured Rate/Duplex Flow Control
Eth1 Disconnected up - Auto/AUto Enabled
Eth2 Connected Up 100 Mbps/Full-Duplex Auto/Auto Enabled
Eth3 Disconnected Up - Auto/Auto Enabled
Ethd Disconnected up - AUto/AUto Enabled
Gel Disconnected Up - Auto/Auto Enabled
Ge2 Disconnected Up 4 1000 Mbps/Auto Enabled

7.4.2. Agrégation de liens / regroupement de ports

L'agrégation de liens est utilisée pour combiner plusieurs connexions physiques en un chemin de données
logique a large bande passante, ce qui permet d'obtenir une connexion réseau plus puissante et plus rapide.

Au moins 2 ports et au maximum 4 ports forment un groupe de ports.

Certains attributs de port doivent étre identiques pour les ports d'un groupe : débit de transmission, mode
duplex, contréle de flux, mode longue portée et configuration VLAN.

1. Le premier groupe de liens est prét.
2. Sélectionnez 2 a 4 ports en cliquant dessus.
3. Appuyez sur Enregistrer.

Link Aggregation Aggregation 2

Aggregation Group 1 Pori(s) Selected

1 3 5 7 9 1 13 15 17
2 4 6 8 10 12 14 16 18

[ Connected @) Aggregation Group Number

Aggregation Group Details ©

Aggregatien Group Number Member Ports

1 Get; Ge2

7.4.3. Mode longue portée

La portée de transmission d'un port avec le mode longue portée activé peut atteindre 300 métres a une
vitesse de 10 Mbit/s. Cela dépend malheureusement de la longueur du cable.

Sélectionnez les ports souhaités en cliquant dessus et enregistrez le réglage.
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Long-Range Mode Port(s) Selected + Add Al ] Clear Al

Eth1 x Eth2 X

ﬂ Long-Range vode (@)

[l Connected | Long-Range Mode Enabled

Port Long-Range Status

Port Name Long-Range Mode
Eth1 Enabled
Ethz Enabled

Eth3 Disabled

Eth4 Disabled

7.4.4. STP — Spanning Tree Protocol

Le protocole Spanning Tree (STP) est un protocole de gestion de liaison de couche 2 qui offre une
redondance de chemin et empéche les boucles dans une topologie de réseau. Le STP utilise un algorithme
d'arbre couvrant pour sélectionner un commutateur comme racine d'un arbre couvrant et détermine la
topologie du réseau en transmettant des paquets BPDU (Bridge Protocol Data Unit) entre les appareils,
créant ainsi un réseau stable.

Commencez par activer la fonction STP a l'aide du curseur.

Paramétres Explication

Priorité du pont e Lavaleur varie de 0 a 61440, par incréments de 4096. La valeur par
défaut est 32768. Les valeurs valides sont 0, 4096, 8192, 12288,
16384 et 61440.

e  Plus la valeur est petite, plus la priorité du pont d'un commutateur
est élevée. Un commutateur avec une priorité de pont plus élevée a
plus de chances de devenir le pont racine.

Temps de salutation Intervalle entre les BPDU individuels envoyés sur un port et utilisés pour
diagnostiquer la connexion du port. La valeur est comprise entre 1 et 10
secondes. La valeur par défaut est 2 secondes.

Temps de vieillissement max. Durée maximale pendant laquelle un port de commutateur compatible
STP stocke ses informations de configuration BPDU. La valeur est
comprise entre 6 et 40 secondes. La valeur par défaut est de 20
secondes.

Remarque :

le délai d'expiration maximal doit respecter les conditions suivantes : 2 x
(temps de salutation + 1) < délai d'expiration maximal < 2 x (délai de
transfert — 1)

Délai de transfert Intervalle de temps passé en état d'écoute et d'apprentissage lorsque la
topologie change. La valeur est comprise entre 4 et 30 secondes. La
valeur par défaut est de 15 secondes.
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STP
Global STP Configuration

sTP ()

* Bridge Priority | 32768

* Hello Time | 2

* * Max. Aging Time | 20

* Forwarding Delay | 15

. Connected © Blocking

7.4.5. Mise en miroir des ports

La mise en miroir des ports est une fonction des commutateurs réseau qui permet aux administrateurs de
surveiller le trafic sur un port (port miroir) et de répliquer ces données sur un autre port (port de mise en
miroir) a des fins d'analyse. Cette réplication s'effectue en temps réel, de sorte que I'administrateur peut voir
un « miroir » ou une copie exacte du trafic sur le port miroir.

Commencez par activer la fonction a I'aide du curseur.
Un port est sélectionné comme destination de la mise en miroir. Plusieurs ports peuvent étre sélectionnés
comme port source. Les données entrantes et/ou sortantes peuvent étre mises en miroir.

Port Mirroring Port Mirroring Configuration
Enable (D
Monitoring Port | Eth1
Mirrored Port
Pori(s) Selected + Add All
1 2 3 4 G1 G2
Mirroring Direction | Egress and Ingress
M Cconnected  t Egress 1 Ingress 1} Egress and Ingress <& Monitoring Port
Port Mirroring Status
Port Name Mirroring Status Mirroring Direction
Etht Disabled
Eth2 Disabled
Eth3 Disabled
Eth4 Disabled
Get Disabled

7.4.6. LLDP - Link Layer Discovery Protocol

Le protocole LLDP (Link Layer Discovery Protocol) est un protocole de découverte de voisinage de couche 2
qui permet aux appareils de partager des informations sur les appareils avec leurs pairs/voisins directement
connectés. Lorsque le LLDP est activé, les périphériques réseau peuvent envoyer des unités de données
LLDP (LLDPDU) pour informer les autres périphériques de leur état. Le LLDP aide a dessiner la topologie du
réseau et a détecter les configurations incorrectes dans un réseau.

Activez la fonction a I'aide du curseur. La fonction est alors active pour tous les ports.
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LLDP

1 3 5 7 9 " 13 15 17

W Connected

Neighbor Information

Local Port Name Peer P Address Peer Device Name
Ge9
Gel13

Gels

LLDP Configuration

enzve @D

Peer MAC Address

Peer Port Name

Gel
Get

GigaEthernet1/0/44
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7.5. Sécurité

7.5.1. lIsolation des ports

L'isolation des ports vous permet d'ajouter plusieurs ports a un groupe d'isolation afin que les ports d'un
méme groupe d'isolation ne puissent pas communiquer entre eux. Vous pouvez ainsi empécher, par
exemple, que des PC connectés a différents ports communiquent entre eux sans configurer de VLAN.

Commencez par activer la fonction a I'aide du curseur.
Sélectionnez les ports souhaités pour un groupe en cliquant dessus et enregistrez le paramétre.

Port Isolation Port(s) Selected 4+ AddAll i Clear All

Eth1 x Eth2 x

ﬂ * Port Isolation ()

1 2 3 4 G1 G2
Save

Connected @] Port Isolation Enabled

Port Isolation Status
Port Name Isolation Status
Eth1 Disabled
Eth2 Disabled
Eth3 Disabled
Eth4 Disabled
Gel Disabled

Ge2 Disabled

7.6. Gestion des VLAN

Les réseaux locaux virtuels (VLAN) divisent un réseau physique existant en plusieurs réseaux logiques.

Chaque VLAN crée ainsi son propre domaine de diffusion. Les VLAN permettent aux utilisateurs d'un méme

VLAN de communiquer entre eux, tandis que les utilisateurs d'autres VLAN sont isolés. De cette maniére,
différents domaines de diffusion sont isolés, ce qui renforce la sécurité du réseau.

1. Cliquez sur Gestion des VLAN.
2. Cliquez sur Configuration VLAN GLOBAL.
3. Cliquez sur AJOUTER.

Single:  Ajouter un VLAN
Batch :  ajouter plusieurs VLAN simultanément

4. Définir I''D du VLAN

Simple : Entrez un identifiant VLAN (par exemple 1)
Lot : Entrez un identifiant VLAN de début et de fin (par exemple 1 a 2)
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VLAN

+ Add

VLAN ID

1

7.6.1. Configuration du port VLAN

Configurez ensuite les propriétés du port du VLAN.

1. Sélectionnez un port du VLAN. Le bouton ADD ALL permet également d'ajouter tous les ports

disponibles.

2. Définissez maintenant le type de VLAN :

ACCESS : Un seul VLAN peut étre configuré sur l'interface d'un port ACCESS et celui-ci ne peut
transmettre que le trafic de données pour un VLAN, généralement le VLAN standard (VLAN 1).

TRUNK : Deux VLAN ou plus peuvent étre configurés sur l'interface d'un port TRUNK, qui peut
transmettre simultanément le trafic de plusieurs VLAN.

VLAN Management

ACCESS

Global VLAN Configuration
VLAN VLAN(s) Added: 150(Up to 4094 VLANs al... Edit
Port VLAN Configuration

Port(s) Selected 4+ Add All

Type | ACCESS

PVID |1

TRUNK @ PVID

7.7. Gestion PoE

Configuration PoE Watchdog :

Gestion PoE :

Etat du port PoE :

Lorsque cette fonction est activée, les terminaux PoE connectés sont
surveillés en termes d'alimentation PoE et redémarrés automatiquement en
cas de probléme (désactivation et activation du port POE concerné).

Sélectionnez sur le coté gauche les ports qui doivent étre alimentés en PoE.
La fonction ADD ALL permet d'ajouter tous les ports.
Activez le curseur « PoOE ».

Mode de compatibilité PD (PD Compatibility Mode) : Il peut arriver que les
terminaux PoE ne puissent pas étre démarrés correctement via le port PoE.
Cela peut étre da a une interface PoE incompatible du terminal.

Pour améliorer la compatibilité, vous pouvez activer la fonction PD
Compatibility Mode.

Affichage de I'état d'activation PoE, de I'état d'activation du mode de

compatibilité PD, de la puissance de sortie et de I'état d'alimentation des
ports PoE.
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PoE Management C the port panel to select a port, and click aga ncel selection. Multiple PoE Watchdog Configuration
@ enave @D
Port PoE Configuration
L 3 5 7 S " 13 15 7 Pori(s) Selected + Add All (I Clear Al
[ o | (o W o | T
2 a s 8 10 12 14 16 18

e @D

@ PD Compati.

M connected @ PoE Enabled

Port PoE Status

7 Refresh
Port Name POE PD Compatibility Mode Output Power (W) Power Supply Status Description
Gel Enabled Disabled — Detecting ) -
Ge2 Enabled Disabled - Detecting ) .
Ge3 Enabled Disabled - Detecting ) .
Ged Enabled Disabled - Detecting ) -
Ges Enabled Disabled - Detecting ) -
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8. Remarques relatives a la maintenance de I'

Vérifiez réguliérement la sécurité technique du produit, par exemple I'absence de dommages au boitier.

S'il y a lieu de supposer qu'un fonctionnement sans danger n'est plus possible, le produit doit étre mis hors
service et protégé contre toute utilisation involontaire.

On peut supposer qu'un fonctionnement sans danger n'est plus possible si

l'appareil présente des dommages visibles,
. I'appareil ne fonctionne plus

C Remarque :
Le produit ne nécessite aucun entretien de votre part. |l ne contient aucun composant que
vous devez vérifier ou entretenir, ne 'ouvrez jamais.

8.1 Nettoyage

Nettoyez le produit a I'aide d'un chiffon propre et sec. En cas de salissures importantes, le chiffon peut étre
Iégérement humidifié avec de I'eau tiéde.

N'utilisez pas de nettoyants chimiques, car ceux-ci pourraient endommager la surface du

C Veillez a ce qu'aucun liquide ne pénétre dans I'appareil.
boitier et de I'écran (décoloration).

8.2. Elimination

Attention : la directive européenne 2002/96/CE régit la reprise, le traitement et le
recyclage des appareils électroniques usagés. Ce symbole signifie que, dans l'intérét de
la protection de I'environnement, I'appareil doit étre éliminé a la fin de sa durée de vie
conformément aux dispositions |égales en vigueur et séparément des déchets ménagers
ou industriels. L'élimination de I'ancien appareil peut étre effectuée via les points de
collecte officiels correspondants dans votre pays. Respectez les réglementations locales
lors de I'élimination des matériaux. Pour plus de détails sur la reprise (y compris pour les
pays non membres de I'UE), veuillez contacter votre administration locale. La collecte et
le recyclage séparés permettent de préserver les ressources naturelles et garantissent
que toutes les dispositions relatives a la protection de la santé et de I'environnement sont
respectées lors du recyclage du produit.

74



9. Caractéristiques techniques

Les caractéristiques techniques de chaque appareil photo sont disponibles sur www.abus.com via la
recherche de produits.

10. Mentions relatives a la licence open source

{
"project":{
"name":"Open Source Software Licenses",
"applies_to":"ITAC10121, ITAC10131"
|3
"software":{
"licenses":[
{
"license™:"MIT License",
"SPDX-License-Identifier":"MIT",
"license_urls"[
"https://opensource.org/license/mit/",
"https://spdx.org/licenses/MIT.html"
],
"components":[
{
"name":"vue-i18n",
"version":"8.26.7"
|3
{
"name":"lodash",
"version":"4.17.21"
|3
{
"name":"crypto-js",
"version":"3.1.2"
|3
name":"axios",
"version":"0.20.0"
|3
{
"name":"vue-router",
"version":"4.0.12"
| }
"description":"Please refer to Appendix_| below in Appendices for the terms of
this license."
b
{

"license":"Apache License 2.0",

"SPDX-License-ldentifier":"Apache-2.0",

"license_urls"[
"https://www.apache.org/licenses/LICENSE-2.0",
"https://opensource.org/licenses/Apache-2.0",
"https://spdx.org/licenses/Apache-2.0.html"

]!
"components":[
{
"name":"mbed TLS",
"version":"2.25.0"
}
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"description":"Please refer to Appendix_II below in Appendices for the terms
of this license."

}

"note":"All software listed above is copyright by the respective author. Please see the source
code for detailed information."

}

isclaimer":"All software listed in the above is provided without any liability or warranty from their
copyright holders",
"Appendices":[

"name":"Appendix_1",

"license_terms":"\nThe MIT License\n\nCopyright <YEAR> <COPYRIGHT
HOLDER>\n\nPermission is hereby granted, free of charge, to any person obtaining a copy of this software
and associated documentation files (the \"Software\"), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so, subject to the following
conditions:\n\nThe above copyright notice and this permission notice shall be included in all copies or
substantial portions of the Software.\n\nTHE SOFTWARE IS PROVIDED \"AS I1S\", WITHOUT WARRANTY
OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO
EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR
OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE."

13
{

"name":"Appendix_II",

"license_terms":"\nApache License \nVersion 2.0, January 2004
\nhttp://www.apache.org/licensesAN\nTERMS AND CONDITIONS FOR USE, REPRODUCTION, AND
DISTRIBUTION\n\n1. Definitions.\n\"License\" shall mean the terms and conditions for use, reproduction, and
distribution as defined by Sections 1 through 9 of this document.\n\n\"Licensor\" shall mean the copyright
owner or entity authorized by the copyright owner that is granting the License.\n\n\"Legal Entity\" shall mean
the union of the acting entity and all other entities that control, are controlled by, or are under common control
with that entity. For the purposes of this definition, \"control\" means (i) the power, direct or indirect, to cause
the direction or management of such entity, whether by contract or otherwise, or (ii) ownership of fifty percent
(50%) or more of the outstanding shares, or (iii) beneficial ownership of such entity.\n\n\"You\" (or \"Your\")
shall mean an individual or Legal Entity exercising permissions granted by this License.\n\n\"Source\" form
shall mean the preferred form for making modifications, including but not limited to software source code,
documentation source, and configuration files.\n\n\"Object\" form shall mean any form resulting from
mechanical transformation or translation of a Source form, including but not limited to compiled object code,
generated documentation, and conversions to other media types.\n\n\"Work\" shall mean the work of
authorship, whether in Source or Object form, made available under the License, as indicated by a copyright
notice that is included in or attached to the work (an example is provided in the Appendix
below).\n\n\"Derivative Works\" shall mean any work, whether in Source or Object form, that is based on (or
derived from) the Work and for which the editorial revisions, annotations, elaborations, or other modifications
represent, as a whole, an original work of authorship. For the purposes of this License, Derivative Works shall
not include works that remain separable from, or merely link (or bind by name) to the interfaces of, the Work
and Derivative Works thereof.\n\n\"Contribution\" shall mean any work of authorship, including the original
version of the Work and any modifications or additions to that Work or Derivative Works thereof, that is
intentionally submitted to Licensor for inclusion in the Work by the copyright owner or by an individual or Legal
Entity authorized to submit on behalf of the copyright owner. For the purposes of this definition, \"submitted\"
means any form of electronic, verbal, or written communication sent to the Licensor or its representatives,
including but not limited to communication on electronic mailing lists, source code control systems, and issue
tracking systems that are managed by, or on behalf of, the Licensor for the purpose of discussing and
improving the Work, but excluding communication that is conspicuously marked or otherwise designated in
writing by the copyright owner as \"Not a Contribution.\"\n\n\"Contributor\" shall mean Licensor and any
individual or Legal Entity on behalf of whom a Contribution has been received by Licensor and subsequently
incorporated within the Work.\n\n2. Grant of Copyright License. Subject to the terms and conditions of this
License, each Contributor hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-
free, irrevocable copyright license to reproduce, prepare Derivative Works of, publicly display, publicly
perform, sublicense, and distribute the Work and such Derivative Works in Source or Object form.\n3. Grant
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of Patent License. Subject to the terms and conditions of this License, each Contributor hereby grants to You
a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable (except as stated in this section)
patent license to make, have made, use, offer to sell, sell, import, and otherwise transfer the Work, where
such license applies only to those patent claims licensable by such Contributor that are necessarily infringed
by their Contribution(s) alone or by combination of their Contribution(s) with the Work to which such
Contribution(s) was submitted. If You institute patent litigation against any entity (including a cross-claim or
counterclaim in a lawsuit) alleging that the Work or a Contribution incorporated within the Work constitutes
direct or contributory patent infringement, then any patent licenses granted to You under this License for that
Work shall terminate as of the date such litigation is filed.\n4. Redistribution. You may reproduce and
distribute copies of the Work or Derivative Works thereof in any medium, with or without modifications, and in
Source or Object form, provided that You meet the following conditions:\n(a) You must give any other
recipients of the Work or Derivative Works a copy of this License; and\n(b) You must cause any modified files
to carry prominent notices stating that You changed the files; and\n(c) You must retain, in the Source form of
any Derivative Works that You distribute, all copyright, patent, trademark, and attribution notices from the
Source form of the Work, excluding those notices that do not pertain to any part of the Derivative Works;
and\n(d) If the Work includes a \"NOTICE\" text file as part of its distribution, then any Derivative Works that
You distribute must include a readable copy of the attribution notices contained within such NOTICE file,
excluding those notices that do not pertain to any part of the Derivative Works, in at least one of the following
places: within a NOTICE text file distributed as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or, within a display generated by the Derivative
Works, if and wherever such third-party notices normally appear. The contents of the NOTICE file are for
informational purposes only and do not modify the License. You may add Your own attribution notices within
Derivative Works that You distribute, alongside or as an addendum to the NOTICE text from the Work,
provided that such additional attribution notices cannot be construed as modifying the License.\nYou may add
Your own copyright statement to Your modifications and may provide additional or different license terms and
conditions for use, reproduction, or distribution of Your modifications, or for any such Derivative Works as a
whole, provided Your use, reproduction, and distribution of the Work otherwise complies with the conditions
stated in this License.\n\n5. Submission of Contributions. Unless You explicitly state otherwise, any
Contribution intentionally submitted for inclusion in the Work by You to the Licensor shall be under the terms
and conditions of this License, without any additional terms or conditions. Notwithstanding the above, nothing
herein shall supersede or modify the terms of any separate license agreement you may have executed with
Licensor regarding such Contributions.\n6. Trademarks. This License does not grant permission to use the
trade names, trademarks, service marks, or product names of the Licensor, except as required for reasonable
and customary use in describing the origin of the Work and reproducing the content of the NOTICE file.\n7.
Disclaimer of Warranty. Unless required by applicable law or agreed to in writing, Licensor provides the Work
(and each Contributor provides its Contributions) on an \"AS IS\" BASIS, WITHOUT WARRANTIES OR
CONDITIONS OF ANY KIND, either express or implied, including, without limitation, any warranties or
conditions of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A PARTICULAR
PURPOSE. You are solely responsible for determining the appropriateness of using or redistributing the Work
and assume any risks associated with Your exercise of permissions under this License.\n8. Limitation of
Liability. In no event and under no legal theory, whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly negligent acts) or agreed to in writing, shall
any Contributor be liable to You for damages, including any direct, indirect, special, incidental, or
consequential damages of any character arising as a result of this License or out of the use or inability to use
the Work (including but not limited to damages for loss of goodwill, work stoppage, computer failure or
malfunction, or any and all other commercial damages or losses), even if such Contributor has been advised
of the possibility of such damages.\n9. Accepting Warranty or Additional Liability. While redistributing the
Work or Derivative Works thereof, You may choose to offer, and charge a fee for, acceptance of support,
warranty, indemnity, or other liability obligations and/or rights consistent with this License. However, in
accepting such obligations, You may act only on Your own behalf and on Your sole responsibility, not on
behalf of any other Contributor, and only if You agree to indemnify, defend, and hold each Contributor
harmless for any liability incurred by, or claims asserted against, such Contributor by reason of your accepting
any such warranty or additional liability \nEND OF TERMS AND CONDITIONS\n\nAPPENDIX: How to apply
the Apache License to your work.\n\nTo apply the Apache License to your work, attach the following
boilerplate notice, with the fields enclosed by brackets \"[]\" replaced with your own identifying information.
(Don't include the brackets!) The text should be enclosed in the appropriate comment syntax for the file
format. We also recommend that a file or class name and description of purpose be included on the same
\"printed page\" as the copyright notice for easier identification within third-party archives.\n\nCopyright [yyyy]
[name of copyright owner]\n\nLicensed under the Apache License, Version 2.0 (the \"License\"); \nyou may
not use this file except in compliance with the License. \nYou may obtain a copy of the License
at\n\nhttp://www.apache.org/licenses/LICENSE-2.0\n\nUnless required by applicable law or agreed to in
writing, software \ndistributed under the License is distributed on an \"AS IS\" BASIS, \nWITHOUT
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WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. \nSee the License for the specific
language governing permissions and \nlimitations under the License."

]
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Originele handleiding in het Duits. Bewaar deze voor toekomstig gebruik!
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Inleiding

Geachte klant,
Hartelijk dank voor uw aankoop van dit product.

Het apparaat voldoet aan de eisen van de volgende EU-richtlijnen: EMC-richtlijn 2014/30/EU en RoHS-
richtlijn 2011/65/EU.

Om deze toestand te behouden en een veilig gebruik te garanderen, moet u als gebruiker deze
gebruiksaanwijzing in acht nemen!

Lees de volledige gebruiksaanwijzing door voordat u het product in gebruik neemt en volg alle bedienings- en
veiligheidsinstructies op!

Alle vermelde bedrijfsnamen en productnamen zijn handelsmerken van de respectieve eigenaren. Alle
rechten voorbehouden.

Neem bij vragen contact op met uw installateur of vakhandelaar!

PN

Disclaimer

Deze gebruiksaanwijzing is met de grootste zorg samengesteld. Mocht u toch omissies of
onnauwkeurigheden opmerken, dan verzoeken wij u deze schriftelijk aan ons door te geven via het adres op
de achterzijde van de handleiding.

ABUS Security-Center GmbH &amp; Co. KG aanvaardt geen aansprakelijkheid voor technische en
typografische fouten en behoudt zich het recht voor om zonder voorafgaande kennisgeving wijzigingen aan te|
brengen in het product en de handleidingen.

ABUS Security-Center is niet aansprakelijk of verantwoordelijk voor directe en indirecte gevolgschade die
voortvloeit uit de uitrusting, de prestaties en het gebruik van dit product. Er wordt geen enkele garantie
gegeven voor de inhoud van dit document.
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Uitleg symbolen

de

2 Het symbool met de bliksem in een driehoek wordt gebruikt wanneer er gevaar voor
gezondheid bestaat, bijvoorbeeld door een elektrische schok.

& Een uitroepteken in een driehoek wijst op belangrijke aanwijzingen in deze
gebruiksaanwijzing die absoluut in acht moeten worden genomen.

& Dit symbool wordt gebruikt wanneer u speciale tips en aanwijzingen voor het gebruik
krijgt.

Belangrijke veiligheidsinstructies

vervalt het recht op garantie. Wij aanvaarden geen aansprakelijkheid voor

2 Bij schade die wordt veroorzaakt door het niet opvolgen van deze gebruiksaanwijzing,
gevolgschade!

veroorzaakt door onjuist gebruik of het niet opvolgen van de veiligheidsinstructies. In

2 Wij aanvaarden geen aansprakelijkheid voor materiéle schade of persoonlijk letsel
dergelijke gevallen vervalt elke garantie!

Geachte klant, de volgende veiligheids- en gevareninstructies dienen niet alleen ter bescherming van
uw gezondheid, maar ook ter bescherming van het apparaat. Lees de volgende punten aandachtig
door:

o Er zijn geen onderdelen in het product die onderhoud nodig hebben. Bovendien vervalt door het
demonteren de goedkeuring (CE) en de garantie/garantie.

. Het product kan beschadigd raken door een val van zelfs een geringe hoogte.

. Monteer het product zodanig dat er geen direct zonlicht op de beeldsensor van het apparaat kan
vallen. Neem de montage-instructies in het betreffende hoofdstuk van deze gebruiksaanwijzing in acht.

o Het apparaat is ontworpen voor gebruik binnen en buiten (IP67).

Vermijd de volgende ongunstige omgevingsomstandigheden tijdens het gebruik:

Natte omstandigheden of te hoge luchtvochtigheid

Extreme kou of hitte

Direct zonlicht

Stof of brandbare gassen, dampen of oplosmiddelen

sterke trillingen

Sterke magnetische velden, zoals in de buurt van machines of luidsprekers.
De camera mag niet op onstabiele opperviakken worden geinstalleerd.

Algemene veiligheidsinstructies:

. Laat het verpakkingsmateriaal niet achteloos rondslingeren! Plastic folie/zakken, stukjes piepschuim
enz. kunnen voor kinderen gevaarlijk speelgoed worden.

. Om veiligheidsredenen mag de videobewakingscamera niet in handen van kinderen worden gegeven
vanwege kleine onderdelen die kunnen worden ingeslikt.

. Steek geen voorwerpen door de openingen in het apparaat.

. Gebruik alleen de door de fabrikant aangegeven extra apparaten/accessoires. Sluit geen niet-
compatibele producten aan.

. Neem de veiligheidsinstructies en gebruiksaanwijzingen van de overige aangesloten apparaten in
acht.

o Controleer het apparaat voor ingebruikname op beschadigingen. Als dit het geval is, mag het
apparaat niet in gebruik worden genomen!

. Houd u aan de grenzen van de bedrijfsspanning die in de technische gegevens wordt vermeld.

Hogere spanningen kunnen het apparaat vernielen en uw veiligheid in gevaar brengen (elektrische schok).

Veiligheidsinstructies
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1. Stroomvoorziening: Let op de gegevens op het typeplaatje voor de voedingsspanning en het
stroomverbruik.

2. Overbelasting

Vermijd overbelasting van stopcontacten, verlengsnoeren en adapters, omdat dit kan leiden tot brand of een
elektrische schok.

3. Reiniging

Reinig het apparaat alleen met een vochtige doek zonder agressieve schoonmaakmiddelen.

Het apparaat moet daarbij van het stroomnet worden losgekoppeld.

Waarschuwingen

Voor het eerste gebruik moeten alle veiligheids- en bedieningsinstructies in acht worden genomen!

1. Neem de volgende aanwijzingen in acht om schade aan het netsnoer en de stekker te voorkomen:
. Wanneer u het apparaat van het stroomnet loskoppelt, trek dan niet aan het netsnoer, maar pak de
stekker vast.

. Zorg ervoor dat het netsnoer zo ver mogelijk verwijderd is van verwarmingstoestellen om te

voorkomen dat de kunststofmantel smelt.

2. Volg deze instructies. Bij niet-naleving kan er een elektrische schok optreden:
o Open nooit de behuizing of de voeding.
. Steek geen metalen of brandbare voorwerpen in het apparaat.
. Gebruik een overspanningsbeveiliging om schade door overspanning (bijvoorbeeld door onweer) te
voorkomen.
3. Koppel defecte apparaten onmiddellijk los van het stroomnet en informeer uw vakhandelaar.
& Zorg er bij installatie in een bestaand videobewakingssysteem voor dat alle apparaten zijn
losgekoppeld van het net- en laagspanningscircuit.
& Voer in geval van twijfel de montage, installatie en bekabeling niet zelf uit, maar laat dit over

aan een vakman. Onjuist en ondeskundig werk aan het elektriciteitsnet of aan de
huisinstallaties vormt niet alleen een gevaar voor uzelf, maar ook voor andere personen.
Bedraad de installaties zodanig dat het net en de laagspanningscircuits altijd gescheiden
zijn en op geen enkel punt met elkaar verbonden zijn of door een defect met elkaar
verbonden kunnen worden.

Uitpakken

Wees uiterst voorzichtig bij het uitpakken van het apparaat.

& Als de originele verpakking beschadigd is, controleer dan eerst het apparaat. Als het apparaat
beschadigd is, stuur het dan terug met de verpakking en informeer de bezorgdienst.
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1. Beoogd gebruik

Deze PoE-netwerkswitch dient als communicatie- en voedingsapparaat voor netwerkapparaten met een
Power-Over-Ethernet-aansluiting.

2. Leveringsomvang

—
|’
16 of 24-poorts PoE managed Veiligheidsinstructies Netsnoer (EU)
switch
O

A

2 x rackbeugels voor 19” montage

3. Kenmerken en functies

e Aansluitingen: 16 x (ITAC10121) resp. 24 x (ITAC10131) PoE Gigabit (downstream), 1 x Gigabit (uplink)
RJ45, 1 x Gigabit (uplink) SFP

e Ondersteunt PoE en PoE+ (IEEE 802.3 af/at)

e Ondersteunt webgebaseerd netwerkbeheer en PoE-beheer

e Weergave van het PoE-stroomverbruik voor elke poort in de webbrowser

® 6 KV overspanningsbeveiliging vermindert het risico op uitval en schade

e Poortisolatie, POE Watchdog, linkaggregatie/poortbundeling, luspreventie

® Geschikt voor professionele installatie in een 19"-rack
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4.

Voorkant

Gigabit SFP Fiber Optical
(Port 18)

Gigabit RJ45 Port Indicator
(Port 17)

Beschrijving van de aansluitingen

Port Indicator
PoE Indicator

LINK/ACT Indicator| Gigabit PoE RJ45 Port

PWR Indicator

Achterzijde

Grounding Terminal

PoE-MAX Indicator

Gigabit RJ45 Port
(Port 17)

Gigabit SFP Fiber Optical Port
(Port 18)

Reset Button

Power Supply

oL

©

©@

Benaming

Functie

PWR-indicator

Brandt continu: de netwerkswitch is normaal ingeschakeld.
Brand niet: er is geen netkabel aangesloten of de stroomvoorziening is
defect.

PoE-MAX-indicator

Brandt/knippert: het uitgangsvermogen van de switch heeft de
bovengrens al bereikt of staat op het punt deze te bereiken. De
stroomvoorziening kan abnormaal zijn als er meerdere apparaten zijn
aangesloten.

Brand niet: de switch levert geen stroom aan een aangesloten
apparaat (PD) of levert normaal stroom aan een PD en het
uitgangsvermogen bereikt de bovengrens niet.

Ongeveer 5 seconden nadat het uitgangsvermogen van de switch
weer de normale waarde heeft bereikt, gaat het POE-MAX-lampje uit.

Gigabit RJ45-poortindicator
(poort 17)

Brandt continu: de poort is verbonden.
Knippert: de poort verzendt gegevens.
Brandt niet; de poort is losgekoppeld of de verbinding is defect.

Gigabit SFP glasvezel
Poortindicator (poort 18)

Brandt: de Gigabit SFP glasvezelverbinding is verbonden.
Knippert: de Gigabit SFP-glasvezelverbinding verzendt gegevens.
Uit: de Gigabit SFP glasvezelverbinding is losgekoppeld of de
verbinding is defect.

Resetknop

Wordt gebruikt om alle configuraties van de switch terug te zetten naar de
standaardinstellingen.

LINK/ACT-indicator

Brandt continu: de poort is verbonden.
Knippert: de poort verzendt gegevens.
Brand niet: de poort is losgekoppeld of de verbinding is defect.

PoE-indicator

Brandt continu: de switch levert normaal stroom aan een PD.
Brandt niet: de switch is losgekoppeld van een PD of de
stroomvoorziening is defect.

86




Gigabit PoE RJ45-poort Wordt gebruikt voor de verbinding met een PD (PoE-apparaat) via een

netwerkkabel.
ITAC10121: 16 poorten
ITAC10131: 24 poorten

Gigabit RJ45-poort (poort 17) Wordt gebruikt voor de verbinding met een ander apparaat via een

netwerkkabel.
Gigabit SFP glasvezel Wordt gebruikt voor verbinding met een ander apparaat via glasvezel
poort (poort 18) wanneer deze is aangesloten op een optische module.
Aardingsklem Aansluiting voor de beschermende aarding
Voeding Aansluiting voor de meegeleverde netkabel (230 VAC)
5. Installatie-instructies
5.1 Tafelinstallatie
5.2 Wandinstallatie
=0 b
%
B 5.3 Installatie in een 19 inch netwerkkast
- == |
.-/ N B —— .
/'/ [ A
Fff[é}“_'“" e / / J

/ 7

Grounding Terminal (9
sin -l
—~ J 1,
L% = e - - ¥
—~—
Grounding Cable ™%
e

:".... Grounding Bar

Eerste inbedrijfstelling

6.1 Gebruik van de ABUS IP Installer voor het zoeken naar camera's

Installeer en start de ABUS IP Installer of de ABUS IP Tool. Deze zijn beschikbaar op de ABUS-website

www.abus.com bij het betreffende product.

De switch zou nu in de keuzelijst moeten verschijnen, eventueel nog met een IP-adres dat niet overeenkomt
met het doelnetwerk. De IP-instellingen van de switch kunnen worden gewijzigd via de IP Installer of de IP

Tool.
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Met de knop "Browser" kan een eerder geselecteerde switch direct in de internetbrowser worden geopend (de
browser die als standaardbrowser in Windows is ingesteld, wordt gebruikt).

13:34:36 IPinstaller9.1.1

2, IPcA = E

Alle auswhlen

D Mame: P-Adresse T Satus Berutzer Kernmort Fimare Fimveare-Update  Seseorumer MACAdresse

1 Ouldoor Tuse 19216804980  IPCAB2SDS  akiwedt V238 5 BC1ICE062708  Bet<b08-27-08
Compact:
Sie missen Benutzername und Kennwort angeben.
Klicken Sie mit dem rechten Mausbutton auf die selektierte Zeile.
< >
O | | ] T | | [ |

Als alternatief kan ook de ABUS IP-tool worden gebruikt voor het zoeken,
toekennen van wachtwoorden, aanpassen van de netwerkparameters of het
updaten van de firmware.
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6.2 Toegang tot de netwerkcamera via de webbrowser

Voer het IP-adres van de camera in de adresbalk van de browser in (als de http-poort is gewijzigd, moet u
'http://' voor het IP-adres invoeren).

& http://192168.0.182 L~ Bd| EIP_Camera

6.3 Eerste wachtwoord toekennen

Om IT-beveiligingsredenen is het vereist om een veilig wachtwoord te gebruiken met een combinatie van
kleine letters, hoofdletters, cijfers en speciale tekens.

Bij levering is er geen wachtwoord ingesteld. Dit moet bij het eerste gebruik van de camera worden ingesteld.
Dit kan via de ABUS IP-installer (knop 'Activeren’), de ABUS IP-tool of via de webpagina van het apparaat.

Een veilig wachtwoord moet minimaal aan de volgende eisen voldoen:

- 8-16 tekens

- Geldige tekens: cijfers, kleine letters, hoofdletters, speciale tekens ( ! $ % &amp;/()=2?+- )
- Er moeten 2 verschillende soorten tekens worden gebruikt

= ®

& ®
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7. Configuratie

7.1. Overzicht

Apparaatnhaam: Geeft de naam van de switch weer. Door op de naam te klikken, kunt u deze
wijzigen.
VLAN-overzicht: Overzicht van het aantal geconfigureerde VLAN's
PoE-vermogen Overzicht: Weergave van het totale en piekverbruik van het PoE-vermogen
Basisinformatie: Basisinformatie over de switch
Poortpaneel: Grafische statusweergave van de poortverbinding
Port Panel

1 2 3 4 G1 G2

Ml Connected 4 PoE Enabled

Poortdetails: Overzicht van de activering en eigenschappen van alle poorten

Port Details
Port Name Connection Status Port Up Actual Rate/Duplex Configured Rate/Duplex Flow Control
Eth1 Connected 100 MbpsiFull-Duplex AutofAuto

Eth2 Disconnected AutofAuto

Eth3 Disconnected AutofAuto

Eth4 Disconnected AutofAuto

Eth5 Disconnected AutofAuto

888848
888848

Ethé Disconnected AutofAuto

7.1.1.  Apparaatwachtwoord wijzigen

In de rechterbovenhoek bevindt zich een slotpictogram. Met deze knop kan het wachtwoord voor toegang tot
de webinterface worden gewijzigd.

& Als u het wachtwoord bent vergeten, voert u een RESET uit met de knop aan de voorkant.
7.2. Systeembeheer

7.2.1. Tijdconfiguratie

Instelling van tijdzone, tijdsynchronisatie via NTP of handmatige datum-/tijdinstelling.

7.2.2. Netwerkconfiguratie
Selecteer een beheer-VLAN en stel indien nodig het IPv4-adres, het IPv4-subnetmasker, de standaard IPv4-

gateway, het voorkeurs-DNS-adres en het alternatieve DNS-adres in of activeer DHCP voor automatische IP-
adres toewijzing.
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Basic Configuration

DHCP

Management VLAN | 1

* |Pv4 Address

* IPv4 Subnet Mask

* Default IPv4 Gateway

DNS Address Configuration

* Preferred DNS Address

* Alternate DNS Address

7.2.3. Systeembeheer
Hier kunt u de switch opnieuw opstarten, de firmware bijwerken, een gedeeltelijke reset uitvoeren, een
volledige fabrieksreset uitvoeren, de configuratie exporteren of de configuratie importeren.

7.3. Netwerkbewaking

7.3.1. Netwerkapparaat zoeken

De functie "Netwerkapparaatdetectie" detecteert automatisch transmissieapparaten in hetzelfde LAN als de
switch en geeft informatie over deze apparaten weer. Ga naar Netwerkbewaking — Netwerkapparaatdetectie.
Daar worden het IP-adres, het type, het model en het serienummer van de gevonden netwerkapparaten

weergegeven. U kunt ook een apparaat selecteren en in de kolom "Bedrijf' op de webconfiguratiepagina van
het apparaat klikken.

7.3.2. MAC-adresoverzicht

In dit menu kunt u zoeken naar gevonden apparaten op basis van het MAC-adres.

7.3.3. Poortstatistieken
U kunt de overgedragen gegevens van de apparaatpoorten controleren en hierover statistieken verzamelen.

Ga naar Netwerkbewaking — Poortstatistieken. In de statistiekenlijst kunt u de huidige verbindingsstatus van
elke poort en de door elke poort overgedragen gegevens bekijken.
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Port Statistics

M Connected

Statistics Data

@ GlearAll 7 Refiesh (305) v

Port Name Sending Rate Receiving Rate Sent Packets Received Packets Inbound Error Packets Peak Sending Rate Peak Receiving Rate
Etht 22 4Kbps 754.0Kbps 342,490 14222505 [ 234 4Kbps 1.5Mbps
Eth2

Eth3

Eths

Eths

Eng

Emn7

Ethg

Get

7.3.4. Kabel detectie

Kabel detectie is een functie die de status van Ethernet-poortkabels detecteert, bijvoorbeeld om te
controleren of er een kortsluiting of onderbreking is in de ontvangst- of verzendrichting van een kabel en om
indien nodig de defecte kabel te lokaliseren. Ga naar Netwerkbewaking — Kabeldetectie, selecteer de
gewenste poort in het linker poortgebied en klik op Detecteren om het detectieresultaat weer te geven.

Cable Detection Port(s) Selected Ethi

1 2 3 4 5 6 7 8 61

Detection Result

Port Name Cable Status Cable Length(m} Deseription

Etnt Normal 1 Cable status is norml

7.4. Layer 2-configuratie

7.4.1. Poortattributen
In dit menu worden de basiskenmerken van de afzonderlijke netwerkpoorten ingesteld.

De poorten kunnen worden geselecteerd door erop te klikken. Er kunnen ook meerdere poorten tegelijk
worden bewerkt.

Poort omhoog: Activering van de poort

Duplexmodus: Keuze uit automatische detectie, half- en full-duplex voor de overdrachtsmodus
Snelheid (Mbps): Snelheid van de netwerkinterface. Keuze uit Auto, 10/100/1000 Mbit/s

Flow Control: Flow Control actief/inactief

Poortstatus: Overzicht van alle instellingen voor alle poorten
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Port Configuration

[l connected

Port Status

Port(s) Selected 4+ Add All [ Clear All

Eth1 x

Port Up D

Duplex Mode Half-Duplex

Rate (Mbps) | Auto
Flow Control ()

Eih2 x

Full-Duplex (®) Auto

Port Name Connection Status Up/Down Status Actual Rate/Duplex Configured Rate/Duplex Flow Control
Eth1 Disconnected up Auto/AUto Enabled
Eth2 Connected Up 100 Mbps/Full-Duplex Auto/Auto Enabled
Eth3 Disconnected Up Auto/Auto Enabled
Ethd Disconnected up AUto/AUto Enabled
Gel Disconnected Up Auto/Auto Enabled
Ge2 Disconnected Up 1000 Mbps/Auto Enabled
7.4.2. Linkaggregatie / poortbundeling

Linkaggregatie wordt gebruikt om meerdere fysieke verbindingen te combineren tot een logisch gegevenspad
met hoge bandbreedte, waardoor een sterkere en snellere netwerkverbinding ontstaat.

Minimaal 2 poorten en maximaal 4 poorten vormen een poortgroep.

Bepaalde poortattributen moeten identiek zijn voor poorten van een groep: overdrachtssnelheid,
duplexmodus, stroomregeling, modus voor groot bereik en VLAN-configuratie

1. De eerste linkgroep is voorbereid.
2. Selecteer 2-4 poorten door erop te klikken.
3. Druk op Opslaan

Link Aggregation

Aggregation Group 1

1 3 5 7 9 1 13 18 17
2 4 3 8 10 12 14 18 18
[ Connected @) Aggregation Group Number

Aggregation Group Details ©

Aggregatien Group Number Member Ports

1 Get; Ge2

Aggregation 2

Pori(s) Selected

7.4.3. Long Range Mode / Modus voor groot bereik

Het transmissiebereik van een poort met geactiveerde modus voor groot bereik kan bij een snelheid van 10

Mbit/s tot 300 meter bedragen. Dit is helaas afhankelijk van de kabellengte.

Selecteer de gewenste poorten door erop te klikken en sla de instelling op.
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Long-Range Mode

Port Long-Range Status

Port Name
Eth1
Ethz
Eth3

Ethd

[l Connected | Long-Range Mode Enabled

Long-Range Mode

Enabled

Enabled

Disabled

Disabled

Pori(s) Selected + AddAll ] Clear All

Eth1 x Eth2 X

Long-Range vode (@)

7.4.4. STP — Spanning Tree Protocol

Het Spanning Tree Protocol (STP) is een Layer 2-linkbeheerprotocol dat padredundantie biedt en lussen in
een netwerktopologie voorkomt. STP gebruikt een spanning tree-algoritme om een switch als root van een
spanning tree te selecteren en bepaalt de netwerktopologie door Bridge Protocol Data Unit (BPDU)-pakketten
tussen apparaten te verzenden, waardoor een stabiel netwerk wordt gecreéerd.

Activeer eerst de STP-functie via de schuifregelaar.

Parameter Uitleg

Bridgeprioriteit e De waarde varieert van 0 tot 61440, in stappen van 4096. De
standaardwaarde is 32768. Geldige waarden zijn 0, 4096, 8192,
12288, 16384 en 61440.

° Hoe kleiner de waarde, hoe hoger de bridgeprioriteit van een switch.

Een switch met een hogere bridgeprioriteit heeft een grotere kans
om de rootbridge te worden.

Hello Time Het interval tussen de afzonderlijke BPDU's die naar een poort worden

verzonden en worden gebruikt voor de diagnose van de poortverbinding.
De waarde ligt tussen 1 en 10 seconden. De standaardwaarde is 2
seconden.

Max. verouderingstijd

De maximale tijd dat een STP-compatibele switchpoort zijn configuratie-
BPDU-informatie opslaat. De waarde ligt tussen 6 en 40 seconden. De
standaardwaarde is 20 seconden.

Opmerking:

De maximale verouderingstijd moet aan de volgende voorwaarden
voldoen: 2 x (hello-tijd + 1) < maximale verouderingstijd < 2 x
(doorstuurvertraging — 1)

Forwarding Delay

Het tijdsinterval dat wordt doorgebracht in de luister- en leerstatus
wanneer de topologie verandert. De waarde ligt tussen 4 en 30
seconden. De standaardwaarde is 15 seconden.
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STP
Global STP Configuration

sTP ()

* Bridge Priority | 32768

* * Hello Time | 2
* Max. Aging Time | 20
1 2 3 4 G1 G2
* Forwarding Delay | 15

. Connected © Blocking

7.4.5. Poortspiegeling

Poortspiegeling is een functie in netwerkswitches waarmee beheerders het dataverkeer op een poort
(gespiegelde poort) kunnen controleren en deze gegevens voor analyse kunnen repliceren naar een andere
poort (spiegelpoort). Deze replicatie gebeurt in realtime, zodat de beheerder een 'spiegel’ of een exacte kopie
van het dataverkeer op de gespiegelde poort kan zien.

Activeer eerst de functie met de schuifregelaar.
Een poort wordt geselecteerd als doel van de spiegeling. Er kunnen meerdere poorten als bronpoort worden
geselecteerd. Inkomende en/of uitgaande gegevens kunnen worden gespiegeld.

Port Mirroring Configuration

Enable (D

Monitoring Port | Eth1

Port Mirroring

Mirrored Port

Pori(s) Selected + Add All

Mirroring Direction | Egress and Ingress

M Cconnected  t Egress 1 Ingress 1} Egress and Ingress <& Monitoring Port

Port Mirroring Status

Port Name Mirroring Status Mirroring Direction
Etht Disabled
Eth2 Disabled
Eth3 Disabled
Eth4 Disabled

Ge1 Disabled

7.4.6. LLDP - Link Layer Discovery Protocol

Link Layer Discovery Protocol (LLDP) is een Layer 2-protocol voor het detecteren van buren, waarmee
apparaten apparaatinformatie kunnen doorgeven aan hun direct verbonden peers/buren. Als LLDP is
geactiveerd, kunnen netwerkapparaten LLDP-gegevensunits (LLDPDU's) verzenden om andere apparaten te
informeren over hun status. LLDP helpt bij het in kaart brengen van de netwerktopologie en bij het detecteren
van foutieve configuraties in een netwerk.

Activeer de functie met de schuifregelaar. De functie is dan actief voor alle poorten.
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LLDP

1 3 5 7 9 " 13 15 17

W Connected

Neighbor Information

Local Port Name Peer P Address Peer Device Name
Ge9
Gel13

Gels

LLDP Configuration

enzve @D

Peer MAC Address

Peer Port Name

Gel
Get

GigaEthernet1/0/44
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7.5. Beveiliging

7.5.1. Poortisolatie

Met poortisolatie kunt u meerdere poorten toevoegen aan een isolatiegroep, zodat de poorten binnen
dezelfde isolatiegroep niet met elkaar kunnen communiceren. Zo kunt u bijvoorbeeld voorkomen dat pc's op
verschillende poorten met elkaar communiceren zonder VLAN's te configureren.

Activeer eerst de functie met de schuifregelaar.
Selecteer de gewenste poorten voor een groep door erop te klikken en sla de instelling op.

Port Isolation Port(s) Selected 4+ AddAll i Clear All

Eth1 x Eth2 x

ﬂ * Port Isolation ()

1 2 3 4 G1 G2
Save

Connected @] Port Isolation Enabled

Port Isolation Status
Port Name Isolation Status
Eth1 Disabled
Eth2 Disabled
Eth3 Disabled
Eth4 Disabled
Gel Disabled

Ge2 Disabled

7.6. VLAN-beheer

Virtuele lokale netwerken (VLAN's) verdelen een bestaand fysiek netwerk in meerdere logische netwerken.
Elk VLAN creéert zo een eigen broadcastdomein. Met VLAN's kunnen gebruikers in hetzelfde VLAN met
elkaar communiceren, terwijl gebruikers in andere VLAN's geisoleerd zijn. Op deze manier worden
verschillende broadcastdomeinen geisoleerd, wat de netwerkbeveiliging verhoogt.

1.  Klik op VLAN-beheer.
2. Klik op GLOBAL VLAN-configuratie.
3. Klik op ADD (Toevoegen).

Enkelvoudig: een VLAN toevoegen
Batch: meerdere VLAN's tegelijk toevoegen

4. VLAN-ID instellen

Enkelvoudig: Voer een VLAN-ID in (bijv. 1)
Batch: Voer een begin- en eind-VLAN-ID in (bijv. 1 tot 2)
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VLAN

+ Add

VLAN ID

1

7.6.1. VLAN-poortconfiguratie

Configureer vervolgens de poorteigenschappen van het VLAN.

1. Selecteer een poort van het VLAN. Met de knop ADD ALL kunnen ook alle beschikbare poorten worden

toegevoegd.

2. Stel nu het VLAN-type in:

ACCESS: Op de interface van een ACCESS-poort kan slechts één VLAN worden geconfigureerd en
deze kan alleen dataverkeer voor één VLAN verzenden, meestal het standaard-VLAN (VLAN 1).

TRUNK: Op de interface van een TRUNK-poort kunnen twee of meer VLAN's worden geconfigureerd
en deze kan het dataverkeer voor meerdere VLAN's tegelijkertijd verzenden.

VLAN Management

ACCESS

Global VLAN Configuration
VLAN VLAN(s) Added: 150(Up to 4094 VLANs al... Edit
Port VLAN Configuration

Port(s) Selected 4+ Add All

Type | ACCESS

PVID |1

TRUNK @ PVID

7.7. PoE-beheer

PoE Watchdog-configuratie:

PoE-beheer:

PoE-status van de poort:

Wanneer deze functie actief is, worden aangesloten PoE-eindapparaten
gecontroleerd op PoE-voeding en bij problemen automatisch opnieuw
opgestart (deactiveren en activeren van de betreffende PoE-poort).

Selecteer aan de linkerkant de poorten die van PoE moeten worden
voorzien. Met ADD ALL kunnen alle poorten worden toegevoegd.
Activeer de schuifregelaar "PoE".

PD Compatibility Mode (PD-compatibiliteitsmodus): Het kan voorkomen dat
PoE-eindapparaten niet succesvol kunnen worden opgestart via de PoE-
poort. Dit kan te wijten zijn aan een incompatibele PoE-interface van het
eindapparaat.

Om de compatibiliteit te vergroten, kunt u de functie PD Compatibility Mode
activeren.

Weergave van de PoE-activeringsstatus, de activeringsstatus van de PD-

compatibiliteitsmodus, het uitgangsvermogen en de
stroomvoorzieningsstatus van de PoE-poorten
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PoE Management C the port panel to select a port, and click aga ncel selection. Multiple PoE Watchdog Configuration
@ enave @D
Port PoE Configuration
L 3 5 7 S " 13 15 7 Pori(s) Selected + Add All (I Clear Al
[ o | (o W o | T
2 a s 8 10 12 14 16 18

e @D

@ PD Compati.

M connected @ PoE Enabled

Port PoE Status

7 Refresh
Port Name POE PD Compatibility Mode Output Power (W) Power Supply Status Description
Gel Enabled Disabled — Detecting ) -
Ge2 Enabled Disabled - Detecting ) .
Ge3 Enabled Disabled - Detecting ) .
Ged Enabled Disabled - Detecting ) -
Ges Enabled Disabled - Detecting ) -
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8. Onderhouds s

Controleer regelmatig de technische veiligheid van het product, bijvoorbeeld op beschadigingen aan de

behuizing.

Als kan worden aangenomen dat een veilig gebruik niet meer mogelijk is, moet het product buiten gebruik
worden gesteld en worden beveiligd tegen onbedoeld gebruik.

Er kan worden aangenomen dat een veilig gebruik niet meer mogelijk is als

. het apparaat zichtbare beschadigingen vertoont,
. het apparaat niet meer werkt
Let op:

AN

Het product is onderhoudsvrij. Er zijn geen onderdelen in het product die u kunt controleren
of onderhouden. Open het product nooit.

8.1 Reiniging

Reinig het product met een schone, droge doek. Bij hardnekkige vervuiling kan de doek licht worden
bevochtigd met lauw water.

AN

Zorg ervoor dat er geen vloeistoffen in het apparaat terechtkomen.
Gebruik geen chemische reinigingsmiddelen, omdat deze het oppervlak van de behuizing
en het scherm kunnen aantasten (verkleuring).

8.2. Afvalverwerking

|

Let op: EU-richtlijn 2002/96/EG regelt de correcte terugname, verwerking en recycling
van gebruikte elektronische apparaten. Dit symbool betekent dat het apparaat aan het
einde van zijn levensduur in het belang van het milieu moet worden afgevoerd in
overeenstemming met de geldende wettelijke voorschriften en gescheiden van het
huishoudelijk afval of bedrijfsafval. Het afgedankte apparaat kan worden ingeleverd bij de
daarvoor bestemde officiéle inzamelpunten in uw land. Volg de lokale voorschriften bij het
afvoeren van de materialen. Meer informatie over de terugname (ook voor niet-EU-
landen) kunt u verkrijgen bij uw lokale overheid. Door gescheiden inzameling en recycling
worden natuurlijke hulpbronnen gespaard en wordt ervoor gezorgd dat bij de recycling
van het product alle voorschriften ter bescherming van de gezondheid en het milieu
worden nageleefd.
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9. Technische gegevens

De technische gegevens van de afzonderlijke camera's zijn beschikbaar via de productzoekfunctie op
www.abus.com.

10. Open source licentie-informatie

{
"project":{
"name":"Open Source Software Licenses",
"applies_to":"ITAC10121, ITAC10131"
|3
"software":{
"licenses":[
{
"license™:"MIT License",
"SPDX-License-Identifier":"MIT",
"license_urls"[
"https://opensource.org/license/mit/",
"https://spdx.org/licenses/MIT.html"
],
"components":[
{
"name":"vue-i18n",
"version":"8.26.7"
|3
{
"name":"lodash",
"version":"4.17.21"
|3
{
"name":"crypto-js",
"version":"3.1.2"
|3
name":"axios",
"version":"0.20.0"
|3
{
"name":"vue-router",
"version":"4.0.12"
| }
"description":"Please refer to Appendix_| below in Appendices for the terms of
this license."
b
{

"license":"Apache License 2.0",

"SPDX-License-ldentifier":"Apache-2.0",

"license_urls"[
"https://www.apache.org/licenses/LICENSE-2.0",
"https://opensource.org/licenses/Apache-2.0",
"https://spdx.org/licenses/Apache-2.0.html"

]!
"components":[
{
"name":"mbed TLS",
"version":"2.25.0"
}
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"description":"Please refer to Appendix_II below in Appendices for the terms
of this license."

}

"note":"All software listed above is copyright by the respective author. Please see the source
code for detailed information."

}

isclaimer":"All software listed in the above is provided without any liability or warranty from their
copyright holders",
"Appendices":[

"name":"Appendix_1",

"license_terms":"\nThe MIT License\n\nCopyright <YEAR> <COPYRIGHT
HOLDER>\n\nPermission is hereby granted, free of charge, to any person obtaining a copy of this software
and associated documentation files (the \"Software\"), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so, subject to the following
conditions:\n\nThe above copyright notice and this permission notice shall be included in all copies or
substantial portions of the Software.\n\nTHE SOFTWARE IS PROVIDED \"AS I1S\", WITHOUT WARRANTY
OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO
EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR
OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE."

13
{

"name":"Appendix_II",

"license_terms":"\nApache License \nVersion 2.0, January 2004
\nhttp://www.apache.org/licensesAN\nTERMS AND CONDITIONS FOR USE, REPRODUCTION, AND
DISTRIBUTION\n\n1. Definitions.\n\"License\" shall mean the terms and conditions for use, reproduction, and
distribution as defined by Sections 1 through 9 of this document.\n\n\"Licensor\" shall mean the copyright
owner or entity authorized by the copyright owner that is granting the License.\n\n\"Legal Entity\" shall mean
the union of the acting entity and all other entities that control, are controlled by, or are under common control
with that entity. For the purposes of this definition, \"control\" means (i) the power, direct or indirect, to cause
the direction or management of such entity, whether by contract or otherwise, or (ii) ownership of fifty percent
(50%) or more of the outstanding shares, or (iii) beneficial ownership of such entity.\n\n\"You\" (or \"Your\")
shall mean an individual or Legal Entity exercising permissions granted by this License.\n\n\"Source\" form
shall mean the preferred form for making modifications, including but not limited to software source code,
documentation source, and configuration files.\n\n\"Object\" form shall mean any form resulting from
mechanical transformation or translation of a Source form, including but not limited to compiled object code,
generated documentation, and conversions to other media types.\n\n\"Work\" shall mean the work of
authorship, whether in Source or Object form, made available under the License, as indicated by a copyright
notice that is included in or attached to the work (an example is provided in the Appendix
below).\n\n\"Derivative Works\" shall mean any work, whether in Source or Object form, that is based on (or
derived from) the Work and for which the editorial revisions, annotations, elaborations, or other modifications
represent, as a whole, an original work of authorship. For the purposes of this License, Derivative Works shall
not include works that remain separable from, or merely link (or bind by name) to the interfaces of, the Work
and Derivative Works thereof.\n\n\"Contribution\" shall mean any work of authorship, including the original
version of the Work and any modifications or additions to that Work or Derivative Works thereof, that is
intentionally submitted to Licensor for inclusion in the Work by the copyright owner or by an individual or Legal
Entity authorized to submit on behalf of the copyright owner. For the purposes of this definition, \"submitted\"
means any form of electronic, verbal, or written communication sent to the Licensor or its representatives,
including but not limited to communication on electronic mailing lists, source code control systems, and issue
tracking systems that are managed by, or on behalf of, the Licensor for the purpose of discussing and
improving the Work, but excluding communication that is conspicuously marked or otherwise designated in
writing by the copyright owner as \"Not a Contribution.\"\n\n\"Contributor\" shall mean Licensor and any
individual or Legal Entity on behalf of whom a Contribution has been received by Licensor and subsequently
incorporated within the Work.\n\n2. Grant of Copyright License. Subject to the terms and conditions of this
License, each Contributor hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-
free, irrevocable copyright license to reproduce, prepare Derivative Works of, publicly display, publicly
perform, sublicense, and distribute the Work and such Derivative Works in Source or Object form.\n3. Grant
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of Patent License. Subject to the terms and conditions of this License, each Contributor hereby grants to You
a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable (except as stated in this section)
patent license to make, have made, use, offer to sell, sell, import, and otherwise transfer the Work, where
such license applies only to those patent claims licensable by such Contributor that are necessarily infringed
by their Contribution(s) alone or by combination of their Contribution(s) with the Work to which such
Contribution(s) was submitted. If You institute patent litigation against any entity (including a cross-claim or
counterclaim in a lawsuit) alleging that the Work or a Contribution incorporated within the Work constitutes
direct or contributory patent infringement, then any patent licenses granted to You under this License for that
Work shall terminate as of the date such litigation is filed.\n4. Redistribution. You may reproduce and
distribute copies of the Work or Derivative Works thereof in any medium, with or without modifications, and in
Source or Object form, provided that You meet the following conditions:\n(a) You must give any other
recipients of the Work or Derivative Works a copy of this License; and\n(b) You must cause any modified files
to carry prominent notices stating that You changed the files; and\n(c) You must retain, in the Source form of
any Derivative Works that You distribute, all copyright, patent, trademark, and attribution notices from the
Source form of the Work, excluding those notices that do not pertain to any part of the Derivative Works;
and\n(d) If the Work includes a \"NOTICE\" text file as part of its distribution, then any Derivative Works that
You distribute must include a readable copy of the attribution notices contained within such NOTICE file,
excluding those notices that do not pertain to any part of the Derivative Works, in at least one of the following
places: within a NOTICE text file distributed as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or, within a display generated by the Derivative
Works, if and wherever such third-party notices normally appear. The contents of the NOTICE file are for
informational purposes only and do not modify the License. You may add Your own attribution notices within
Derivative Works that You distribute, alongside or as an addendum to the NOTICE text from the Work,
provided that such additional attribution notices cannot be construed as modifying the License.\nYou may add
Your own copyright statement to Your modifications and may provide additional or different license terms and
conditions for use, reproduction, or distribution of Your modifications, or for any such Derivative Works as a
whole, provided Your use, reproduction, and distribution of the Work otherwise complies with the conditions
stated in this License.\n\n5. Submission of Contributions. Unless You explicitly state otherwise, any
Contribution intentionally submitted for inclusion in the Work by You to the Licensor shall be under the terms
and conditions of this License, without any additional terms or conditions. Notwithstanding the above, nothing
herein shall supersede or modify the terms of any separate license agreement you may have executed with
Licensor regarding such Contributions.\n6. Trademarks. This License does not grant permission to use the
trade names, trademarks, service marks, or product names of the Licensor, except as required for reasonable
and customary use in describing the origin of the Work and reproducing the content of the NOTICE file.\n7.
Disclaimer of Warranty. Unless required by applicable law or agreed to in writing, Licensor provides the Work
(and each Contributor provides its Contributions) on an \"AS IS\" BASIS, WITHOUT WARRANTIES OR
CONDITIONS OF ANY KIND, either express or implied, including, without limitation, any warranties or
conditions of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A PARTICULAR
PURPOSE. You are solely responsible for determining the appropriateness of using or redistributing the Work
and assume any risks associated with Your exercise of permissions under this License.\n8. Limitation of
Liability. In no event and under no legal theory, whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly negligent acts) or agreed to in writing, shall
any Contributor be liable to You for damages, including any direct, indirect, special, incidental, or
consequential damages of any character arising as a result of this License or out of the use or inability to use
the Work (including but not limited to damages for loss of goodwill, work stoppage, computer failure or
malfunction, or any and all other commercial damages or losses), even if such Contributor has been advised
of the possibility of such damages.\n9. Accepting Warranty or Additional Liability. While redistributing the
Work or Derivative Works thereof, You may choose to offer, and charge a fee for, acceptance of support,
warranty, indemnity, or other liability obligations and/or rights consistent with this License. However, in
accepting such obligations, You may act only on Your own behalf and on Your sole responsibility, not on
behalf of any other Contributor, and only if You agree to indemnify, defend, and hold each Contributor
harmless for any liability incurred by, or claims asserted against, such Contributor by reason of your accepting
any such warranty or additional liability \nEND OF TERMS AND CONDITIONS\n\nAPPENDIX: How to apply
the Apache License to your work.\n\nTo apply the Apache License to your work, attach the following
boilerplate notice, with the fields enclosed by brackets \"[]\" replaced with your own identifying information.
(Don't include the brackets!) The text should be enclosed in the appropriate comment syntax for the file
format. We also recommend that a file or class name and description of purpose be included on the same
\"printed page\" as the copyright notice for easier identification within third-party archives.\n\nCopyright [yyyy]
[name of copyright owner]\n\nLicensed under the Apache License, Version 2.0 (the \"License\"); \nyou may
not use this file except in compliance with the License. \nYou may obtain a copy of the License
at\n\nhttp://www.apache.org/licenses/LICENSE-2.0\n\nUnless required by applicable law or agreed to in
writing, software \ndistributed under the License is distributed on an \"AS IS\" BASIS, \nWITHOUT

103



WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. \nSee the License for the specific
language governing permissions and \nlimitations under the License."

]
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Introduktion

Keere kunde

vi takker Dem for kgbet af dette produkt.

Enheden opfylder kravene i folgende EU-direktiver: EMC-direktiv 2014/30/EU og RoHS-direktiv 2011/65/EU.
For at opretholde denne tilstand og sikre en sikker drift skal du som bruger overholde denne brugsanvisning!

Laes hele brugsanvisningen igennem, inden du tager produktet i brug, og overhold alle betjenings- og
sikkerhedshenvisninger!

Alle virksomhedsnavne og produktbetegnelser, der er navnt, er varemaerker tilherende de respektive
ejere. Alle rettigheder forbeholdes.

Hvis du har spergsmal, skal du kontakte din fagmand eller forhandler!

TN

Ansvarsfraskrivelse

Denne brugsanvisning er udarbejdet med stgrste omhu. Hvis du alligevel skulle bemaerke udeladelser eller
ungjagtigheder, bedes du venligst meddele os dette skriftligt pa den adresse, der er angivet pa bagsiden af
manualen.

ABUS Security-Center GmbH &amp; Co. KG patager sig intet ansvar for tekniske og typografiske fejl og
forbeholder sig ret til at foretage aendringer af produktet og brugsanvisningerne til enhver tid uden
forudgaende varsel.

ABUS Security-Center er ikke ansvarlig for direkte eller indirekte falgeskader, der opstar i forbindelse med
udstyrets funktion, ydeevne og anvendelse. Der gives ingen garanti for indholdet af dette dokument.
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Symbolforklaring

& Symbolet med lynet i trekanten bruges, nar der er fare for
, f.eks. ved elektrisk stoad.

& Et udrabstegn i en trekant henviser til vigtige oplysninger i denne brugsanvisning,
som skal overholdes.

& Dette symbol findes, nar der gives szrlige tip og oplysninger om betjeningen.

Vigtige sikkerhedshenvisninger

& Ved skader, der skyldes manglende overholdelse af denne brugsanvisning, bortfalder
garantikravet. Vi patager os intet ansvar for falgeskader!

handtering eller manglende overholdelse af sikkerhedshenvisningerne. | sadanne

: Vi patager os intet ansvar for materielle skader eller personskader, der skyldes forkert
tilfelde bortfalder enhver garanti!

Kaere kunde, folgende sikkerheds- og farehenvisninger tjener ikke kun til at beskytte din sundhed,
men ogsa til at beskytte apparatet. Laes venligst falgende punkter omhyggeligt igennem:

. Der er ingen dele inde i produktet, der skal vedligeholdes. Desuden bortfalder godkendelsen (CE) og
garantien/reklamationsretten ved adskillelse.

o Produktet kan blive beskadiget ved fald fra selv lav hgjde.

. Monter produktet séledes, at direkte sollys ikke kan falde pa enhedens billedoptager. Falg
monteringsvejledningen i det relevante kapitel i denne betjeningsvejledning.

. Enheden er designet til brug indendgrs og udendars (IP67).

Undga fglgende ugunstige omgivelsesforhold under drift:

Vadhed eller for hgj luftfugtighed

Ekstrem kulde eller varme

Direkte sollys

Stgv eller braendbare gasser, dampe eller oplgsningsmidler
Steerke vibrationer

Staerke magnetfelter, f.eks. i naerheden af maskiner eller hgittalere.
Kameraet ma ikke installeres pa ustabile overflader.

Generelle sikkerhedshenvisninger:

. Lad ikke emballagematerialet ligge og flyde! Plastfolie/poser, styroporstykker osv. kan veere farligt
legetaj for barn.

. Af sikkerhedsmaessige arsager ma videoovervagningskameraet ikke gives til barn, da det indeholder
sma dele, der kan sluges.

. Indsaet ikke genstande gennem abningerne i enheden.

. Brug kun ekstraudstyr/tilbehgr, der er angivet af producenten. Tilslut ikke produkter, der ikke er
kompatible.

. Overhold sikkerhedshenvisninger og betjeningsvejledninger for de gvrige tilsluttede enheder.

. Kontroller enheden for skader inden ibrugtagning. Hvis der er skader, ma enheden ikke tages i brug!
. Overhold de graenser for driftsspaending, der er angivet i de tekniske data. Hgjere spaendinger kan

gdelaegge apparatet og udggre en sikkerhedsrisiko (elektrisk stad).
Sikkerhedshenvisninger

1. Stremforsyning: Overhold de oplysninger, der er angivet pa typeskiltet, vedrgrende
forsyningsspaending og stremforbrug.
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2. Overbelastning
Undga overbelastning af stikkontakter, forleengerledninger og adaptere, da dette kan fgre til brand eller
elektrisk stgd.

3. Renggring
Renggr kun apparatet med en fugtig klud uden skrappe renggringsmidler.
Apparatet skal veere frakoblet stramforsyningen.

Advarsler

For farste ibrugtagning skal alle sikkerheds- og betjeningsanvisninger overholdes!

1. Overhold felgende anvisninger for at undga skader pa netkablet og stikket:

. Nar du frakobler apparatet fra stramforsyningen, skal du ikke treekke i netledningen, men tage fat i
stikket.

. Sorg for, at netkablet er sa langt vaek fra varmeapparater som muligt for at undga, at

plastbelaegningen smelter.

2. Falg disse anvisninger. Manglende overholdelse kan medfare elektrisk stgd:

o Abn aldrig kabinettet eller stramforsyningen.

. Stik ikke metalgenstande eller brandfarlige genstande ind i apparatet.

o For at undgéa skader som fglge af overspeending (f.eks. tordenvejr) skal du bruge en

overspaendingsbeskyttelse.

3. Frakobl straks defekte apparater fra stremforsyningen og informer din forhandler.

du installerer dem i et eksisterende videoovervagningssystem.

& Sorg for, at alle enheder er afbrudt fra stremforsyningen og lavspaendingsstremkredsen, nar

| tvivistilfaelde skal du ikke selv foretage montering, installation og kabelfgring, men overlade
dette til en fagmand. Ukorrekt og ufagmeessigt arbejde pa stremnettet eller pa husets
installationer udger ikke kun en fare for dig selv, men ogsa for andre personer.

Kabelfgr installationerne saledes, at net- og lavspaendingskredse altid er adskilt og ikke er
forbundet med hinanden eller kan forbindes pa grund af en defekt.

Udpakning

Handter apparatet med starste forsigtighed, mens du pakker det ud.

& Hvis den originale emballage er beskadiget, skal du fgrst kontrollere apparatet. Hvis apparatet
er beskadiget, skal du sende det tilbage med emballagen og informere leverandgren.
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1. Bestemt anvendelse

Denne PoE-netvaerksswitch fungerer som kommunikations- og stremforsyningsenhed til netvaerksenheder
med Power-Over-Ethernet-tilslutning.

2. Leveringsomfang

DOK

16 eller 24 port PoE-styret switch Sikkerhedshenvisninger Netkabel (EU)

O
L

A

2 x rackvinkler til 19” montering

3. Egenskaber og funktioner

Tilslutninger: 16 x (ITAC10121) eller 24 x (ITAC10131) PoE Gigabit (downstream), 1 x Gigabit (uplink)
RJ45, 1 x Gigabit (uplink) SFP

Understgtter PoE og PoE+ (IEEE 802.3 af/at)

Understgtter webbaseret netvaerksadministration og PoE-administration

Visning af PoE-strgmforbruget for hver port i webbrowseren

6 KV overspaendingsbeskyttelse reducerer risikoen for nedbrud og skader

Portisolering, PoE Watchdog, linkaggregering/portbundtning, loopforebyggelse/slgjfeforebyggelse
Velegnet til professionel installation i 19" rack
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4. Beskrivelse af tilslutningerne

Forside

Gigabit SFP Fiber Optical Port Indicator

(Port 18) PoE Indicator
Gigabit Ri3> PomiyIndicator | |Nk/ACT Indicator| ~ Gigabit PoE R145 Port
]
PoE-MAX Indicator Gigabit RJ45 Port
PWR Indi R B (Port 17)
ndicator eset Button Gigabit SFP Fiber Optical Port
(Port 18)
Bagside
Grounding Terminal Power Supply
O 9 [
Betegnelse Funktion

PWR-indikator

e Lyser konstant: Netvaerksswitchen er teendt som normalt.
o Lyser ikke: Der er ikke tilsluttet et netkabel, eller stramforsyningen er
defekt.

PoE-MAX-indikator

¢ Lyser/blinker: Switchens udgangseffekt har allerede naet den gvre
greense eller er teet pa at gare det. Streamforsyningen kan vaere
unormal, hvis der er tilsluttet flere enheder.

e Lyser ikke: Switchen forsyner ikke en tilsluttet enhed (PD) med strgm
eller forsyner en PD normalt med strem, og dens udgangseffekt nar
ikke den gvre greense.

e Ca. 5 sekunder efter, at switchens udgangseffekt igen har naet
normalvaerdien, slukkes PoE-MAX-indikatoren.

Gigabit RJ45-portindikator
(port 17)

Lyser konstant: Porten er tilsluttet.
Blinker: Porten overfgrer data.
Lyser ikke: Porten er afbrudt, eller forbindelsen er defekt.

Gigabit SFP fiberoptisk
Portindikator (port 18)

Lyser: Gigabit SFP-glasfiberforbindelsen er tilsluttet.
Blinker: Gigabit SFP-glasfiberforbindelsen overfgrer data.
Slukket: Gigabit SFP-glasfiberforbindelsen er afbrudt, eller
forbindelsen er defekt.

Reset-knap

Bruges til at nulstille alle konfigurationer af switchen til
standardindstillingerne.

LINK/ACT-indikator

o Lyser konstant: Porten er tilsluttet.
Blinker: Porten overfgrer data.
Lyser ikke: Porten er afbrudt, eller forbindelsen er defekt.

PoE-indikator

Lyser konstant: Switchen forsyner en PD med strem som normalt.
Lyser ikke: Switchen er afbrudt fra en PD, eller stramforsyningen er
defekt.

Gigabit PoE RJ45-port

Bruges til forbindelse med en PD (PoE-enhed) via et netvaerkskabel.
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ITAC10121: 16 porte
ITAC10131: 24 porte
Gigabit RJ45-port (port 17) Bruges til tilslutning til et andet udstyr via et netvaerkskabel.
Gigabit SFP fiberoptisk Bruges til tilslutning til et andet udstyr via et fiberoptisk kabel, nar det er
port (port 18) tilsluttet et optisk modul.
Jordforbindelsesterminal Tilslutning til beskyttelsesjord
Stremforsyning Tilslutning til det medfelgende netkabel (230 VAC)

5. Installationsvejledning

5.1 Bordinstallation

5.2 Vaeegmontering
=0 4 c; ]
= =
&
- 5.3 19 tommer netvarksrackinstallation
rd
- =
.-/ N B —— .
././ =
Ff}ﬁ_ﬁk: — : f'jl/.- J
—— |t

5.4 Tilslutning af beskyttelsesjord

/ 7

Grounding Terminal (7
ol

o J
L L - T - ¥
~— .

—
Grounding Cable ™.+
-

- Grounding Bar

Forste idriftsaettelse

6.1 Brug af ABUS IP Installer til kamerasggning

Installer og start ABUS IP Installer eller ABUS IP Tool. Disse er tilgeengelige pa ABUS' hjemmeside
www.abus.com under det pageeldende produkt.

Switchen bar nu vises i udvaelgelseslisten, eventuelt med en IP-adresse, der ikke passer til malnettet.
Switchens IP-indstillinger kan eendres via IP Installer eller IP Tool.

Via knappen "Browser" kan en tidligere valgt switch abnes direkte i internetbrowseren (den browser, der er
indstillet som standardbrowser i Windows, anvendes).
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13:34:36 IPinstaller9.1.1

L e e

Alle auswhlen

D Mame: [ v— T Satus Borutzer Kernmort Fimare Fimveare-Update  Seseoruamer MACAdresse

1 Outdoor Tude 19216804980  IPCAB2505  aktwiert V238 = BCTICBUG2708  Be-11-cb-08-27-08

Compact:

Sie missen Benutzername und Kennwort angeben.

Klicken Sie mit dem rechten Mausbutton auf die selektierte Zeile.

Alternativt kan ABUS IP-vaerktgjet ogsa bruges til segning, tildeling af
adgangskode, tilpasning af netveerksparametre eller firmwareopdatering.
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6.2 Adgang til netvaerkskameraet via webbrowser

Indtast kameraets |IP-adresse i browserens adresselinje (hvis http-porten er aendret, skal "http://" indtastes
foran IP-adressen).

| @ http://192168.0182 P~ Be| @, camers

6.3 Tildeling af ferste adgangskode

Af IT-sikkerhedsmeessige arsager kraeves det, at der anvendes et sikkert kodeord med brug af sma
bogstaver, store bogstaver, tal og specialtegn.

Der er ikke tildelt noget kodeord fra fabrikken, dette skal tildeles, nar kameraet bruges for farste gang. Dette
kan ggres via ABUS IP-installationsprogrammet (knappen "Aktivér"), ABUS IP-veerkigjet eller via enhedens
webside.

Et sikkert kodeord skal mindst opfylde felgende krav:
- 8-16 tegn

- Gyldige tegn: tal, sma bogstaver, store bogstaver, specialtegn ( ! $ % &amp;/()=7?+- )
- Der skal bruges 2 forskellige typer tegn

= ®
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7. Konfiguration

7.1. Oversigt

Enhedsnavn: Viser betegnelsen for switchen. Ved at klikke pa betegnelsen er det muligt at
&ndre betegnelsen.
VLAN-oversigt: Oversigt over antallet af konfigurerede VLAN'er
PoE-effektoversigt: Visning af det samlede og maksimale forbrug af PoE-effekt
Grundleeggende oplysninger:  Grundlaeggende oplysninger om switchen
Portpanel: Grafisk statusvisning af portforbindelsen
Port Panel

1 2 3 4 G1 G2

Ml Connected 4 PoE Enabled

Portdetaljer: Oversigt over aktivering og egenskaber for alle porte

Port Details

Port Name Connection Status Port Up Actual Rate/Duplex Configured Rate/Duplex Flow Control
Eth1 Connected 100 MbpsiFull-Duplex AutofAuto
Eth2 Disconnected AutofAuto
Eth3 Disconnected AutofAuto
Eth4 Disconnected AutofAuto
Eth5 Disconnected AutofAuto

Ethé Disconnected AutofAuto

888848
888848

7.1.1. Andring af enhedspassord

| averste hgjre hjgrne findes et 14s-symbol. Via denne knap kan adgangskoden til webgraensefladen aendres.
& Hvis du har glemt adgangskoden, skal du nulstille den ved hjeelp af knappen pa forsiden.
7.2. Systemadministration

7.2.1. Tidskonfiguration

Indstilling af tidszone, tidssynkronisering via NTP eller manuel indstilling af dato/tid.

7.2.2. Netveerkskonfiguration
Veelg et administrations-VLAN, og angiv IPv4-adressen, IPv4-undernetmasken, standard IPv4-gatewayen,

den foretrukne DNS-adresse og den alternative DNS-adresse efter behov, eller aktiver DHCP for automatisk
IP-adressetildeling.
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Basic Configuration

DHCP
Management VLAN | 1
* IPv4 Address
* IPv4 Subnet Mask
* Default IPv4 Gateway

DNS Address Configuration

* Preferred DNS Address

* Alternate DNS Address

7.2.3. Systemadministration
Her er det muligt at genstarte switchen, opdatere firmwaren, foretage en delvis nulstilling, en fuld
fabriksnulstilling, eksportere konfigurationen eller importere konfigurationen.

7.3. Netvaerksovervagning

7.3.1. Netveerksenhedssggning
Funktionen "Netveerksenhedssagning" genkender automatisk overfgrselsenheder i samme LAN som
switchen og viser oplysninger om disse enheder. Ga til Netveerksovervagning — Netvaerksenhedssggning.

Her vises IP-adresse, type, model og serienummer for de fundne netvaerksenheder. Alternativt kan du veelge
en enhed og klikke pa enhedens webkonfigurationsside i kolonnen "Drift".

7.3.2. MAC-adresseoversigt

| dette menu kan du s@ge efter fundne enheder via MAC-adressen.

7.3.3. Portstatistik
Du kan overvage de overfarte data fra enhedsportene og indsamle statistikker herom. Ga til

Netvaerksovervagning — Portstatistikker. | statistiklisten kan du se den aktuelle forbindelsesstatus for hver
port og de data, der er overfgrt fra hver port.
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Port Statistics

M Connected

Statistics Data

@ GlearAll 7 Refiesh (305) v

Port Name Sending Rate Receiving Rate Sent Packets Received Packets Inbound Error Packets Peak Sending Rate Peak Receiving Rate
Etht 22 4Kbps 754.0Kbps 342,490 14222505 [ 234 4Kbps 1.5Mbps
Eth2

Eth3

Eths

Eths

Eng

Emn7

Ethg

Get

7.3.4. Kabledetektering

Kabledetektering er en funktion, der registrerer status for Ethernet-portkabler for f.eks. at kontrollere, om der
er en kortslutning eller en afbrydelse i modtage- eller senderetningen af et kabel, og for at lokalisere det
defekte kabel, hvis det er ngdvendigt. Ga til Netvaerksovervagning — Kabeldetektion, vaelg den gnskede port
i venstre portomrade, og klik pa Detekter for at se detekteringsresultatet.

Cable Detection Port(s) Selected Ethi

1 2 3 4 5 6 7 8 61

Detection Result

Port Name Cable Status Cable Length(m} Deseription

Etnt Normal 1 Cable status is norml

7.4. Layer 2-konfiguration

7.4.1. Portattributter

| dette menupunkt defineres de grundlaeggende egenskaber for de enkelte netvaerksporte.
Portene kan vaelges ved at klikke pa dem. Der kan ogsa redigeres flere porte samtidigt.

Port Up: Aktivering af porten

Duplex Mode:  Valg mellem automatisk genkendelse, halv- og fuld duplex for overfgrselsmodus
Rate (Mbps): Hastighed pa netveerksgraensefladen. Valg mellem Auto, 10/100/1000 Mbit/s

Flow Control: Flowkontrol aktiv/deaktiv

Portstatus: Oversigt over alle indstillinger for alle porte
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Port Configuration t t o select t gain to le ports can be sele a Port(s) Selected + AddAll [ Clear All

Eth1 x Eih2 x

n Port Up D

1 2 3 4 G G2 Duplex Mode Half-Duplex Full-Duplex (®) Auto

Rate (Mbps) | Auto

Flow Control ()
Port Status
Port Name Connection Status Up/Down Status Actual Rate/Duplex Configured Rate/Duplex Flow Control
Eth1 Disconnected up - Auto/AUto Enabled
Eth2 Connected Up 100 Mbps/Full-Duplex Auto/Auto Enabled
Eth3 Disconnected Up - Auto/Auto Enabled
Ethd Disconnected up - AUto/AUto Enabled
Gel Disconnected Up - Auto/Auto Enabled
Ge2 Disconnected Up 4 1000 Mbps/Auto Enabled

7.4.2. Linkaggregation / portbundtning

Linkaggregation bruges til at kombinere flere fysiske forbindelser til en logisk datavej med hgj bandbredde,
hvilket skaber en staerkere og hurtigere netvaerksforbindelse.

Mindst 2 porte og maks. 4 porte udger en portgruppe.

Bestemte portattributter skal veere identiske for porte i en gruppe: Overfgrselshastighed, duplex-tilstand,
flowkontrol, tilstand for lang reekkevidde og VLAN-konfiguration

1. Den fgrste linkgruppe er klar.
2. Veelg 2-4 porte ved at klikke pa dem.
3. Tryk pa Gem

Link Aggregation Aggregation 2

Aggregation Group 1 Pori(s) Selected

1 3 5 7 9 1 13 15 17
2 4 6 8 10 12 14 16 18

[ Connected @) Aggregation Group Number

Aggregation Group Details ©

Aggregatien Group Number Member Ports

1 Get; Ge2

7.4.3. Lang raekkevidde-tilstand

Overfarselsrakkevidden for en port med aktiveret tilstand for lang raekkevidde kan vaere op til 300 meter ved
en hastighed pa 10 Mbit/s. Dette athaenger desveerre af kabelleengden.

Veelg de gnskede porte ved at klikke pa dem, og gem indstillingen.
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Long-Range Mode Port(s) Selected + Add Al ] Clear Al

Eth1 x Eth2 X

ﬂ Long-Range vode (@)

[l Connected | Long-Range Mode Enabled

Port Long-Range Status

Port Name Long-Range Mode
Eth1 Enabled
Ethz Enabled
Eth3 Disabled

Eth4 Disabled

7.4.4. STP — Spanning Tree Protocol

Spanning Tree Protocol (STP) er et Layer 2-linkmanagementprotokol, der tilbyder sti-redundans og forhindrer
slgjfer i en netveerkstopologi. STP bruger en spanning tree-algoritme til at vaelge en switch som rod for en
spanning tree og bestemmer netvaerkstopologien ved at overfare Bridge Protocol Data Unit (BPDU)-pakker
mellem enheder, hvilket skaber et stabilt netvaerk.

Aktivér farst STP-funktionen via skyderen.

Parametre Forklaring

Bridge-prioritet e  Veerdien varierer fra 0 til 61440 i trin pa 4096. Standardvaerdien er
32768. Gyldige veerdier er 0, 4096, 8192, 12288, 16384 og 61440.

e Jo mindre vaerdien er, jo hgjere er en switches bridge-prioritet. En
switch med hgjere bridge-prioritet har stgrre sandsynlighed for at
blive root-bridge.

Hello Time Intervallet mellem de enkelte BPDU'er, der sendes til en port og bruges til
diagnosticering af portforbindelsen. Veerdien ligger mellem 1 og 10
sekunder. Standardveerdien er 2 sekunder.

Maks. aldringstid Den maksimale periode, hvor en STP-kompatibel switch-port gemmer
sine konfigurations-BPDU-oplysninger. Veaerdien ligger mellem 6 og 40
sekunder. Standardveerdien er 20 sekunder.

Bemeerk:

Den maksimale aldringstid skal opfylde fglgende betingelser: 2 x
(hilsenstid + 1) < maksimal aldringstid < 2 x (videresendelsesforsinkelse
-1)

Videresendelsesforsinkelse Det tidsinterval, der bruges i lytte- og laeringstilstand, nar topologien
endres. Veerdien ligger mellem 4 og 30 sekunder. Standardveerdien er
15 sekunder.
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STP
Global STP Configuration

sTP ()

* Bridge Priority | 32768
* Hello Time | 2

* Max. Aging Time | 20

* Forwarding Delay | 15

. Connected © Blocking

7.4.5. Port Mirroring

Port Mirroring (portspejling) er en funktion i netvaerksswitche, der gar det muligt for administratorer at
overvage datatrafikken pa en port (spejlet port) og replikere disse data til analyse pa en anden port
(spejlingsport). Denne replikering sker i realtid, sa administratoren kan se et "spejl" eller en ngjagtig kopi af
datatrafikken pa den spejlede port.

Aktivér farst funktionen ved hjaelp af skyderen.
En port vaelges som mal for spejlingen. Der kan vaelges flere porte som kildeport. Indgaende og/eller
udgaende data kan spejles.

Port Mirroring Port Mirroring Configuration
Enable (D
Monitoring Port | Eth1
Mirrored Port
Pori(s) Selected + Add All
1 2 3 4 G1 G2
Mirroring Direction | Egress and Ingress
M Cconnected  t Egress 1 Ingress 1} Egress and Ingress <& Monitoring Port
Port Mirroring Status
Port Name Mirroring Status Mirroring Direction
Etht Disabled
Eth2 Disabled
Eth3 Disabled
Eth4 Disabled
Get Disabled

7.4.6. LLDP - Link Layer Discovery Protocol

Link Layer Discovery Protocol (LLDP) er et Layer 2-naboskabsdetekteringsprotokol, der gar det muligt for
enheder at videregive enhedsoplysninger til deres direkte tilsluttede peers/naboer. Nar LLDP er aktiveret, kan
netveerksenheder sende LLDP-dataenheder (LLDPDU'er) for at informere andre enheder om deres status.
LLDP hjeelper med at tegne netvaerkstopologien og identificere fejlkonfigurationer i et netveerk.

Aktivér funktionen ved hjeelp af skyderen. Funktionen er derefter aktiv for alle porte.
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LLDP

1 3 5 7 9 " 13 15 17

W Connected

Neighbor Information

Local Port Name Peer P Address Peer Device Name
Ge9
Gel13

Gels

LLDP Configuration

enzve @D

Peer MAC Address

Peer Port Name

Gel
Get

GigaEthernet1/0/44
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7.5. Sikkerhed

7.5.1. Portisolering

Med portisolering kan du tilfagje flere porte til en isoleringsgruppe, sa portene inden for samme
isoleringsgruppe ikke kan kommunikere med hinanden. P& denne made kan du f.eks. forhindre, at pc'er pa
forskellige porte kommunikerer med hinanden uden at konfigurere VLAN'er.

Aktivér farst funktionen ved hjeaelp af skyderen.
Veelg de gnskede porte til en gruppe ved at klikke pa dem, og gem indstillingen.

Port Isolation Port(s) Selected 4+ AddAll i Clear All

Eth1 x Eth2 x

ﬂ * Port Isolation ()

1 2 3 4 G1 G2
Save

Connected @] Port Isolation Enabled

Port Isolation Status
Port Name Isolation Status
Eth1 Disabled
Eth2 Disabled
Eth3 Disabled
Eth4 Disabled
Gel Disabled

Ge2 Disabled

7.6. VLAN-styring

Virtuelle lokale netvaerk (VLAN'er) opdeler et eksisterende fysisk netvaerk i flere logiske netvaerk. Hvert VLAN
opretter saledes sin egen broadcast-domaene. Med VLAN'er kan brugere i samme VLAN kommunikere med
hinanden, mens brugere i andre VLAN'er er isoleret. P4 denne made isoleres forskellige broadcast-domaener,
hvilket gger netveerkssikkerheden.

1. Klik p& VLAN-styring.
2.  Kilik pa GLOBAL VLAN-konfiguration.
3. Klik pa ADD (Tilfgj).

Enkelt:  Tilfgj et VLAN
Batch: tilfgj flere VLAN'er samtidigt

4. Angiv VLAN-id

Enkelt:  Indtast en VLAN-ID (f.eks. 1)
Batch: Indtast en start- og slut-VLAN-ID (f.eks. 1 til 2)
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VLAN

+ Add

VLAN ID

1

7.6.1.  VLAN-portkonfiguration

Konfigurer derefter VLAN'ens portegenskaber.

1. Veelg en port pa VLAN'en. Du kan ogs4 tilfgje alle tilgeengelige porte ved at klikke pa knappen ADD ALL.

2. Fastlaeg nu VLAN-typen:

ACCESS: Der kan kun konfigureres ét VLAN pa graensefladen til en ACCESS-port, og den kan kun
overfgre datatrafik til ét VLAN, normalt standard-VLAN (VLAN 1).

TRUNK: Der kan konfigureres to eller flere VLAN'er pa greensefladen til en TRUNK-port, og den kan
overfere datatrafik til flere VLAN'er samtidigt.

VLAN Management

ACCESS

Global VLAN Configuration
VLAN VLAN(s) Added: 150(Up to 4094 VLANs al... Edit
Port VLAN Configuration

Port(s) Selected 4+ Add All

Type | ACCESS

PVID |1

TRUNK @ PVID

7.7. PoE-styring

PoE Watchdog-konfiguration:

PoE-styring:

Port PoE-status:

Nar funktionen er aktiv, overvages tilsluttede PoE-slutapparater med hensyn
til PoE-forsyning og genstartes automatisk i tilfaelde af problemer
(deaktivering og aktivering af den berarte PoE-port).

Veelg de porte, der skal forsynes med PoE, i venstre side. Alle porte kan
tilfajes via ADD ALL.
Aktivér skyderen "PoE".

PD-kompatibilitetsfunktion: Det kan forekomme, at PoE-slutapparater ikke
kan startes via PoE-porten. Dette kan skyldes en inkompatibel PoE-
graenseflade pa slutapparatet.

For at age kompatibiliteten kan du aktivere funktionen PD-
kompatibilitetsfunktion.

Visning af PoE-aktiveringsstatus, aktiveringsstatus for PD-

kompatibilitetsmodus, udgangseffekt og streamforsyningsstatus for PoE-
porte
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PoE Management C the port panel to select a port, and click aga ncel selection. Multiple PoE Watchdog Configuration
@ enave @D
Port PoE Configuration
L 3 5 7 S " 13 15 7 Pori(s) Selected + Add All (I Clear Al
[ o | (o W o | T
2 a s 8 10 12 14 16 18

e @D

@ PD Compati.

M connected @ PoE Enabled

Port PoE Status

7 Refresh
Port Name POE PD Compatibility Mode Output Power (W) Power Supply Status Description
Gel Enabled Disabled — Detecting ) -
Ge2 Enabled Disabled - Detecting ) .
Ge3 Enabled Disabled - Detecting ) .
Ged Enabled Disabled - Detecting ) -
Ges Enabled Disabled - Detecting ) -
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8. Vedligeholdelse shinweise

Kontroller regelmaessigt produktets tekniske sikkerhed, f.eks. beskadigelse af kabinettet.

Hvis det kan antages, at sikker drift ikke laengere er mulig, skal produktet tages ud af drift og sikres mod

utilsigtet brug.

Det ma antages, at sikker drift ikke leengere er mulig, hvis

apparatet har synlige skader,
. apparatet ikke leengere fungerer

AN

Bemaerk venligst:

Produktet er vedligeholdelsesfrit for dig. Der er ingen komponenter inde i produktet, som du
skal kontrollere eller vedligeholde, sa abn det aldrig.

8.1 Rengering

Renggr produktet med en ren, ter klud. Ved kraftigere tilsmudsning kan kluden fugtes let med lunkent vand.

AN

Serg for, at der ikke kommer veaeske ind i enheden.
Brug ikke kemiske renggringsmidler, da dette kan beskadige overfladen pa kabinettet og
skaermen (misfarvning).

8.2. Bortskaffelse

|

OBS: EU-direktiv 2002/96/EF regulerer korrekt tilbagetagelse, behandling og
genanvendelse af brugt elektronisk udstyr. Dette symbol betyder, at apparatet af hensyn
til miljgbeskyttelsen skal bortskaffes i overensstemmelse med geeldende lovgivning og
adskilt fra husholdningsaffald eller erhvervsaffald, nar det er udtjent. Bortskaffelse af det
gamle apparat kan ske via de relevante officielle indsamlingssteder i dit land. Folg de
lokale regler for bortskaffelse af materialer. Yderligere oplysninger om tilbagetagelse
(ogsa for lande uden for EU) kan fas hos din lokale myndighed. Separat indsamling og
genanvendelse skaner naturressourcerne og sikrer, at alle bestemmelser om beskyttelse
af sundhed og miljg overholdes ved genanvendelse af produktet.
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9. Tekniske data

De tekniske data for de enkelte kameraer er tilgeengelige under www.abus.com via produktsagningen.

10. Open Source-licensoplysninger

{
"project":{
"name":"Open Source Software Licenses",
"applies_to":"ITAC10121, ITAC10131"
I3
"software":{
"licenses":[
{
"license":"MIT License",
"SPDX-License-Identifier":"MIT",
"license_urls"[
"https://opensource.org/license/mit/",
"https://spdx.org/licenses/MIT.html"
],
"components":[
{
"name":"vue-i18n",
"version":"8.26.7"
I3
{
"name":"lodash",
"version":"4.17.21"
13
{
"name":"crypto-js",
"version":"3.1.2"
3
name":"axios",
"version":"0.20.0"
3
{
"name":"vue-router",
"version":"4.0.12"
}
],
"description":"Please refer to Appendix_| below in Appendices for the terms of
this license."
I3
{

"license":"Apache License 2.0",

"SPDX-License-ldentifier":"Apache-2.0",

"license_urls"[
"https://www.apache.org/licenses/LICENSE-2.0",
"https://opensource.org/licenses/Apache-2.0",
"https://spdx.org/licenses/Apache-2.0.html"

]!
"components":[
{
"name":"mbed TLS",
"version":"2.25.0"
}
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"description":"Please refer to Appendix_II below in Appendices for the terms
of this license."

}

"note":"All software listed above is copyright by the respective author. Please see the source
code for detailed information."

}

isclaimer":"All software listed in the above is provided without any liability or warranty from their
copyright holders",
"Appendices":[

"name":"Appendix_1",

"license_terms":"\nThe MIT License\n\nCopyright <YEAR> <COPYRIGHT
HOLDER>\n\nPermission is hereby granted, free of charge, to any person obtaining a copy of this software
and associated documentation files (the \"Software\"), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so, subject to the following
conditions:\n\nThe above copyright notice and this permission notice shall be included in all copies or
substantial portions of the Software.\n\nTHE SOFTWARE IS PROVIDED \"AS I1S\", WITHOUT WARRANTY
OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO
EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR
OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE."

13
{

"name":"Appendix_II",

"license_terms":"\nApache License \nVersion 2.0, January 2004
\nhttp://www.apache.org/licensesAN\nTERMS AND CONDITIONS FOR USE, REPRODUCTION, AND
DISTRIBUTION\n\n1. Definitions.\n\"License\" shall mean the terms and conditions for use, reproduction, and
distribution as defined by Sections 1 through 9 of this document.\n\n\"Licensor\" shall mean the copyright
owner or entity authorized by the copyright owner that is granting the License.\n\n\"Legal Entity\" shall mean
the union of the acting entity and all other entities that control, are controlled by, or are under common control
with that entity. For the purposes of this definition, \"control\" means (i) the power, direct or indirect, to cause
the direction or management of such entity, whether by contract or otherwise, or (ii) ownership of fifty percent
(50%) or more of the outstanding shares, or (iii) beneficial ownership of such entity.\n\n\"You\" (or \"Your\")
shall mean an individual or Legal Entity exercising permissions granted by this License.\n\n\"Source\" form
shall mean the preferred form for making modifications, including but not limited to software source code,
documentation source, and configuration files.\n\n\"Object\" form shall mean any form resulting from
mechanical transformation or translation of a Source form, including but not limited to compiled object code,
generated documentation, and conversions to other media types.\n\n\"Work\" shall mean the work of
authorship, whether in Source or Object form, made available under the License, as indicated by a copyright
notice that is included in or attached to the work (an example is provided in the Appendix
below).\n\n\"Derivative Works\" shall mean any work, whether in Source or Object form, that is based on (or
derived from) the Work and for which the editorial revisions, annotations, elaborations, or other modifications
represent, as a whole, an original work of authorship. For the purposes of this License, Derivative Works shall
not include works that remain separable from, or merely link (or bind by name) to the interfaces of, the Work
and Derivative Works thereof.\n\n\"Contribution\" shall mean any work of authorship, including the original
version of the Work and any modifications or additions to that Work or Derivative Works thereof, that is
intentionally submitted to Licensor for inclusion in the Work by the copyright owner or by an individual or Legal
Entity authorized to submit on behalf of the copyright owner. For the purposes of this definition, \"submitted\"
means any form of electronic, verbal, or written communication sent to the Licensor or its representatives,
including but not limited to communication on electronic mailing lists, source code control systems, and issue
tracking systems that are managed by, or on behalf of, the Licensor for the purpose of discussing and
improving the Work, but excluding communication that is conspicuously marked or otherwise designated in
writing by the copyright owner as \"Not a Contribution.\"\n\n\"Contributor\" shall mean Licensor and any
individual or Legal Entity on behalf of whom a Contribution has been received by Licensor and subsequently
incorporated within the Work.\n\n2. Grant of Copyright License. Subject to the terms and conditions of this
License, each Contributor hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-
free, irrevocable copyright license to reproduce, prepare Derivative Works of, publicly display, publicly
perform, sublicense, and distribute the Work and such Derivative Works in Source or Object form.\n3. Grant
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of Patent License. Subject to the terms and conditions of this License, each Contributor hereby grants to You
a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable (except as stated in this section)
patent license to make, have made, use, offer to sell, sell, import, and otherwise transfer the Work, where
such license applies only to those patent claims licensable by such Contributor that are necessarily infringed
by their Contribution(s) alone or by combination of their Contribution(s) with the Work to which such
Contribution(s) was submitted. If You institute patent litigation against any entity (including a cross-claim or
counterclaim in a lawsuit) alleging that the Work or a Contribution incorporated within the Work constitutes
direct or contributory patent infringement, then any patent licenses granted to You under this License for that
Work shall terminate as of the date such litigation is filed.\n4. Redistribution. You may reproduce and
distribute copies of the Work or Derivative Works thereof in any medium, with or without modifications, and in
Source or Object form, provided that You meet the following conditions:\n(a) You must give any other
recipients of the Work or Derivative Works a copy of this License; and\n(b) You must cause any modified files
to carry prominent notices stating that You changed the files; and\n(c) You must retain, in the Source form of
any Derivative Works that You distribute, all copyright, patent, trademark, and attribution notices from the
Source form of the Work, excluding those notices that do not pertain to any part of the Derivative Works;
and\n(d) If the Work includes a \"NOTICE\" text file as part of its distribution, then any Derivative Works that
You distribute must include a readable copy of the attribution notices contained within such NOTICE file,
excluding those notices that do not pertain to any part of the Derivative Works, in at least one of the following
places: within a NOTICE text file distributed as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or, within a display generated by the Derivative
Works, if and wherever such third-party notices normally appear. The contents of the NOTICE file are for
informational purposes only and do not modify the License. You may add Your own attribution notices within
Derivative Works that You distribute, alongside or as an addendum to the NOTICE text from the Work,
provided that such additional attribution notices cannot be construed as modifying the License.\nYou may add
Your own copyright statement to Your modifications and may provide additional or different license terms and
conditions for use, reproduction, or distribution of Your modifications, or for any such Derivative Works as a
whole, provided Your use, reproduction, and distribution of the Work otherwise complies with the conditions
stated in this License.\n\n5. Submission of Contributions. Unless You explicitly state otherwise, any
Contribution intentionally submitted for inclusion in the Work by You to the Licensor shall be under the terms
and conditions of this License, without any additional terms or conditions. Notwithstanding the above, nothing
herein shall supersede or modify the terms of any separate license agreement you may have executed with
Licensor regarding such Contributions.\n6. Trademarks. This License does not grant permission to use the
trade names, trademarks, service marks, or product names of the Licensor, except as required for reasonable
and customary use in describing the origin of the Work and reproducing the content of the NOTICE file.\n7.
Disclaimer of Warranty. Unless required by applicable law or agreed to in writing, Licensor provides the Work
(and each Contributor provides its Contributions) on an \"AS IS\" BASIS, WITHOUT WARRANTIES OR
CONDITIONS OF ANY KIND, either express or implied, including, without limitation, any warranties or
conditions of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A PARTICULAR
PURPOSE. You are solely responsible for determining the appropriateness of using or redistributing the Work
and assume any risks associated with Your exercise of permissions under this License.\n8. Limitation of
Liability. In no event and under no legal theory, whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly negligent acts) or agreed to in writing, shall
any Contributor be liable to You for damages, including any direct, indirect, special, incidental, or
consequential damages of any character arising as a result of this License or out of the use or inability to use
the Work (including but not limited to damages for loss of goodwill, work stoppage, computer failure or
malfunction, or any and all other commercial damages or losses), even if such Contributor has been advised
of the possibility of such damages.\n9. Accepting Warranty or Additional Liability. While redistributing the
Work or Derivative Works thereof, You may choose to offer, and charge a fee for, acceptance of support,
warranty, indemnity, or other liability obligations and/or rights consistent with this License. However, in
accepting such obligations, You may act only on Your own behalf and on Your sole responsibility, not on
behalf of any other Contributor, and only if You agree to indemnify, defend, and hold each Contributor
harmless for any liability incurred by, or claims asserted against, such Contributor by reason of your accepting
any such warranty or additional liability \nEND OF TERMS AND CONDITIONS\n\nAPPENDIX: How to apply
the Apache License to your work.\n\nTo apply the Apache License to your work, attach the following
boilerplate notice, with the fields enclosed by brackets \"[]\" replaced with your own identifying information.
(Don't include the brackets!) The text should be enclosed in the appropriate comment syntax for the file
format. We also recommend that a file or class name and description of purpose be included on the same
\"printed page\" as the copyright notice for easier identification within third-party archives.\n\nCopyright [yyyy]
[name of copyright owner]\n\nLicensed under the Apache License, Version 2.0 (the \"License\"); \nyou may
not use this file except in compliance with the License. \nYou may obtain a copy of the License
at\n\nhttp://www.apache.org/licenses/LICENSE-2.0\n\nUnless required by applicable law or agreed to in
writing, software \ndistributed under the License is distributed on an \"AS IS\" BASIS, \nWITHOUT
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WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. \nSee the License for the specific
language governing permissions and \nlimitations under the License."

]
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Manuale d'uso originale in lingua tedesca. Conservare per uso futuro!
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Introduzione

Gentile cliente,
vi ringraziamo per aver acquistato questo prodotto.

Il dispositivo soddisfa i requisiti delle seguenti direttive UE: direttiva EMC 2014/30/UE e direttiva RoHS
2011/65/UE.

Per mantenere questo stato e garantire un funzionamento sicuro, I'utente deve osservare le istruzioni per
l'uso!

Prima di mettere in funzione il prodotto, leggere attentamente l'intero manuale d'uso e osservare tutte le
istruzioni d'uso e di sicurezza!

Tutti i nomi di aziende e le denominazioni di prodotti contenuti sono marchi registrati dei rispettivi

proprietari. Tutti i diritti riservati.

In caso di domande, rivolgersi al proprio installatore specializzato o al proprio rivenditore
specializzato!

PN

Esclusione di responsabilita

Il presente manuale d'uso & stato redatto con la massima cura. Qualora dovessero comunque essere
riscontrate omissioni o imprecisioni, vi preghiamo di comunicarcelo per iscritto all'indirizzo indicato sul retro
del manuale.

ABUS Security-Center GmbH &amp; Co. KG non si assume alcuna responsabilita per errori tecnici e
tipografici e si riserva il diritto di apportare modifiche al prodotto e alle istruzioni per I'uso in qualsiasi momentd
senza preavviso.

ABUS Security-Center non € responsabile per danni diretti o indiretti derivanti dall'attrezzatura, dalle
prestazioni e dall'uso di questo prodotto. Non viene fornita alcuna garanzia per il contenuto del presente
documento.
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Spiegazione dei simboli

la

2 Il simbolo con il fulmine nel triangolo viene utilizzato quando sussiste un pericolo per
salute, ad esempio a causa di scossa elettrica.

& Un punto esclamativo all'interno di un triangolo indica avvertenze importanti
contenute in queste istruzioni per I'uso, che devono essere assolutamente rispettate.

& Questo simbolo indica consigli e avvertenze particolari relativi al funzionamento.

Importanti avvertenze di sicurezza

diritto alla garanzia. Non ci assumiamo alcuna responsabilita per danni

2 In caso di danni causati dalla mancata osservanza delle istruzioni per l'uso, decade il
consequenziali!

Non ci assumiamo alcuna responsabilita per danni a cose o persone causati da un
& uso improprio o dalla mancata osservanza delle avvertenze di sicurezza. In tali casi
decade ogni diritto di garanzia!

Gentile cliente, le seguenti avvertenze di sicurezza e pericoli servono non solo a proteggere la vostra
salute, ma anche a proteggere I'apparecchio. Leggete attentamente i seguenti punti:

. All'interno del prodotto non sono presenti parti soggette a manutenzione. Inoltre, lo smontaggio
comporta la decadenza dell'omologazione (CE) e della garanzia.

. Il prodotto pud essere danneggiato anche da una caduta da un'altezza minima.

. Montare il prodotto in modo che i raggi solari diretti non possano colpire il sensore di immagine

dell'apparecchio. Attenersi alle istruzioni di montaggio riportate nel capitolo corrispondente del presente
manuale d'uso.
o Il dispositivo & progettato per 'uso in ambienti interni ed esterni (IP67).

Evitare le seguenti condizioni ambientali avverse durante il funzionamento:

umidita o umidita dell'aria eccessiva

Freddo o caldo estremi

Irraggiamento solare diretto

Polvere o gas infiammabili, vapori o solventi

forti vibrazioni

Forti campi magnetici, come quelli presenti in prossimita di macchinari o altoparlanti.
La telecamera non deve essere installata su superfici instabili.

Indicazioni generali di sicurezza:

. Non lasciare il materiale di imballaggio in giro! Pellicole/sacchetti di plastica, parti di polistirolo ecc.
potrebbero diventare giocattoli pericolosi per i bambini.

. Per motivi di sicurezza, la telecamera di videosorveglianza non deve essere lasciata alla portata dei
bambini a causa della presenza di piccole parti che potrebbero essere ingerite.

. Non inserire oggetti nelle aperture interne dell'apparecchio.

. Utilizzare solo gli accessori/componenti aggiuntivi indicati dal produttore. Non collegare prodotti non
compatibili.

. Si prega di osservare le avvertenze di sicurezza e le istruzioni per I'uso degli altri dispositivi collegati.
. Prima della messa in funzione, controllare che I'apparecchio non presenti danni; in caso contrario,
non metterlo in funzione!

. Rispettare i limiti della tensione di esercizio indicati nelle specifiche tecniche. Tensioni piu elevate

possono danneggiare I'apparecchio e compromettere la sicurezza (scossa elettrica).

Avvertenze di sicurezza
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1. Alimentazione elettrica: rispettare le indicazioni riportate sulla targhetta identificativa relative alla
tensione di alimentazione e al consumo di corrente.

2. Sovraccarico
Evitare il sovraccarico delle prese di corrente, delle prolunghe e degli adattatori, poiché cid potrebbe causare
un incendio o una scossa elettrica.

3. Pulizia

Pulire I'apparecchio solo con un panno umido senza detergenti aggressivi.
A tal fine, scollegare I'apparecchio dalla rete elettrica.

Avvertenze

Prima della prima messa in funzione, osservare tutte le avvertenze di sicurezza e le istruzioni per I'uso!

1. Attenersi alle seguenti indicazioni per evitare danni al cavo di alimentazione e alla spina di
alimentazione:

. Quando si scollega l'apparecchio dalla rete elettrica, non tirare il cavo di alimentazione, ma afferrare
la spina.
° Assicurarsi che il cavo di alimentazione sia il piu lontano possibile da dispositivi di riscaldamento per

evitare che il rivestimento in plastica si sciolga.

2. Seguire queste istruzioni. La mancata osservanza pu0d causare scosse elettriche:

. Non aprire mai 'alloggiamento o l'alimentatore.

. Non inserire oggetti metallici o infiammabili all'interno dell'apparecchio.

. Per evitare danni causati da sovratensioni (ad esempio durante i temporali), utilizzare un dispositivo

di protezione contro le sovratensioni.

3. Scollegare immediatamente gli apparecchi difettosi dalla rete elettrica e informare il proprio
rivenditore specializzato.

In caso di installazione in un impianto di videosorveglianza esistente, assicurarsi che tutti gli
apparecchi siano scollegati dalla rete elettrica e dal circuito a bassa tensione.

& In caso di dubbio, non eseguire personalmente il montaggio, I'installazione e il cablaggio,
ma affidare il lavoro a un tecnico specializzato. Interventi impropri e non professionali sulla

rete elettrica o sugli impianti domestici rappresentano un pericolo non solo per voi stessi,

ma anche per altre persone.

Cablate gli impianti in modo tale che i circuiti di rete e a bassa tensione siano sempre

separati e non siano collegati tra loro in nessun punto né possano essere collegati a causa

di un guasto.

Disimballaggio

Durante il disimballaggio, maneggiare I'apparecchio con la massima cura.

& In caso di eventuali danni all'imballaggio originale, controllare prima I'apparecchio. Se
I'apparecchio presenta danni, rispedirlo con I'imballaggio e informare il servizio di consegna.
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1. Uso previsto

Questo switch di rete PoE funge da dispositivo di comunicazione e alimentazione per dispositivi di rete con
connessione Power-Over-Ethernet.

2. Contenuto della confezione

DOK

Switch gestito PoE a 16 o 24 porte Avvertenze di sicurezza Cavo di alimentazione (UE)

O
L

A

2 staffe rack per installazione da
19"

3. Caratteristiche e funzioni

e Connessioni: 16 x (ITAC10121) o 24 x (ITAC10131) PoE Gigabit (downstream), 1 x Gigabit (uplink)
RJ45, 1 x Gigabit (uplink) SFP

e Supporta PoE e PoE+ (IEEE 802.3 af/at)

e Supporta la gestione della rete basata sul web e la gestione PoE

e Visualizzazione del consumo energetico PoE per ogni porta nel browser web

® La protezione da sovratensione da 6 KV riduce i rischi di guasti e danni

® |solamento delle porte, POE Watchdog, aggregazione dei collegamenti/raggruppamento delle porte,
prevenzione dei loop

e Adatto per installazione professionale in rack da 19"
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4.

Lato anteriore

Descrizione delle connessioni

Gigabit SFP Fiber Optical Port Indicator

(Por

t 18)
Gigabit RJ45 Port Indicator
(Port 17)

PoE Indicator

LINK/ACT Indicator| Gigabit PoE RJ45 Port

Lato posteriore

Grounding Terminal

PoE-MAX Indicator
PWR Indicator

Gigabit RJ45 Port
(Port 17)

Reset Button Gigabit SFP Fiber Optical Port
(Port 18)

Power Supply

©

oL

©@

Denominazione

Funzione

Indicatore PWR

Acceso fisso: lo switch di rete & acceso normalmente.
Non illuminato: il cavo di alimentazione non € collegato o
I'alimentazione é difettosa.

Indicatore PoE-MAX

Acceso/lampeggiante: la potenza di uscita dello switch ha gia
raggiunto il limite massimo o sta per raggiungerlo. L'alimentazione
potrebbe non essere normale se sono collegati piu dispositivi.

Non illuminato: lo switch non alimenta un dispositivo collegato (PD) o
alimenta normalmente un PD e la sua potenza di uscita non
raggiunge il limite massimo.

Circa 5 secondi dopo che la potenza di uscita dello switch & tornata al
valore normale, l'indicatore POE-MAX si spegne.

Indicatore porta Gigabit RJ45
(Porta 17)

Acceso fisso: la porta & collegata.
Lampeggiante: la porta sta trasmettendo dati.
Non illuminato: la porta € scollegata o la connessione é difettosa.

Indicatore porta Gigabit SFP in
fibra ottica
Indicatore porta (porta 18)

Acceso: la connessione Gigabit SFP in fibra ottica & collegata.
Lampeggiante: la porta Gigabit SFP in fibra ottica sta trasmettendo
dati.

Spento: la porta Gigabit SFP in fibra ottica & scollegata o la
connessione é difettosa.

Pulsante di reset

Utilizzato per ripristinare tutte le configurazioni dello switch alle
impostazioni predefinite.

Indicatore LINK/ACT

Acceso fisso: la porta € collegata.
Lampeggiante: la porta sta trasmettendo dati.
Non illuminato: la porta € scollegata o la connessione é difettosa.

Indicatore PoE

Acceso fisso: lo switch alimenta normalmente un PD.

Non illuminato: lo switch & scollegato da un PD o l'alimentazione &
difettosa.
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Porta Gigabit POE RJ45 Utilizzata per il collegamento con un PD (dispositivo PoE) tramite un cavo
di rete.

ITAC10121: 16 porte

ITAC10131: 24 porte

Porta Gigabit RJ45 (porta 17) Utilizzata per il collegamento con un altro dispositivo tramite cavo di rete.

Porta ottica in fibra SFP Utilizzata per il collegamento con un altro dispositivo tramite fibra ottica,
Gigabit se collegata a un modulo ottico.

(porta 18)

Terminale di messa a terra Connettore per la messa a terra di protezione

Alimentatore Collegamento per il cavo di alimentazione in dotazione (230 VAC)

5. lIstruzioni per l'installazione
5.1 Installazione su tavolo

5.2 Installazione a parete

=0 b

w

5.3 Installazione su rack di rete da 19 pollici

5.4 Collegamento della messa a terra di protezione

/[

0,

: =
Grounding Terminal (9 /l"
o a4

L% = T~

—
Grounding Cable ™%
e >
# .~ Grounding Bar

Prima messa in funzione

6.1 Utilizzo dell’ABUS IP Installer per la ricerca della telecamera

Installare e avviare ABUS IP Installer o ABUS IP Tool. Questi sono disponibili sul sito web ABUS
www.abus.com per il rispettivo prodotto.

Lo switch dovrebbe ora apparire nell'elenco di selezione, eventualmente con un indirizzo IP non
corrispondente alla rete di destinazione. Le impostazioni IP dello switch possono essere modificate tramite IP
Installer o IP Tool.
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Tramite il pulsante "Browser" & possibile aprire uno switch selezionato in precedenza direttamente nel
browser Internet (viene utilizzato il browser impostato come browser predefinito in Windows).

13:34:36 IPinstaller9.1.1

2, IPcA = E

Alle auswhlen

D Mame: P-Adresse T Satus Berutzer Kernmort Fimare Fimveare-Update  Seseorumer MACAdresse

1 Ouldoor Tuse 19216804980  IPCAB2SDS  akiwedt V238 5 BC1ICE062708  Bet<b08-27-08
Compact:
Sie missen Benutzername und Kennwort angeben.
Klicken Sie mit dem rechten Mausbutton auf die selektierte Zeile.
< >
O | | ] T | | [ |

In alternativa, & possibile utilizzare anche I'IP Tool ABUS per la ricerca,
I'assegnazione della password, la regolazione dei parametri di rete o
I'aggiornamento del firmware.
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6.2 Accesso alla telecamera di rete tramite browser web

Inserire I'indirizzo IP della telecamera nella barra degli indirizzi del browser (se la porta http & stata modificata,
€ necessario inserire anche "http://" prima dell'indirizzo IP).

& http://192168.0.182 L~2 <:| & IP_Camera

6.3 Assegnazione della password iniziale

Per motivi di sicurezza informatica, € necessario utilizzare una password sicura con l'uso appropriato di
lettere minuscole, lettere maiuscole, numeri e caratteri speciali.

Di fabbrica non € assegnata alcuna password, che deve essere assegnata al primo utilizzo della telecamera.
Cio pud avvenire tramite 'ABUS IP Installer (pulsante "Attiva"), 'ABUS IP Tool o la pagina web del
dispositivo.

Una password sicura deve soddisfare almeno i seguenti requisiti:
- 8-16 caratteri
- Caratteri validi: numeri, lettere minuscole, lettere maiuscole, caratteri speciali ( ! $ % &amp; /() =7+

-)

- E necessario utilizzare 2 diversi tipi di caratteri

= ®
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7. Configurazione

7.1. Panoramica

Denominazione del dispositivo: Visualizza il nome dello switch. Cliccando sul nome & possibile modificarlo.

Panoramica VLAN: Panoramica del numero di VLAN configurate
Panoramica della potenza PoE: Visualizzazione del consumo totale e massimo della potenza PoE
Informazioni di base: Informazioni di base sullo switch
Pannello delle porte: Visualizzazione grafica dello stato della connessione della porta
Port Panel

1 2 3 4 G1 G2

Ml Connected 4 PoE Enabled

Dettagli porta: Panoramica dell'attivazione e delle caratteristiche di tutte le porte

Port Details

Port Name Connection Status Port Up Actual Rate/Duplex Configured Rate/Duplex Flow Control
Eth1 Connected () 100 MbpsiFull-Duplex AutofAuto ()

Eth2 Disconnected [ @] AutolAuto a
Etns Disconnected o AutofAute [ @]
Etns Disconnected a Autoléwle [ @]
Etns Disconnected a Autoléwl [ @]
Eths Disconnected [ @] AutolAuto a

7.1.1.  Modifica password dispositivo

Nell'angolo in alto a destra & presente un simbolo a forma di lucchetto. Tramite questo pulsante & possibile
modificare la password per I'accesso all'interfaccia web.

& Se avete dimenticato la password, eseguite un RESET tramite il tasto situato sulla parte anteriore.
7.2. Gestione del sistema

7.2.1. Configurazione dell'ora

Impostazione del fuso orario, sincronizzazione dell'ora tramite NTP o impostazione manuale di data/ora.

7.2.2. Configurazione della rete
Selezionare una VLAN di gestione e impostare l'indirizzo IPv4, la subnet mask IPv4, il gateway IPv4

predefinito, I'indirizzo DNS preferito e I'indirizzo DNS alternativo in base alle esigenze oppure attivare il DHCP
per l'assegnazione automatica dell'indirizzo IP.
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Basic Configuration

DHCP
Management VLAN | 1
* IPv4 Address
* IPv4 Subnet Mask
* Default IPv4 Gateway

DNS Address Configuration

* Preferred DNS Address

* Alternate DNS Address

7.2.3. Amministrazione del sistema
Qui e possibile riavviare lo switch, aggiornare il firmware, eseguire un reset parziale, un reset completo delle
impostazioni di fabbrica, esportare la configurazione o importare la configurazione.

7.3. Monitoraggio della rete

7.3.1. Ricerca dispositivi di rete

La funzione "Rilevamento dispositivi di rete" rileva automaticamente i dispositivi di trasmissione nella stessa
LAN dello switch e visualizza le informazioni relative a tali dispositivi. Andare su Monitoraggio di rete —
Rilevamento dispositivi di rete. Qui vengono visualizzati I'indirizzo IP, il tipo, il modello e il numero di serie dei

dispositivi di rete rilevati. In alternativa, & possibile selezionare un dispositivo e fare clic sulla pagina di
configurazione web del dispositivo nella colonna "Funzionamento".

7.3.2. Panoramica indirizzi MAC

In questo menu & possibile cercare i dispositivi trovati tramite I'indirizzo MAC.

7.3.3. Statistiche delle porte
E possibile monitorare i dati trasmessi dalle porte dei dispositivi e raccogliere statistiche al riguardo. Andare

su Monitoraggio rete — Statistiche porta. Nell'elenco delle statistiche & possibile visualizzare lo stato di
connessione attuale di ciascuna porta e i dati trasmessi da ciascuna porta.
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Port Statistics

M Connected

Statistics Data

@ GlearAll 7 Refiesh (305) v

Port Name Sending Rate Receiving Rate Sent Packets Received Packets Inbound Error Packets Peak Sending Rate Peak Receiving Rate
Etht 22 4Kbps 754.0Kbps 342,490 14222505 [ 234.4Kbps 1.5Mbps

Eth2 - - - - - - -

Eth3 - - - - - - -

Eths - - - - - - -

Eths - - - - - - -

Eng - - - - - - -

Emn7 - - - - - B -

Ethg

7.3.4. Rilevamento cavi

Il rilevamento cavi &€ una funzione che rileva lo stato dei cavi delle porte Ethernet, ad esempio per verificare
se vi sia un cortocircuito o un'interruzione nella direzione di ricezione o trasmissione di un cavo e, se
necessario, per localizzare il cavo difettoso. Andare su Monitoraggio rete — Rilevamento cavi, selezionare la
porta desiderata nell'area porte a sinistra e fare clic su Rileva per visualizzare il risultato del rilevamento.

Cable Detection Port(s) Selected Ethi

M Connected

Detection Result

Port Name Cable Status Cable Length(m} Deseription

Etnt Normal 1 Cable status is normal.

7.4. Configurazione Layer 2

7.4.1. Attributi porta

In questa voce di menu vengono definite le proprieta di base delle singole porte di rete.

E possibile selezionare le porte cliccandoci sopra. E possibile modificare pili porte contemporaneamente.

Porta attiva: Attivazione della porta

Modalita duplex: Selezione tra rilevamento automatico, half duplex e full duplex per la modalita di
trasmissione

Velocita (Mbps): Velocita dell'interfaccia di rete. Selezione tra Auto, 10/100/1000 Mbit/s

Controllo di flusso: Controllo di flusso attivo/disattivo

Stato porta: Panoramica di tutte le impostazioni per tutte le porte
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Port Configuration t o select t gain t le port e Port(s) Selected + Add All [ Clear All

Eth1 x Eih2 x

n Port Up D

1 2 3 4 G G2 Duplex Mode Half-Duplex Full-Duplex (®) Auto

Rate (Mbps) | Auto

Flow Control ()
Port Status
Port Name Connection Status Up/Down Status Actual Rate/Duplex Configured Rate/Duplex Flow Control
Eth1 Disconnected up - Auto/AUto Enabled
Eth2 Connected Up 100 Mbps/Full-Duplex Auto/Auto Enabled
Eth3 Disconnected Up - Auto/Auto Enabled
Ethd Disconnected up - AUto/AUto Enabled
Gel Disconnected Up - Auto/Auto Enabled
Ge2 Disconnected Up 4 1000 Mbps/Auto Enabled

7.4.2. Aggregazione dei collegamenti / Raggruppamento delle porte

L'aggregazione dei collegamenti viene utilizzata per combinare pit connessioni fisiche in un percorso dati
logico con elevata larghezza di banda, creando cosi una connessione di rete piu potente e veloce.

Almeno 2 porte e al massimo 4 porte formano un gruppo di porte.

Alcuni attributi delle porte devono essere identici per le porte di un gruppo: velocita di trasmissione, modalita
duplex, controllo di flusso, modalita per lunga portata e configurazione VLAN.

1. Il primo gruppo di collegamenti & pronto.
2. Selezionare 2-4 porte cliccando su di esse.
3. Premere Salva

Link Aggregation Aggregation 2

Aggregation Group 1 Pori(s) Selected

1 3 5 7 9 1 13 15 17
2 4 6 8 10 12 14 16 18

[ Connected @) Aggregation Group Number

Aggregation Group Details ©

Aggregatien Group Number Member Ports

1 Get; Ge2

7.4.3. Modalita a lungo raggio

La portata di trasmissione di una porta con modalita a lungo raggio attivata pud raggiungere i 300 metri a una
velocita di 10 Mbit/s. Purtroppo cio dipende dalla lunghezza del cavo.

Selezionare le porte desiderate cliccandoci sopra e salvare I'impostazione.
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Long-Range Mode Port(s) Selected + Add Al ] Clear Al

Eth1 x Eth2 X

ﬂ Long-Range vode (@)

[l Connected | Long-Range Mode Enabled

Port Long-Range Status

Port Name Long-Range Mode
Eth1 Enabled
Ethz Enabled
Eth3 Disabled

Eth4 Disabled

7.4.4. STP — Spanning Tree Protocol

Lo Spanning Tree Protocol (STP) & un protocollo di gestione dei collegamenti di livello 2 che offre ridondanza
di percorso e impedisce la formazione di loop nella topologia di rete. L'STP utilizza un algoritmo spanning tree
per selezionare uno switch come root di uno spanning tree e determina la topologia di rete trasmettendo
pacchetti Bridge Protocol Data Unit (BPDU) tra i dispositivi, creando cosi una rete stabile.

Per prima cosa, attivare la funzione STP tramite il cursore.

Parametri Spiegazione

Priorita bridge e Il valore varia da 0 a 61440, con incrementi di 4096. Il valore
predefinito € 32768. | valori validi sono 0, 4096, 8192, 12288, 16384
e 61440.

e  Piu piccolo ¢ il valore, maggiore ¢ la priorita bridge di uno switch.
Uno switch con una priorita bridge piu alta ha maggiori probabilita di
diventare il bridge root.

Tempo di saluto L'intervallo tra i singoli BPDU inviati a una porta e utilizzati per la diagnosi

della connessione della porta. Il valore &€ compreso tra 1 e 10 secondi. Il

valore predefinito & 2 secondi.

Tempo massimo di Il periodo massimo di tempo per cui una porta switch compatibile con

invecchiamento STP memorizza le informazioni di configurazione BPDU. |l valore &

compreso tra 6 e 40 secondi. Il valore predefinito &€ 20 secondi.

Nota:

il tempo massimo di expiry deve soddisfare le seguenti condizioni: 2 x
(tempo di hello + 1) < tempo massimo di expiry < 2 x (ritardo di inoltro —
1)

Ritardo di inoltro L'intervallo di tempo trascorso in stato di ascolto e apprendimento
quando la topologia cambia. Il valore € compreso tra 4 e 30 secondi. Il
valore predefinito & 15 secondi.
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STP
Global STP Configuration

sTP ()

* Bridge Priority | 32768

* Hello Time | 2

* * Max. Aging Time | 20

* Forwarding Delay | 15

. Connected © Blocking

7.4.5. Port mirroring

[l port mirroring (rispecchiamento delle porte) &€ una funzione degli switch di rete che consente agli
amministratori di monitorare il traffico dati su una porta (porta rispecchiata) e di replicare questi dati su
un'altra porta (porta di rispecchiamento) per l'analisi. Questa replica avviene in tempo reale, in modo che
I'amministratore possa vedere un "rispecchiamento” o una copia esatta del traffico dati sulla porta
rispecchiata.

Per prima cosa, attivare la funzione tramite il cursore.
Una porta viene selezionata come destinazione del mirroring. E possibile selezionare piu porte come porte di
origine. E possibile eseguire il mirroring dei dati in entrata e/o in uscita.

Port Mirroring Port Mirroring Configuration
Enable (D
Monitoring Port | Eth1
Mirrored Port
Pori(s) Selected + Add All
1 2 3 4 G1 G2
Mirroring Direction | Egress and Ingress
M Cconnected  t Egress 1 Ingress 1} Egress and Ingress <& Monitoring Port
Port Mirroring Status
Port Name Mirroring Status Mirroring Direction
Etht Disabled
Eth2 Disabled
Eth3 Disabled
Eth4 Disabled
Get Disabled

7.4.6. LLDP - Link Layer Discovery Protocol

Il Link Layer Discovery Protocol (LLDP) € un protocollo di rilevamento della vicinanza di livello 2 che consente
ai dispositivi di condividere informazioni sui dispositivi con i loro peer/vicini direttamente collegati. Quando
LLDP é attivato, i dispositivi di rete possono inviare unita di dati LLDP (LLDPDU) per informare altri dispositivi
del loro stato. LLDP aiuta a tracciare la topologia di rete e a rilevare configurazioni errate in una rete.

Attivare la funzione tramite il cursore. La funzione sara quindi attiva per tutte le porte.
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LLDP

1 3 5 7 9 " 13 15 17

W Connected

Neighbor Information

Local Port Name Peer P Address Peer Device Name
Ge9
Gel13

Gels

LLDP Configuration

enzve @D

Peer MAC Address

Peer Port Name

Gel
Get

GigaEthernet1/0/44
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7.5. Sicurezza

7.5.1. Isolamento delle porte

Con l'isolamento delle porte & possibile aggiungere piu porte a un gruppo di isolamento, in modo che le porte
all'interno dello stesso gruppo di isolamento non possano comunicare tra loro. In questo modo € possibile, ad
esempio, impedire che i PC su porte diverse comunichino tra loro senza configurare VLAN.

Per prima cosa, attivare la funzione tramite il cursore.
Selezionare le porte desiderate per un gruppo cliccando su di esse e salvare l'impostazione.

Port Isolation Port(s) Selected 4+ AddAll i Clear All

Eth1 x Eth2 x

ﬂ * Port Isolation ()

1 2 3 4 G1 G2
Save

Connected @] Port Isolation Enabled

Port Isolation Status
Port Name Isolation Status
Eth1 Disabled
Eth2 Disabled
Eth3 Disabled
Eth4 Disabled
Gel Disabled

Ge2 Disabled

7.6. Gestione VLAN

Le reti locali virtuali (VLAN) suddividono una rete fisica esistente in piu reti logiche. Ogni VLAN crea quindi un
proprio dominio di broadcast. Con le VLAN, gli utenti nella stessa VLAN possono comunicare tra loro, mentre
gli utenti in altre VLAN sono isolati. In questo modo, i diversi domini di broadcast vengono isolati, aumentando
la sicurezza della rete.

1. Fare clic su Gestione VLAN.
2. Fare clic su Configurazione VLAN GLOBALE.
3. Fare clic su ADD (Aggiungi).

Singolo: aggiungere una VLAN
Batch: aggiungere piu VLAN contemporaneamente

4. Impostare I''D VLAN

Singolo: Inserire un ID VLAN (ad es. 1)
Batch: Immettere un ID VLAN iniziale e finale (ad es. da 1 a 2)
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VLAN

+ Add

VLAN ID

1

7.6.1. Configurazione porta VLAN

Configurare quindi le proprieta della porta della VLAN.

1. Selezionare una porta della VLAN. Tramite il pulsante ADD ALL é possibile aggiungere anche tutte le

porte disponibili.

2. Oraimpostare il tipo di VLAN:

ACCESS: Sull'interfaccia di una porta ACCESS puo essere configurata solo una VLAN e puo
trasmettere solo il traffico dati per una VLAN, solitamente la VLAN standard (VLAN 1).

TRUNK: Sull'interfaccia di una porta TRUNK possono essere configurate due o piu VLAN e pud
trasmettere il traffico dati per piu VLAN contemporaneamente.

VLAN Management

ACCESS

Global VLAN Configuration
VLAN VLAN(s) Added: 150(Up to 4094 VLANs al... Edit
Port VLAN Configuration

Port(s) Selected 4+ Add All

Type | ACCESS

PVID |1

TRUNK @ PVID

7.7. Gestione PoE

Configurazione PoE Watchdog: Quando la funzione € attiva, i dispositivi POE collegati vengono monitorati

Gestione PoE:

Stato PoE della porta:

per quanto riguarda l'alimentazione PoE e, in caso di problemi, vengono
riavviati automaticamente (disattivazione e attivazione della porta PoE
interessata).

Selezionare sul lato sinistro le porte che devono essere alimentate con PoE.
Con ADD ALL e possibile aggiungere tutte le porte.
Attivare il cursore "PoE".

Modalita compatibilita PD (PD Compatibility Mode): pud accadere che i
dispositivi terminali POE non possano essere avviati correttamente tramite
la porta PoE. Cid puo essere dovuto a un'interfaccia PoE incompatibile del
dispositivo terminale.

Per aumentare la compatibilita, &€ possibile attivare la funzione PD
Compatibility Mode.

Indicatore dello stato di attivazione PoE, dello stato di attivazione della
modalita di compatibilita PD, della potenza in uscita e dello stato di
alimentazione delle porte PoE.
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PoE Management C the port panel to select a port, and click aga ncel selection. Multiple PoE Watchdog Configuration
@ enave @D
Port PoE Configuration
L 3 5 7 S " 13 15 7 Pori(s) Selected + Add All (I Clear Al
[ o | (o W o | T
2 a s 8 10 12 14 16 18

e @D

@ PD Compati.

M connected @ PoE Enabled

Port PoE Status

7 Refresh
Port Name POE PD Compatibility Mode Output Power (W) Power Supply Status Description
Gel Enabled Disabled — Detecting ) -
Ge2 Enabled Disabled - Detecting ) .
Ge3 Enabled Disabled - Detecting ) .
Ged Enabled Disabled - Detecting ) -
Ges Enabled Disabled - Detecting ) -
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8. Manutenzione Avvertenze

Controllare regolarmente la sicurezza tecnica del prodotto, ad esempio eventuali danni all'alloggiamento.

Se si presume che non sia piu possibile un funzionamento sicuro, il prodotto deve essere messo fuori servizio
e protetto da un funzionamento involontario.

Si deve presumere che non sia piu possibile un funzionamento sicuro se

. il dispositivo presenta danni visibili,
. I'apparecchio non funziona piu

C Attenzione:

Il prodotto non richiede alcuna manutenzione da parte vostra. All'interno del prodotto non
sono presenti componenti che richiedono controlli 0 manutenzione, pertanto non aprirlo
mai.

8.1 Pulizia

Pulire il prodotto con un panno pulito e asciutto. In caso di sporco piu ostinato, il panno puo essere
leggermente inumidito con acqua tiepida.

Assicurarsi che nessun liquido penetri nell'apparecchio.
& Non utilizzare detergenti chimici, poiché potrebbero danneggiare la superficie
dell'alloggiamento e dello schermo (decolorazione).

8.2 Smaltimento

Attenzione: la direttiva UE 2002/96/CE disciplina il ritiro, il trattamento e il riciclaggio dei
dispositivi elettronici usati. Questo simbolo indica che, nell'interesse della tutela
dell'ambiente, al termine del suo ciclo di vita il dispositivo deve essere smaltito in
conformita con le disposizioni di legge vigenti e separatamente dai rifiuti domestici o
industriali. Lo smaltimento dell'apparecchio usato puo essere effettuato presso gl
appositi centri di raccolta ufficiali nel proprio paese. Attenersi alle normative locali per lo
smaltimento dei materiali. Per ulteriori dettagli sul ritiro (anche per i paesi non UE),
rivolgersi all'amministrazione locale. La raccolta differenziata e il riciclaggio consentono di
preservare le risorse naturali e garantiscono che il riciclaggio del prodotto avvenga nel
rispetto di tutte le norme in materia di tutela della salute e dell'ambiente.
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9. Dati tecnici

| dati tecnici delle singole fotocamere sono disponibili all'indirizzo www.abus.com tramite la ricerca dei
prodotti.

10. Note sulla licenza open source

{
"project":{
"name":"Open Source Software Licenses",
"applies_to":"ITAC10121, ITAC10131"

}

oftware":{
"licenses":[
{

"license™:"MIT License",

"SPDX-License-Identifier":"MIT",

"license_urls"[
"https://opensource.org/license/mit/",
"https://spdx.org/licenses/MIT.html"

]

components":[
{
"name":"vue-i18n",
"version":"8.26.7"

"name":"lodash",
"version":"4.17.21"

"name":"crypto-js",
"version":"3.1.2"

"name":"axios",
"version":"0.20.0"

"name":"vue-router",
"version":"4.0.12"

}

description":"Please refer to Appendix_| below in Appendices for the terms of

]

this license."

"license":"Apache License 2.0",

"SPDX-License-ldentifier":"Apache-2.0",

"license_urls"[
"https://www.apache.org/licenses/LICENSE-2.0",
"https://opensource.org/licenses/Apache-2.0",
"https://spdx.org/licenses/Apache-2.0.html"

]!
"components":[
{
"name":"mbed TLS",
"version":"2.25.0"
}
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"description":"Please refer to Appendix_II below in Appendices for the terms
of this license."

}

"note":"All software listed above is copyright by the respective author. Please see the source
code for detailed information."

}

isclaimer":"All software listed in the above is provided without any liability or warranty from their
copyright holders",
"Appendices":[

"name":"Appendix_1",

"license_terms":"\nThe MIT License\n\nCopyright <YEAR> <COPYRIGHT
HOLDER>\n\nPermission is hereby granted, free of charge, to any person obtaining a copy of this software
and associated documentation files (the \"Software\"), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so, subject to the following
conditions:\n\nThe above copyright notice and this permission notice shall be included in all copies or
substantial portions of the Software.\n\nTHE SOFTWARE IS PROVIDED \"AS I1S\", WITHOUT WARRANTY
OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO
EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR
OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE."

13
{

"name":"Appendix_II",

"license_terms":"\nApache License \nVersion 2.0, January 2004
\nhttp://www.apache.org/licensesAN\nTERMS AND CONDITIONS FOR USE, REPRODUCTION, AND
DISTRIBUTION\n\n1. Definitions.\n\"License\" shall mean the terms and conditions for use, reproduction, and
distribution as defined by Sections 1 through 9 of this document.\n\n\"Licensor\" shall mean the copyright
owner or entity authorized by the copyright owner that is granting the License.\n\n\"Legal Entity\" shall mean
the union of the acting entity and all other entities that control, are controlled by, or are under common control
with that entity. For the purposes of this definition, \"control\" means (i) the power, direct or indirect, to cause
the direction or management of such entity, whether by contract or otherwise, or (ii) ownership of fifty percent
(50%) or more of the outstanding shares, or (iii) beneficial ownership of such entity.\n\n\"You\" (or \"Your\")
shall mean an individual or Legal Entity exercising permissions granted by this License.\n\n\"Source\" form
shall mean the preferred form for making modifications, including but not limited to software source code,
documentation source, and configuration files.\n\n\"Object\" form shall mean any form resulting from
mechanical transformation or translation of a Source form, including but not limited to compiled object code,
generated documentation, and conversions to other media types.\n\n\"Work\" shall mean the work of
authorship, whether in Source or Object form, made available under the License, as indicated by a copyright
notice that is included in or attached to the work (an example is provided in the Appendix
below).\n\n\"Derivative Works\" shall mean any work, whether in Source or Object form, that is based on (or
derived from) the Work and for which the editorial revisions, annotations, elaborations, or other modifications
represent, as a whole, an original work of authorship. For the purposes of this License, Derivative Works shall
not include works that remain separable from, or merely link (or bind by name) to the interfaces of, the Work
and Derivative Works thereof.\n\n\"Contribution\" shall mean any work of authorship, including the original
version of the Work and any modifications or additions to that Work or Derivative Works thereof, that is
intentionally submitted to Licensor for inclusion in the Work by the copyright owner or by an individual or Legal
Entity authorized to submit on behalf of the copyright owner. For the purposes of this definition, \"submitted\"
means any form of electronic, verbal, or written communication sent to the Licensor or its representatives,
including but not limited to communication on electronic mailing lists, source code control systems, and issue
tracking systems that are managed by, or on behalf of, the Licensor for the purpose of discussing and
improving the Work, but excluding communication that is conspicuously marked or otherwise designated in
writing by the copyright owner as \"Not a Contribution.\"\n\n\"Contributor\" shall mean Licensor and any
individual or Legal Entity on behalf of whom a Contribution has been received by Licensor and subsequently
incorporated within the Work.\n\n2. Grant of Copyright License. Subject to the terms and conditions of this
License, each Contributor hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-
free, irrevocable copyright license to reproduce, prepare Derivative Works of, publicly display, publicly
perform, sublicense, and distribute the Work and such Derivative Works in Source or Object form.\n3. Grant
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of Patent License. Subject to the terms and conditions of this License, each Contributor hereby grants to You
a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable (except as stated in this section)
patent license to make, have made, use, offer to sell, sell, import, and otherwise transfer the Work, where
such license applies only to those patent claims licensable by such Contributor that are necessarily infringed
by their Contribution(s) alone or by combination of their Contribution(s) with the Work to which such
Contribution(s) was submitted. If You institute patent litigation against any entity (including a cross-claim or
counterclaim in a lawsuit) alleging that the Work or a Contribution incorporated within the Work constitutes
direct or contributory patent infringement, then any patent licenses granted to You under this License for that
Work shall terminate as of the date such litigation is filed.\n4. Redistribution. You may reproduce and
distribute copies of the Work or Derivative Works thereof in any medium, with or without modifications, and in
Source or Object form, provided that You meet the following conditions:\n(a) You must give any other
recipients of the Work or Derivative Works a copy of this License; and\n(b) You must cause any modified files
to carry prominent notices stating that You changed the files; and\n(c) You must retain, in the Source form of
any Derivative Works that You distribute, all copyright, patent, trademark, and attribution notices from the
Source form of the Work, excluding those notices that do not pertain to any part of the Derivative Works;
and\n(d) If the Work includes a \"NOTICE\" text file as part of its distribution, then any Derivative Works that
You distribute must include a readable copy of the attribution notices contained within such NOTICE file,
excluding those notices that do not pertain to any part of the Derivative Works, in at least one of the following
places: within a NOTICE text file distributed as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or, within a display generated by the Derivative
Works, if and wherever such third-party notices normally appear. The contents of the NOTICE file are for
informational purposes only and do not modify the License. You may add Your own attribution notices within
Derivative Works that You distribute, alongside or as an addendum to the NOTICE text from the Work,
provided that such additional attribution notices cannot be construed as modifying the License.\nYou may add
Your own copyright statement to Your modifications and may provide additional or different license terms and
conditions for use, reproduction, or distribution of Your modifications, or for any such Derivative Works as a
whole, provided Your use, reproduction, and distribution of the Work otherwise complies with the conditions
stated in this License.\n\n5. Submission of Contributions. Unless You explicitly state otherwise, any
Contribution intentionally submitted for inclusion in the Work by You to the Licensor shall be under the terms
and conditions of this License, without any additional terms or conditions. Notwithstanding the above, nothing
herein shall supersede or modify the terms of any separate license agreement you may have executed with
Licensor regarding such Contributions.\n6. Trademarks. This License does not grant permission to use the
trade names, trademarks, service marks, or product names of the Licensor, except as required for reasonable
and customary use in describing the origin of the Work and reproducing the content of the NOTICE file.\n7.
Disclaimer of Warranty. Unless required by applicable law or agreed to in writing, Licensor provides the Work
(and each Contributor provides its Contributions) on an \"AS IS\" BASIS, WITHOUT WARRANTIES OR
CONDITIONS OF ANY KIND, either express or implied, including, without limitation, any warranties or
conditions of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A PARTICULAR
PURPOSE. You are solely responsible for determining the appropriateness of using or redistributing the Work
and assume any risks associated with Your exercise of permissions under this License.\n8. Limitation of
Liability. In no event and under no legal theory, whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly negligent acts) or agreed to in writing, shall
any Contributor be liable to You for damages, including any direct, indirect, special, incidental, or
consequential damages of any character arising as a result of this License or out of the use or inability to use
the Work (including but not limited to damages for loss of goodwill, work stoppage, computer failure or
malfunction, or any and all other commercial damages or losses), even if such Contributor has been advised
of the possibility of such damages.\n9. Accepting Warranty or Additional Liability. While redistributing the
Work or Derivative Works thereof, You may choose to offer, and charge a fee for, acceptance of support,
warranty, indemnity, or other liability obligations and/or rights consistent with this License. However, in
accepting such obligations, You may act only on Your own behalf and on Your sole responsibility, not on
behalf of any other Contributor, and only if You agree to indemnify, defend, and hold each Contributor
harmless for any liability incurred by, or claims asserted against, such Contributor by reason of your accepting
any such warranty or additional liability \nEND OF TERMS AND CONDITIONS\n\nAPPENDIX: How to apply
the Apache License to your work.\n\nTo apply the Apache License to your work, attach the following
boilerplate notice, with the fields enclosed by brackets \"[]\" replaced with your own identifying information.
(Don't include the brackets!) The text should be enclosed in the appropriate comment syntax for the file
format. We also recommend that a file or class name and description of purpose be included on the same
\"printed page\" as the copyright notice for easier identification within third-party archives.\n\nCopyright [yyyy]
[name of copyright owner]\n\nLicensed under the Apache License, Version 2.0 (the \"License\"); \nyou may
not use this file except in compliance with the License. \nYou may obtain a copy of the License
at\n\nhttp://www.apache.org/licenses/LICENSE-2.0\n\nUnless required by applicable law or agreed to in
writing, software \ndistributed under the License is distributed on an \"AS IS\" BASIS, \nWITHOUT
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WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. \nSee the License for the specific
language governing permissions and \nlimitations under the License."

]
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